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Section 1: Introduction  

This chapter includes basic information about Ethernet interfaces for the PACSystems family of controllers. It 
describes features of the Ethernet interfaces in both conventional and redundancy systems. The rest of this 
manual provides instructions for installing and applying the PACSystems Ethernet interfaces: 

Section 2:, Installation and Start-up: RX3i/RSTi-EP Embedded Interface describes user features and basic 
installation procedures. 

Section 3:, Installation and Start-up: Ethernet Module Interfaces describes user features and basic installation 
procedures. 

Section 4:, Configuration describes assigning a temporary IP address and configuring the Ethernet interface 
parameters. For the RX3i rack-based and embedded interfaces, describes how to configure Ethernet Global 
Data (EGD) and set up the RS-232 port for Local Station Manager operation.  

Section 5:, Ethernet Global Data describes basic EGD operation for rack-based and embedded interfaces. 

Section 6:, Programming EGD Commands describes a set of commands that can be used in the application 
program to read and write PLC data or use Ethernet Global Data exchange data over the network.  

Section 7:, SNTP Operation describes the benefit of synchronizing SNTP-capable interfaces with an SNTP 

server to keep internal clocks up-to-date for accurate timestamp communications. 

Section 8:, Programming SRTP Channel Commands explains how to implement PLC to PLC communications 

over the Ethernet network using Service Request Transfer Protocol (SRTP) Channel commands. 

Chapter 9, Modbus/TCP Server describes the implementation of the Modbus TCP Server feature for the 

PACSystems family of products. 

Chapter 10, Modbus/TCP Client explains how to program communications over the Ethernet network using  

Modbus TCP Channel commands. 

Chapter 11, OPC UA Server explains how to program communications for this protocol using the embedded 

Ethernet port.  

Chapter 12, Diagnostics describes diagnostic techniques for a PACSystems Ethernet interface. This chapter 

also lists COMMREQ Status codes. 

Chapter 13, Network Administration discusses how devices are identified on the network and how data is 

routed among devices. 

Appendix A, Configuring Advanced User Parameters describes optional configuration of internal operating 
parameters used by the Ethernet interface. For most applications, the default Advanced User Parameters 
(AUPs) should not be changed.  
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1.1 Revisions in this Manual 

A given feature may not be implemented on all PACSystems Ethernet interfaces. To 
determine whether a feature is available on a given model and firmware version, please 
refer to the Important Product Information (IPI) document provided with the product. 

This revision of TCP/IP Ethernet Communications for PACSystems RX3i and RSTi-EP 
includes the following changes: 

 

Rev Date Description 

Y Aug-
2019 

¶ RX3i IC695ETM001-Kxxx Available 

o     Backwards compatible with IC695ETM001 

o     Station Manager serial port replaced with Ethernet port 

o     Two Ethernet connectors relocated to the bottom of the module. 

o     Achilles Level 2 Security cert-tested. 

o New option to select user-based parameters into menu systems. AUP 
functionalist is partially deprecated.  

¶ Diagnostics information for the RX3i embedded Ethernet interface has been moved 
from Chapter 12 to Chapter 11. 

W Jul-
2018 

¶ Added IC695CPL410 (new CPU w/Linux) 

V Apr- 
2018 

¶ Extended the document to EPSCPE115 

U Feb-
2018 

¶ Addition of CPE302 throughout. 

¶ Clarification (Section 1.3.4) as to which products support 1000Base-T IEEE 802.3. 

T Oct-
2017 

¶ Added CPE400 LAN3 (Redundancy-only LAN) 

¶ Clarified support for Redundant IP Addressing in various CPU configurations.  

S Aug-
2017 

¶ Content added to Ethernet interface Status Bits for RSTi-EP CPE100. 

R May-
2017 

¶ Content added in support of RSTi-EP CPE100. 

Q Mar-
2017 

¶ Content added in support of CPE400 and embedded SNTP. 

P Sept-
2015 

¶ Added section Sessions and Subscriptions for OPC UA. 

¶ Content added in support of CPE330 (new product). 
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M Oct-
2014 

¶ Effective with RX3i CPE305/CPE310 firmware version 8.20, OPC UA Server is 
supported using the embedded Ethernet port. 

¶ Effective with RX3i CPE305/CPE310 firmware version 8.30, EGD Class 1 is supported 
on the embedded Ethernet interface. Earlier CPU versions do not directly support 
EGD. However, EGD was supported on the Ethernet interface Module ETM001. 

L Jun-
2013 

Newly available features: 

¶ TCP/IP communication services using SRTP 

¶ SRTP Client (Channels)  

¶ Modbus/TCP Server, supporting Modbus Conformance classes 0, 1, and 2. 

¶ Modbus/TCP Client, supporting Modbus Conformance classes 0, 1, and Function 
Codes 15, 22, 23, and 24 for Conformance class 2.  

¶ Support for Unicast mode, and Daylight Saving and Local Time corrections for SNTP 
operation. 

Diagnostics information for the RX3i embedded Ethernet interface has been moved from 
Chapter 2 Section 2:to 11. Configuration information has been moved to Section 4:. 

Information about Channel Status bits has been removed from chapters 2, 7 and 9, and 
consolidated in Chapter 11. 

 

1.2 PACSystems Documentation 

1.2.1 PACSystems Manuals 

PACSystems RX7i, RX3i and RSTi-EP CPU Reference Manual GFK-2222 

PACSystems RX7i, RX3i and RSTi-CN ANS Npmep_kkcpòq Pcdcpclac K_ls_j GFK-2950 

PACSystems TCP/IP Ethernet Communications Station Manager User Manual GFK-2225 

PACSystems Hot Qr_lb`w ANS Pcbslb_law Sqcpòq Esgbc GFK-2308 

PAC Machine Edition Logic Developer Getting Started GFK-1918 

PACSystems RXi, RX7i, RX3i and RSTi-EP Controller Secure Deployment Guide GFK-2830 

PACSystems RX7i Installation Manual GFK-2223 

  

1.2.2 RX3i Manuals 

PACSystems RX3i System Manual GFK-2314 

N?AQwqrckq PV1g Crfcplcr Lcrumpi Glrcpd_ac Slgr &LGS' Sqcpòq K_ls_j GFK-2439 
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PACSystems RX3i IEC 61850 Ethernet Communication Module User Manual GFK-2849 

PACSystems RX3i Serial Communications Modules User Manual GFK-2460 

N?AQwqrckq PV1g GCA /.2 Qcptcp Kmbsjc GA473CGQ../ Sqcpòq K_ls_j GFK-2949 

PACSystems RX3i IC695CPE400 1.2GHz 64MB Rackless CPU w/Field Agent QSG GFK-3002 

PACSystems RX3i IC695CPL410 1.2GHz 64MB Rackless CPU w/Linux QSG GFK-3053 

1.2.3 RSTi-EP Manuals 

PACSystems RSTi-EP System Manual GFK-2958 
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1.3 Ethernet Interfaces for PACSystems 

Controllers  

A PACSystems Ethernet interface enables a PACSystems controller to communicate with 
other PACSystems equipment and with Series 90 and VersaMax controllers. The Ethernet 
interface provides TCP/IP communications with other PLCs, host computers running the 
Host Communications Toolkit or CIMPLICITY software, and computers running the TCP/IP 
version of the programming software. These communications use the proprietary SRTP 
and Ethernet Global Data (EGD) protocols over a four-layer TCP/IP (Internet) stack.  

The Ethernet interface has SRTP client/server capability. As a client, the interface can 
initiate communications with other PLCs that contain Ethernet interfaces. This is done 
from the PLC ladder program using the COMMREQ function. As a server, the Ethernet 
interface responds to requests from devices such as PLC programming software, a Host 
computer running an SRTP application, or another PLC acting as a client.  

 

Network 
Connection 

Ethernet Cable  

Host Computer or Control 
Device running a Host 

Communications Toolkit 

Ethernet 
Interface 

PACSystems and Series 90 PLC s 
Computer Running 

Programming Software- 
TCP/IP Ethernet  

Ethernet 
Interface 

Ethernet 
Interface 

Network 
Connection 

 

Figure 1: Ethernet Connection System Diagram 

1.3.1 RX3i Rack-Based Ethernet Interfaces í Features 

 

ǐ Full RX3i Controller programming and configuration services with inactivity timeout 

ǐ Periodic data exchange using Ethernet Global Data (EGD) 

ǐ EGD Commands to read and write PLC and EGD exchange memory over the network 

ǐ TCP/IP communication services using SRTP 

ǐ SRTP Client (Channels) 

ǐ Modbus TCP Server, supporting Modbus Conformance classes 0, 1, and 2 

ǐ Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes 15, 22, 23, 
and 24 for Conformance class 2 

ǐ Redundant IP Addressing capability 
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ǐ Comprehensive station management and diagnostic tools 

ǐ Extended controller connectivity via IEEE 802.3 CSMA/CD 10 Mbps, 100M bps and 1000 Mbps 
Ethernet LAN port connectors 

ǐ Network switch that has Auto negotiate, Sense, Speed, and crossover detection 

ǐ Protocol is stored in flash memory in the Ethernet interface and is easily upgraded through the CPU 
serial port. 

ǐ Communications with remote PLCs and other nodes reachable through routers. The gateway IP 
address must be configured. 

 

1.3.2 RX3i & RSTi-EP Embedded Ethernet Interface - Features 

ǐ Periodic data exchange using Ethernet Global Data (EGD). 

ǐ Full RX3i controller programming and configuration services with inactivity timeout 

ǐ TCP/IP communication services using SRTP.  

ǐ SRTP Client (Channels) 

ǐ Modbus TCP Server, supporting Modbus Conformance classes 0, 1, and 2. 

ǐ Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes 15, 22, 23, 
and 24 for Conformance class 2.  

ǐ Communications with remote PLCs and other nodes reachable through routers. The Gateway IP 
address must be configured. 

ǐ Comprehensive station management and diagnostic tools. For supported commands, refer to the 
PACSystems TCP/IP Ethernet Communications Station Manager User Manual, GFK-2225J or later. 

1.3.2.1  CPE302/CPE305/CPE310 

ǐ Extended controller connectivity via IEEE 802.3 CSMA/CD 10 Mbps and 100 Mbps Ethernet LAN port 
connectors. 

ǐ Network switch that has Auto negotiate, Sense, Speed, and crossover detection. 

ǐ Direct connection to Base-T (twisted pair) network switch, hub, or repeater without an external 
transceiver. 
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CPE330/CPE400/CPL410 

¶ Two independent 10/100/1000 Ethernet LANs under the control of the embedded RX3i PLC. Port 1 
attaches to LAN1 through a dedicated RJ45 connector. Port 2 attaches to LAN2 through a pair of 
internally-switched RJ45 connectors. Space is provided to mark in the two corresponding IP 
addresses. 

¶ The embedded Ethernet interface permits the CPU to support two LANs. 

¶ CPE400 has a third Ethernet port (located on the underside) which is under the control of Field 
Agent. 

¶ CPL410 also has a third Ethernet port (located on the underside) which is under the control of the 
Linux OS. 
 

RSTi-EP CPE100/CPE115 

¶ Two independent 10/100 Ethernet LANs. Port 1 attaches to LAN1 through a dedicated RJ45 
connector. Port 2 attaches to LAN2 through three internally-switched RJ45 connectors.  

¶ The embedded Ethernet interface permits the CPU to support two LANs. 

Refer to the PACSystems RX7i, RX3i and RSTi-EP CPU Reference Manual, GFK-2222, 
specifically to the section, RX3i CPU Features and Specifications for RX3i CPUs & RSTi-EP 
CPU Features and Specifications for RSTi-EP CPU, for a detailed list of features and 
specifications.  
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1.3.3 Ethernet Interface Specifications 
RX3i Rack-Based Ethernet 
Interface Modules 
Connectors 

IC695ETM001-Jx or earlier 
- Two RJ45 connectors   
- One 9-pin d-sub male serial connector (Station Manager port) 

IC695ETM001-Kxxx  
Three autosensing RJ45 ports 

LAN  
IC695ETM001-Jx or earlier: 
IEEE 802.3 CSMA/CD Medium Access Control 10/100 Mbps  
IC695ETM001-Kxxx: 
IEEE 802.3 CSMA/CD Medium Access Control 10/100/1000 Mbps 

Number of IP addresses One 

Maximum number of 
simultaneous connections 

ǐ A maximum of 48 SRTP Server total connections 

ǐ A maximum of 16 Modbus/TCP Server connections 

ǐ A maximum of 32 communication channels. (Each channel may be an 
SRTP Client or a Modbus/TCP Client. Any given channel can be assigned 
to only one protocol at a time.) 

Embedded Ethernet Switch Yes í Allows daisy chaining of Ethernet nodes. 

Serial Port IC695ETM001-Jx 
Station Mgr Port: RS-232 DCE, 1200 - 115200 bps. 

IC695ETM001-Kxxx 
Not applicable.  

Station Manager  IC695ETM001-Jx 
Access via local serial port or remote UDP. Refer to the PACSystems TCP/IP 
Ethernet Communications Station Manager User Manual, GFK-2225J or later, 
for supported commands.  

IC695ETM001-Kxxx 
Station Manager serial port has been replaced by the front panel Ethernet 
port  

Maximum ETM001 Modules 
per CPU rack 

Eight positions 
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1.3.3.1  RX3i Embedded Interface 

Connector CPE302/CPE305 & CPE310: One RJ45 connector 
CPE330: Three RJ45 connectors  
CPE400: Six RJ45 connectors: five on front for LAN1, LAN2 & LAN3; one EFA 

on underside. (There is also a serial RJ45 on underside, marked COM1.) 

CPL410: Six RJ45 connectors: five on front for LAN1, LAN2 & LAN3; one ETH 

on underside. (There is also a serial RJ45 on underside, marked COM1.) 

CPE100/CPE115: Four RJ45 connectors 

LAN  
IEEE 802.3 CSMA/CD Medium Access Control 10/100/1000 Mbps 

CPE302/CPE305 & CPE310 has one 10Base-T/100Base-TX Port (LAN1) 

CPE330 has two independent 10/100 Mbps Ethernet LANs: 

ǐ The top Ethernet port attaches to LAN1 using a dedicated RJ45 
connector 

ǐ The bottom two Ethernet ports attach to LAN2 using a pair of internally-
switched RJ45 connectors 

CPE400 supports four independent 10/100/1000 Ethernet LANs which are 
under the control of the embedded RX3i PLC.  

ǐ LAN1 attaches via the upper, dedicated RJ45 front-panel connector.  

ǐ LAN2 and LAN31 each attach via a pair of internally-switched RJ45 front-
panel connectors.  

ǐ The fourth LAN, labeled EFA (Embedded Field Agent), is located on the 
underside, and is specifically used for Field Agent connectivity.  

CPL410 supports four independent 10/100/1000 Ethernet LANs which are 
under the control of the embedded RX3i PLC.  

ǐ LAN1 attaches via the upper, dedicated RJ45 front-panel connector.  

ǐ LAN2 and LAN3 each attach via a pair of internally-switched RJ45 front-
panel connectors.  

The fourth LAN, labeled ETH (Ethernet), is located on the underside, and is 
under the control of the embedded Linux Operating System.  

CPE100/CPE115 supports two independent 10/100 Ethernet LANs located 
on the front panel.  

ǐ LAN1 attaches via the upper, dedicated RJ45 connector.  

ǐ LAN2 attach via three internally-switched RJ45 connectors. 

Number of IP addresses CPE302/CPE305 & CPE310: One IP address 
CPE330 has two IP addresses 
CPE400 has four IP addresses (one for EFA, three for Ethernet LANs) 
CPL410 has four IP addresses (one for ETH, three for Ethernet LANs) 
CPE100/CPE115 has two IP addresses 

                                                                        

1 CPE400 firmware version 9.30 supports Redundancy via LAN3. No LAN components other than the two Redundant 

CPUs are permitted on LAN3. All firmware versions of CPL410 support the same feature. 
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Maximum number of 
connections 

For CPE302/CPE305 & CPE310 LAN1:  

ǐ Up to 32 SRTP Server connections, includes: 

ǐ Up to 16 simultaneous Modbus/TCP Server connections. 

ǐ Up to 16 Client channels. (Each channel may be an SRTP Client or a 
Modbus/TCP Client. Any given channel can be assigned to only one 
protocol at a time.) 

ǐ OPC UA Server with support for up to 5 concurrent sessions with up to 
10 concurrent variable subscriptions and up to 12,500 variables. 

ǐ Up to 255 simultaneous Class 1 Ethernet Global Data (EGD) exchanges. 

For CPE330, CPE4001 and CPL410, the embedded Ethernet permits the CPU 
to support LAN1 and LAN2 with: 

ǐ Up to 48 simultaneous SRTP Server connections, and 

ǐ Up to 16 simultaneous Modbus/TCP Server connections 

ǐ Up to 32 Clients are permitted; each may be SRTP or Modbus/TCP 

ǐ OPC UA Server with support for up to 5 concurrent sessions with up to 
10 concurrent variable subscriptions and up to 12,500 variables 

ǐ Up to 255 simultaneous Class 1 Ethernet Global Data (EGD) exchanges. 

For CPE100/CPE115, the embedded Ethernet permits the CPU to support 
LAN1 and LAN2 with: 

ǐ Up to 16 simultaneous SRTP Server connections, and 

ǐ Up to 8 simultaneous Modbus/TCP Server connections 

ǐ Up to 8 Clients are permitted; each may be SRTP or Modbus/TCP 

ǐ Up to 8 simultaneous Class 1 Ethernet Global Data (EGD) exchanges. 

Station Manager Access remote UDP Refer to the PACSystems TCP/IP Ethernet Communications 
Station Manager User Manual, GFK-2225J or later for supported commands. 

1.3.4 Ethernet interface Ports 

The PACSystems Ethernet interface use auto-sensing 10Base-T/100Base-TX/1000Base-T 
RJ45 shielded twisted pair Ethernet ports for connection to either a 10BaseT, 100BaseTX 
or 1000Base-T IEEE 802.3 network.  

The RX3i CPE330, CPE400 and CPL410 embedded Ethernet interface additionally 
supports 1000Base-T IEEE 802.3 connections.  

The RX3i Controllers with embedded Ethernet provide one such port; dedicated Ethernet 
interface Modules provide two. 

The port automatically senses the speed (10 Mbps, 100 Mbps or 1000Mbps), duplex 
mode (half-duplex or full-duplex) and cable configuration (straight-through or crossover) 
attached to it with no intervention required. 
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1.3.4.1  Ethernet Media  

The Ethernet interface can operate directly on 10Base-T/100Base-TX/1000Base-T media 
via its network ports. 

10Base-T: 10Base-T uses a twisted pair cable of up to 100 meters in length between each 
node and a switch, hub, or repeater. Typical switches, hubs, or repeaters support 
connections in a start topology.  

100Base-TX: 100Base-TX uses a cable of up to 100 meters in length between each node 
and a switch, hub, or repeater. The cable should be data grade Category 5 unshielded 
twisted pair (UTP) or shielded twisted pair (STP) cable. Two pairs of wire are used, one for 
transmission, and the other for collision detection and receive. Typical switches, hubs, or 
repeaters support 6 to 12 nodes connected in a star wiring topology. 

1000Base-T: 1000Base-T uses a cable of up to 100 meters in length between each node 
and a switch, hub, or repeater. The cable should be data grade Category 6 unshielded 
twisted pair (UTP) or shielded twisted pair (STP) cable or better. Four pairs of wire are 
used which are designed to operate over 4-pair UTP cable and supports full-duplex data 
transfer at 1000Mbps. Typical switches, hubs, or repeaters support 6 to 12 nodes 
connected in a star wiring topology. 

 

1.3.5 Station Manager  

The built-in Station Manager function of the Ethernet interface provides on-line 
supervisory access to the Ethernet interface, through the Station Manager port or over 
the Ethernet cable. Station Manager services include: 

Á An interactive set of commands for interrogating and controlling the station.  

Á Unrestricted access to observe internal statistics, an exception log, and 

configuration parameters. 

Á Password security for commands that change station parameters or operation. 

For remote Station Manager operation over the Ethernet network, the Ethernet interface 
uses IP addressing. A PACSystems Ethernet interface cannot send or receive remote 
Station Manager messages sent to a MAC address.  

Refer to the PACSystems TCP/IP Ethernet Communications Station Manager User Manual, 
GFK-2225 for complete information on the Station Manager.  
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1.3.6 Firmware Upgrades 

PACSystems Ethernet interfaces receive their firmware upgrades indirectly from the RX3i 
CPU using the WinLoader software utility. WinLoader is supplied with any updates to the 
Ethernet interface software. The user connects WinLoader to the PLC CPU serial port and 
specifies the target module by its Rack/Slot location.  

For the CPU module, the embedded Ethernet interface firmware is upgraded along with 
the rest of the CPU firmware. WinLoader seamlessly upgrades first the CPU firmware and 
then the embedded Ethernet firmware without user intervention. Each Ethernet interface 
kmbsjcòq dgpku_pc ksqr `c cvnjgagrjw snep_bcb `w qncagdwgle rfc p_ai _lb qjmr jma_rgml md
the module to the WinLoader utility. 

Firmware upgrades for the CPE330, CPE400, CPL410 and CPE100/CPE115 are performed 
over Ethernet using a web browser. This method provides enhanced security features. 
Instructions for the procedure are included in the corresponding upgrade kit 
documentation. The WinLoader utility will not work with the CPE330, CPE400, CPL410 or 
CPE100/CPE115 CPUs. 

1.3.7 SRTP Client (Channels)  

SRTP Client allows the PACSystems PLC to initiate data transfer with other SRTP-capable 
devices on the network. SRTP channels can be set up in the PLC application program. 
SRTP supports COMMREQ-driven channel commands to establish new channels, abort 
existing channels, transfer data on an existing channel, and retrieve the status of an 
existing channel. 

Any given channel can be assigned to only one protocol at a time. For the number and 
combinations of channels supported, refer to Section 1.3.3 Ethernet Interfaces for 
PACSystems Controllers. 

1.3.8 Modbus TCP Client (Channels)  

Modbus TCP Client allows the PACSystems PLC to initiate data transfer with other Modbus 
TCP server devices on the network. Modbus TCP channels can be set up in the application 
program. The Modbus TCP Client supports COMMREQ-driven channel commands to open 
new channels, close existing channels, and transfer data on an existing channel. 

Any given channel can be assigned to only one protocol at a time. For the number and 
combinations of channels supported, refer to Section 1.3 Ethernet Interfaces for 
PACSystems Controllers.  
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1.3.9 Ethernet Global Data (EGD) 

Á EGD Classes: 

Å EGD Class 1 is configured exchanges with no logic control of EGD operation. 

o Supported in 
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CPE115 

Å EGD Class 2 is EGD Commands which are logic-driven EGD exchanges using 
COMMREQs. 

o Supported on IC695ETM001 

o Not supported on embedded Ethernet ports of 
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CPE115 at 
time of publication 

Each PACSystems RX3i CPU supports up to 255 Class 1 simultaneous EGD exchanges and 
RSTi-EP CPU CPE100/CPE115 supports up to eight Class 1 simultaneous EGD exchanges. 
EGD exchanges are configured using the programmer and stored into the PLC. Both 
Produced and Consumed exchanges can be configured. PACSystems Ethernet interfaces 
support both selective consumption of EGD exchanges and EGD exchange production 
and consumption to the broadcast IP address of the local subnet.  

Note: For Broadcast addressing a Subnet value of 0.0.0.0 is NOT supported.  

1.3.9.1  Synchronizing EGD Timestamps with SNTP 

Both the ETM001-Jx and -Kxxx Ethernet interfaces can be configured to use Simple 
Network Time Protocol (SNTP) to synchronize the timestamps of produced EGD 
exchanges.  

With an appropriate PME Hardware Configuration, the embedded Ethernet interface on 
the CPE302, CPE305, CPE310, CPE330, CPE400 and CPL410 will also support SNTP. For 
more information on PME Hardware Configuration, please refer to Section 4.1.3, 
Configuring the Ethernet Interface Parameters.   
 

Note: The RSTi-EP CPE100/CPE115 does not support SNTP.  

 

Ethernet interface 
module 

SNTP Support 

ETM001-Jx 
Yes, with PME Hardware Configuration 
(default configuration without using AUP file) 

ETM001-Kxxx Yes, with PME Hardware Configuration 

CPU SNTP Support 

CPL410 Yes, with PME Hardware Configuration 
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CPE400 Yes, with PME Hardware Configuration 

CPE330 Yes, with PME Hardware Configuration 

CPE302/CPE305/ 
CPE310 

Yes, with PME Hardware Configuration 

CPE100/CPE115 Not supported 

1.3.10 SRTP Inactivity Timeout 

Starting with Release 6.00, the PACSystems Ethernet interface supports inactivity 
timeout checking on Secure Real-Time Transport Protocol (SRTP) server connections with 
any PAC Machine Edition (PME) PLC programmer. Until the server connection is removed, 
other programmers cannot switch from Monitor to Programmer mode. With inactivity 
timeout checking, the Ethernet interface removes an abandoned SRTP server connection 
and all its resources when there is no activity on the connection for the specified timeout 
interval. Without the SRTP inactivity timeout, an abandoned SRTP server connection 
persists until the underlying TCP connection times out (typically 7 minutes). All network 
PME programmer connections initially use an SRTP inactivity timeout value of 30 seconds 
(as set by the "vconn_tout" AUP parameter).  

PME programmers can override the initial timeout value on a specified server connection. 
Typically, the PME programmer sets the SRTP inactivity timeout to 20 seconds. An 
inactivity timeout value of zero disables SRTP inactivity timeout checking. 

The SRTP server uses an internal inactivity timeout resolution of 5 seconds. This has two 
effects. First, any non-zero inactivity timeout value (either set by AUP parameter or 
overridden on the programmer connection) is rounded up to the next multiple of 5 
seconds. Additionally, the actual SRTP inactivity timeout detection for any individual 
connection may vary up to an additional 5 seconds. The actual inactivity detection time 
will never be less than the specified value. 

Note: The SRTP inactivity timeout applies only to programmer connections over SRTP. It 
does not affect HMI or SRTP channels. 

1.4 Ethernet Redundancy Operation  

The Redundant IP feature allows a single IP address to be assigned to two Ethernet 
modules, where the two modules are in two different PLCs configured as a redundant 
system. This functionality has been integrated into the product line, as follows: 

 

CPU 
Embedded Ethernet Redundancy 
Support 

Support via Ethernet 
Module (ETM001-Jx 
or ETM001-Kxxx) 

CPL410 All firmware versions Not supported 

CPE400 
Embedded Ethernet requires CPU 
Firmware Version 9.30 

Not supported 
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CPE330 
Embedded Ethernet requires CPU 
Firmware Version 8.70 

Supported 

CPE302/CPE305/ 
CPE310 

Not supported Not supported 

CPE100/CPE115 Not supported Not supported 

CRU320 Not supported Supported 

 

The Redundant IP Address is configured in addition to the normal unique (direct) IP 
address of each interface.  

Only one of the two Ethernet interfaces that share the Redundant IP address may use the 
Pcbslb_lr GN _bbpcqq _r _lw rgkc9 rfgq gq rfc ï_argtcð snit. When commanded by its PLC 
CPU, this Ethernet interface activates the Redundant IP address and starts responding to 
the Redundant IP address in addition to its direct IP address. The active unit continues 
responding to the Redundant IP address until it is commanded to deactivate the 
Redundant IP or until the Ethernet interface determines that it has lost communications 
with the PLC CPU.  

The backup unit does not initiate communications or respond on the network using the 
Redundant IP address. It can only use the Redundant IP address if it is commanded by its 
CPU to become the active unit. 

Both the active and backup unit may continue to use their individual direct IP addresses, 
permitting programmer connection to the active or backup PLC at any time. 

 

PLC  A 

PLC  B 

Redundant System 

 

 
Programmer 

Remote host 
(HMI,  PLC, etc.) 

Redundant 
IP Address 

Direct IP  
 

Addresses 

 

Figure 2: Ethernet Operation in Redundancy Mode 

Note: The Redundant IP feature is supported by Hot Standby (HSB) CPUs and non-HSB 
CPUs. To use this feature, be sure to toggle Enable Redundancy for the target CPU.  

 

1.4.1  Hot Standby (HSB) CPU Redundancy 

An HSB system uses redundant CPUs to provide the coordination between the PLC units 
in the system and determine which is the active unit and which is the backup unit. HSB 
redundancy requires dedicated links to provide communications between the units in a 
redundancy system. For information about HSB architectures, refer to the PACSystems Hot 
Qr_lb`w ANS Pcbslb_law Sqcpòq Esgbc*GFK-2308.  
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1.4.2 Non-HSB Redundancy 

Non-HSB redundancy systems use RX3i CPUs that do not have specialized firmware for 
amlrpmjjgle pcbslb_law mncp_rgmlq, &Rfcqc ANSq f_tc _ ïANCð mp ïANSð bcqgel_rgml,' Gl
these systems, the application logic coordinates between CPUs that act as redundant 
partners, and determines which CPU is the active unit and which are backup units. Figure 
3 illustrates the use of the redundant IP feature in a non-HSB redundancy system. Two 
non-HSB CPUs (designated primary and secondary) are linked by a communications 
connection. An Ethernet interface in each controller is configured with Redundant IP 
enabled so that they share a Redundant IP address. As in an HSB system, only the active 
Ethernet interface can communicate through the Redundant IP address to produce EGD 
exchanges or to initiate Channel operations. 

The application logic must monitor the status of the Ethernet modules in the system to 
manage the active/backup status of each controller. 
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Figure 3: Basic Non-HSB System with Redundant IP 

1.4.3 Effect of Redundancy Role Switching on Ethernet 

Communications 

When a redundancy role-switch occurs, Ethernet communications switch to the backup 
unit, which has no knowledge of any communication state at the previously-active unit. 
The application must include logic to detect loss of communication during a redundancy 
role switch and to then reinitiate communication. 

Remote hosts on the network view redundant systems as a single PLC with high reliability; 
the remote host only prioritizes the active unit. By using the Redundant IP address, the 
remote host always communicates with the active unit. When a redundancy role switch 
occurs, the formerly-active PLC gives up ownership of the Redundant IP address and takes 
down all connection-oriented communications currently using the Redundant IP address. 
The applications in the redundant system and remote hosts must reestablish any such 
communications; the new Redundant IP connections will use the newly active PLC. 
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The programmer can still communicate directly with each PLC in the redundant system 
(for example, to store new logic or configuration) using the direct IP address of each 
Ethernet interface.  

1.4.3.1  Role Switching in HSB Redundancy Systems 

In HSB redundancy systems, a role switch is initiated automatically by the redundant CPU 
when one of the following occurs:  

Á An active unit detects a fatal fault 

Á An active unit is placed in Stop mode 

Á An active unit is powered off 

Á An HSB role switch is initiated manually or by the application logic 

To perform a role switch manually in redundant systems which employ RMX modules, 
toggle the Role Switch button located on the front panel of the RMX module. 

CPE400/CPL410 permits the operator to manually perform a role switch via the OLED 
display menu, using the RDN Command feature.  

For additional information about role switches in HSB systems, refer to the PACSystems 
Fmr Qr_lb`w ANS Pcbslb_law Sqcpòq Esgbc*GFK-2308. 

1.4.3.2  Role Switching in Non -HSB Redundancy Systems 

When redundant IP is enabled for an Ethernet module in a non-HSB CPU system, it is the 
responsibility of application logic to set the redundancy mode of the Ethernet module. 
The Set Application Redundancy Mode Service Request (SVC_REQ 55) instruction is used to 
inform the Ethernet module of the current redundancy role of the host CPU. This 
SVC_REQ should be used to provide redundancy role switch notification to all Ethernet 
interfaces in the controller that are configured for redundant IP operation. 

After commanding a role switch for an Ethernet interface, the application logic can 
kmlgrmp rfc kmbsjcòq J?L glrcpd_ac Qr_rsq &JGQ' `jmai rm bcrcpkglc ufcl gr f_q _argt_rcb
the Redundancy IP address. For details about the LIS, refer to Section 12.6, Monitoring 
the Ethernet Interface Status Bits. 

Note: The application must allow sufficient time for Redundant IP activation (at least 120 
ms) before commanding another redundancy role switch. 

When an Ethernet interface recognizes that a redundant IP address has been configured 
for it, the module sends a mail message to the CPU to register for redundancy role switch 
notification. In non-HSB systems, the Ethernet interface is initially put into backup mode. 
After power-up, the application logic must use a SVC_REQ to set the redundancy state to 
the desired value. Once running, the CPU remembers the last commanded redundancy 
role sent to that Ethernet interface. When an Ethernet interface is restarted, the CPU 
automatically commands the Ethernet interface to its last redundancy state without 
explicit action by the application logic. 

1.4.3.3  Going to Stop Mode 

When a non-HSB CPU goes to Stop mode, Ethernet interfaces that are configured for 
redundant IP are automatically set to backup mode. When the CPU is subsequently 
returned to Run mode, the Ethernet interfaces remain in backup mode until the 
application logic sets the redundancy mode to active. 
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1.4.3.4  Stop/IO Scan Enabled Mode 

In this mode, I/O scanning including EGD service continues when the non-HSB CPU is 
stopped. However, Ethernet interfaces configured for redundant IP operation are 
automatically set to backup mode and normal EGD production for those interfaces is 
stopped. Only the EGD exchanges with Produce in backup mode enabled are produced 
while the CPU is in Stop/IO Scan Enabled mode. To stop production for all EGD produced 
exchanges including Produce in backup mode exchanges, choose the Stop/IO Scan 
Disabled mode of operation. 

1.4.3.5  Commanding a Role Switch in a Non-HSB Redundancy System 

Use the Set Application Redundancy Mode service request (SVC_REQ 55) with non-HSB 
CPUs to request that the CPU send redundancy role switch commands to all Ethernet 
interfaces in that PLC that are configured for redundant IP operation. For details on using 
the Service Request function, refer to the PACSystems RX7i, RX3i and RSTi-EP CPU Reference 
Manual, GFK-2222. 

SVC_REQ 55 is recognized in non-HSB CPUs only. This service request sends a role switch 
command to all Ethernet interfaces in the PLC that are configured for redundant IP 
operation. The application must monitor the LAN interface Status (LIS) word for each 
Ethernet interface to determine whether the Redundant IP address is active at that 
interface. 

SVC_REQ 55 has no effect on Ethernet interfaces that are not configured for redundant IP 
operation. 

1.4.4 SRTP Server Operation in a Redundancy System 

Only the active unit maintains SRTP Server connections at the Redundant IP address and 
can respond to SRTP requests. The backup unit does not respond to the Redundant IP 
address. When an Ethernet interface changes from active to backup state, it takes down 
all SRTP Server connections and their underlying TCP connections that use the Redundant 
IP address. 

Both the active and backup units maintain SRTP Server connections at the direct IP 
address for network communication with the programmer. Other remote hosts should 
use the Redundant IP address when communicating to a redundant system. Existing SRTP 
Server connections at the direct IP address are not disturbed when the Ethernet interface 
switches between active and backup states. 

1.4.5 SRTP Client Operation in a Redundancy System 

Only the active unit establishes and maintains SRTP Client connections (channels). The 
backup unit does not initiate any SRTP Client operations. If SRTP Client operations are 
attempted, a COMMREQ error status is returned to the local logic program. When the 
Ethernet interface changes from active to backup state, it takes down all SRTP Client 
connections and their underlying TCP connections. 

Because it can take some time to take down a TCP connection, the redundant system 
should reserve a spare SRTP Client connection for each connection using the Redundant 
IP address. That will prevent temporary resource problems when establishing new SRTP 
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Client connections to the new active unit while the previous connections to the old active 
unit are being taken down. 

1.4.6 Modbus TCP Server Operation in a Redundancy System 

Only the active unit maintains Modbus TCP Server connections at the Redundant IP 
address and can respond to Modbus TCP requests. The backup unit does not respond to 
the Redundant IP address. When an Ethernet interface changes from active to backup 
state, it takes down all Modbus TCP Server connections and their underlying TCP 
connections that use the Redundant IP address. 

Remote hosts should use the Redundant IP address when communicating to a redundant 
system. Existing Modbus TCP Server connections at the direct IP address are not 
disturbed when the Ethernet interface switches between active and backup states. 

1.4.7 Modbus TCP Client Operation in a Redundancy System 

Only the active unit establishes and maintains Modbus TCP Client connections (channels). 
The backup unit does not initiate any Modbus TCP Client operations. If Modbus TCP Client 
operations are attempted, a COMMREQ error status is returned to the local logic 
program. When the Ethernet interface changes from active to backup state, it takes down 
all Modbus TCP Client connections and their underlying TCP connections. 

Because it can take some time to take down a TCP connection, the redundant system 
should reserve a spare Modbus TCP Client connection for each connection using the 
Redundant IP address. That will prevent temporary resource problems when establishing 
new Modbus TCP Client connections to the new active unit while the previous 
connections to the old active unit are being taken down. 

1.4.8 EGD Class 1 (Production & Consumption) in a 

Redundancy System 

The active unit produces Ethernet Global Data exchanges to the network. The backup unit 
produces only the EGD exchanges for which Produce in Backup Mode is enabled. When 
the active Ethernet interfaces changes to backup, it stops production of all EGD 
exchanges. 

When configured for Redundant IP operation, the active and backup Ethernet interfaces 
should also be configured to consume EGD exchanges via multicast host groups or the 
local subnet broadcast address. This permits both the active and backup units to receive 
the latest data from the network. Emerson does not recommend Unicast operation as the 
backup unit is not recommended as it will not consume any unicast exchanges at the 
Redundant IP address.  

1.4.9 EGD Class 2 Commands in a Redundancy System 

Remote hosts should use the Redundant IP address when communicating to a redundant 
system. Only the active unit responds to EGD commands. The backup unit does not 
respond to the Redundant IP address. When the active Ethernet interface changes to the 
backup, any in-process EGD commands over the Redundant IP address are abandoned.  
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When configured for Redundant IP operation, only the active unit sends EGD commands 
on the network. If the backup unit tries to initiate any EGD commands, a COMMREQ error 
status is returned to its application program. When the active Ethernet interfaces 
changes to backup, any EGD commands in process are ended. Issuing EGD commands to 
the direct IP address is not recommended; both the active and backup units will respond 
to EGD commands received at the direct IP address.  

1.4.10 Web Server Operation in a Redundancy System 

Only the active unit processes Web server requests at the Redundant IP address and 
responds to Web page requests. The backup unit does not respond to the Redundant IP 
address. When the active Ethernet interface changes to backup, all Web server 
connections and their underlying TCP connections are disrupted. The Web server 
maintains its underlying TCP connection only long enough to process: 

Á A new Web page request 

Á A new TCP connection opened, used, or closed for each subsequent Web page 

display or update.  

The Redundant IP address is transparent to the Web remote browser unless a Web page 
change or update is requested during the redundancy role switch.  Any Web page request 
in process over the Redundant IP when a role switch occurs is terminated. 

Although not recommended, the remote browser may issue Web server requests to the 
direct IP address. Both the active and backup units respond to Web server requests 
received at the direct IP address. Remote Web browsers are expected to use the 
Redundant IP address when communicating to a redundant system.  

1.4.11 FTP Operation in a Redundancy System2 

FTP operations can transfer setup and configuration data to the Ethernet interface. Using 
FTP operations for communication with the actual PLC application is not recommended. 
FTP operations should only be performed using the direct IP address.  

1.4.12 SNTP Operation in a Redundancy System 

A PACSystems Ethernet interface can operate as an SNTP client only, which enables the 
interface to only receive broadcast time messages from an SNTP Server on the network. 
SNTP operation is unaffected by the current Ethernet redundancy state or by redundancy 
role switches. 

1.4.13 Remote Station Manager Operation in a Redundancy 

System 

The remote Station Manager should respond to the direct IP address whether the unit is 
active or backup or whether the Redundant IP is configured.  

                                                                        

2 FTP is not supported by ETM001-Kxxx 
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Only the active unit responds to remote Station Manager commands at the Redundant IP 
address. The backup unit does not respond to the Redundant IP address. (Station 
Manager responses from the Redundant IP address can be misleading because it is 
difficult to determine which Ethernet interface is responding.) 

1.4.14 IP Address Configuration in a Redundancy System 

Redundancy systems should explicitly configure both the direct IP address and the 
Redundant IP address. Do not set up the direct IP address via BOOTP.  

The Redundant IP address must be configured on the same local sub-network as the 
direct IP address and gateway IP address (if used). 
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Section 2: Installation and Start-up: 

RX3i/RSTi-EP Embedded Interface 

The RX3i CPUs with CPExxx designation (CPE302, CPE305, CPE310, CPE330 and CPE400), 
the CPL410 and RSTi-EP CPE100/CPE115 provide an embedded Ethernet interface for 
programmer communications. This section describes user features and provides basic 
installation and startup procedures for this interface. 

Á Ethernet Interface Controls and Indicators 

Á Module Installation 

Á Connection to a 10Base-T/100Base-TX Network (all CPExxx) or to a 1000Base-T 

(CPE330, CPE400 and CPL410 only) 

Á Pinging TCP/IP Ethernet interfaces on the Network 

2.1 RX3i/RSTi-EP Embedded Ethernet Interface 

Indicators  

Many of the Ethernet interfaces feature Ethernet port s with two LED indicators, 100 and 
LINK. The 100 LED indicates the network data speed (10 or 100 Mb/sec). This LED is lit if 
the network connection at that network port is 100 Mbps. 

The LINK LED indicates the network link status and activity. This LED is lit when the link is 
physically connected. It blinks when traffic is detected at that network port.  

2.1.1 Ethernet Port LEDs Operation 

2.1.1.1  CPE302/CPE305/CPE310 Ethernet LED Operation  

LED LED State 

On Blinking Off  
Ethernet Port State 

100  On, Green Network data speed is 100 Mbps. 

 Off Network data speed is 10 Mbps. 

LINK 
  On, Amber The link is physically connected. 

  Blinking, Amber Traffic is detected at the port.  

  Off The Ethernet port is not physically connected. 
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2.1.1.2  CPE330 Ethernet LED Operation 

LED LED State Operating State 

LINK 

(upper) 
 On Green The corresponding link is physically connected. 

 Blinking 

Green 

Traffic is detected at the corresponding port. 

 Off No connection detected at corresponding port. 

1 Gbps 

(lower) 
  On Amber 

(LAN1) or  

Corresponding network data speed is 1 Gbps. 

 On Green 

(LAN2) 

 Off Corresponding network data speed is 100 Mbps or 10 Mbps. 

 

2.1.1.3  CPE400/CPL410 Front Panel Ethernet LED Operation (LAN1, 

LAN2, LAN3) 

LED LED State Operating State 

Link 

Status 

(upper) 

 On Green The corresponding link has been established. 

 Blinking 

Green 

Traffic is detected at the corresponding port. 

 Off No connection established at corresponding port. 

Link 

Speed 

(lower) 

 On Green Corresponding data speed is 1 Gbps or 100 Mbps. 

 Off Corresponding network data speed is 10 Mbps 

 

2.1.1.4  CPE400 Underside Ethernet LED Operation (EFA) 

LED LED State Operating State 

Link 
Status 
(upper) 

 On Green The corresponding link has been established. 

 Blinking 
Green 

Traffic is detected at the corresponding port. 
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LED LED State Operating State 

 Off No connection established at corresponding port. 

Link 
Speed 
(lower) 

 On Green Corresponding network data speed is 1 Gbps. 

  On Yellow  EFA port only: network data speed is 100 Mbps 

 Off Corresponding network data speed is 10 Mbps 

 

2.1.1.5  CPL410 Underside Ethernet LED Operation (ETH) 

LED LED State Operating State 

Link 

Status 

(upper) 

 On Green The corresponding link has been established. 

 Blinking 

Green 

Traffic is detected at the corresponding port. 

 Off No connection established at corresponding port. 

Link 

Speed 

(lower) 

 On Green Corresponding network data speed is 1 Gbps. 

  On Yellow  GPOS port only: network data speed is 100 Mbps 

 Off Corresponding network data speed is 10 Mbps 

 

2.1.1.6  CPE100/CPE115 Ethernet LED Operation (LAN1, LAN2) 

LED LED State Operating State 

Link 

Speed 

(upper) 

  On Amber Corresponding data speed is 100 Mbps. 

 Off Corresponding network data speed is 10 Mbps 

Link 

Status 

(lower) 

 On Green The corresponding link has been established. 

 Blinking 

Green 

Traffic is detected at the corresponding port. 

 Off No connection established at corresponding port. 
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2.1.2 Module Installation 

For general information about CPU module and system installation refer to the 
PACSystems RX3i System Manual, GFK-2314 Sections 2 & 3.  

For RSTi-EP CPU model refer RSTi-EP System Manual, GFK-2958D or later. 

2.2 Ethernet Port Connector  

The RX3i CPE302/CPE305 and CPE310 CPUs provide a 
10Base-T/100Base-TX Ethernet network port connector. 
When a CPE330 is configured as a CPU320, Ethernet 
properties cannot be configured. However, the 
embedded Ethernet ports may be used with the default IP Addresses. 

2.2.1 Connection to a 10Base-T/100Base-TX Network 

Either shielded or unshielded twisted pair cable may be attached to an Ethernet port. The 
10Base-T/100Base-TX twisted pair cable must meet the applicable IEEE 802 standards. 
Category 5 cable is required for 100Base-TX operation. 

The Ethernet port automatically senses the speed (10 Mbps or 100 Mbps), duplex mode 
(half-duplex or full-duplex) and cable configuration (straight-through or crossover) 
attached to it with no intervention required. 

 

2.2.2 10Base-T/100Base-TX Port Pinouts 

Pin Number3 Signal Description 

1 TD+ Transmit Data + 

2 TDí Transmit Data í 

3 RD+ Receive Data + 

4 NC No connection 

5 NC No connection 

6 RDí Receive Data í 

7 NC No connection 

8 NC No connection 

 

Note: Pin assignments are provided for troubleshooting purposes only. 10Base-
T/100Base-TX cables are readily available from commercial distributors. We recommend 
purchasing rather than making 10Base-T/100Base-TX cables. 

 

                                                                        

3 Pin 1 is at the bottom right of the Station Manager port connector as viewed from the front of the module. 

 

Figure 4: RJ45 Connector 
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The programmer is connected to the Ethernet interface through a 10Base-T or 100Base-
TX network. 

 

10BaseT/100Base-TX Twisted Pair Cable 

Hub/Switch/Repeater 

To other network devices 

Ethernet Port  
on RX3i /RSTi-EP 
CPExxx  

Programmer  

 

Figure 5: Ethernet Cable Routing 

2.3 Pinging TCP/IP Ethernet interfaces on the 

Network  

PING (Packet InterNet Grouper) is the name of a program used on TCP/IP networks to test 
reachability of destinations by sending them an ICMP echo request message and waiting 
for a reply.  

You should ping each installed Ethernet interface. When the Ethernet interface responds 
to the ping, it verifies that the interface is operational and configured properly. 
Specifically, it verifies that acceptable TCP/IP configuration information has been 
downloaded to the interface. 

For configuration details, including setting an initial IP address, refer to Section 4:. 

 

2.3.1 Determining if an IP Address is Already Being Used 

It is very important not to duplicate IP addresses. To determine if another node on the 
network is using the same IP address:  

1. Disconnect your Ethernet interface from the LAN. 

2. Ngle rfc bgqamllcarcb glrcpd_acòq GN _bbpcqq, Gd wms ecr _l _lqucp rm rfc ngle* rfc
chosen IP address is already in use by another node. You must correct this situation by 
assigning a unique IP address. 

Note: This method does not guarantee that an IP address is not duplicated. It will not 
detect a device that is configured with the same IP address if it is temporarily off the 
network. 
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Section 3: Installation and Start-up: Ethernet 

Module Interfaces 

ǐ This chapter describes the features and basic installation procedures for Ethernet module interfaces 

(ETM001-Jx and ETM001-Kxxx Ethernet interface Controls and Indicators 

- Ethernet LEDs 

- Ethernet Restart Pushbutton 

- Front Panel Port 

- Ethernet Port Connections 

ǐ Module Installation 

- RX3i Rack-Based Ethernet Interface Modules 

ǐ Ethernet Port Connectors 

- Embedded Switch 

- Connection to a 10Base-T/100Base-TX/1000Base-T Network 

ǐ Station Manager Port 

ǐ Verifying Proper Power-Up of the Ethernet interface After Configuration  

ǐ Pinging TCP/IP Ethernet interfaces on the Network 
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3.1 Ethernet Module Interface Characteristics  
There are two versions of the RX3i rack-based Ethernet module. Please note the differences in the table 

below: 

ETM001-Jx ETM001-Kxxx 

The ETM001-Jx Ethernet module provides:  

¶ An Ethernet 10Base-T/100Base-TX 

interface 

¶ Two RJ-45 Ethernet ports. Either or both of 

these ports can be attached to other 

Ethernet devices. Each port automatically 

sense the data rate (10 Mbps or 100 

Mbps), duplex (half duplex or full duplex), 

and cabling arrangement (straight through 

or crossover) of the attached link.  

¶ An embedded autodetect/autoswitch 

Ethernet switch, which provides a means 

to switch Ethernet data and allow daisy 

chaining of Ethernet cabling, and provides 

a method to automatically detect Ethernet 

cable wire crossover.  

 

The ETM001-Kxxx Ethernet module provides:  

¶ An Ethernet 10Base-T/100Base-

TX/1000Base-T interface 

¶ Two RJ45 Ethernet ports located on 

underside of module. Either or both ports 

can attach to other Ethernet devices. Each 

port automatically senses the data rate (10 

Mbps/ 100 Mbps / 1000 Mbps), duplex 

(half duplex or full duplex), and cabling 

arrangement (straight through or 

crossover) of the attached link. 

¶ An embedded autodetect/autoswitch 

Ethernet switch, which provides a means 

to switch Ethernet data and allow daisy 

chaining of Ethernet cabling, and provides 

a method to automatically detect Ethernet 

cable wire crossover.  

 

 

Figure 6: ETM001-Jx Faceplate 

 

 

Figure 7: ETM001-Kxxx Faceplate 
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3.1.1 Front Panel Port 

The revised Ethernet module ETM001-Kxxx has been updated with an RJ45 port. The 
Ethernet port supports Station Manager over IP. The default IP settings on the front panel 
port are 10.10.0.100 subnet 255.255.255.0, gateway 0.0.0.0.  Note: The Front panel port 
does not support PACSAnalyzer only Station Manager.  

3.1.2 Ethernet Port Connections 

Each port on an ETM001 or ETM001-Kxxx operates independently, so devices that 
operate at different speeds and/or duplex modes may be attached to the ports. By 
default, all ports (even empty) are set for Automatic, which enables auto-negotiation for 
the widest range of options supported by the port. The port connection speed can be 
manually configured for slower speeds (10/100 Mbps) on the LAN1 tab in PME.  

The ports can auto-negotiate to 10/100/1000 Mbps at full or half duplex. The speed can 
be limited through Hardware Configuration (ETM001-Kxxx) or AUP settings (ETM001) to 
10 Mbps or 100 Mbps. 1000 Mbps operation is only available with auto-negotiation on an 
ETM001-Kxxx. 

On the ETM001-Kxxx, half-duplex operation does not resend a packet that experiences a 
collision at the hardware level. A collision is reported as a send or receive error and TCP 
retries or other retry mechanisms must resend the data. 

Embedded switches have limited memory to store packets. If there is a speed difference 
between incoming traffic and outgoing traffic, there is an increased probability of 
network traffic being dropped due to resource limitations. For example, if Port 1 has an 
established 1000 Mbps link and Port 2 has an established 100 Mbps link, then traffic 
traveling in from Port 1 and out Port 2 must be buffered since traffic is leaving at a 
maximum rate 10 times slower than the maximum incoming rate. As the network loading 
increases, the likelihood of data being dropped increases. Dropped packets are indicated 
in the Station Manager Tallies. If there are significant dropped packets due to a speed 
mismatch, it may be useful to limit the speed at the ETM001(-Kxxx) to match the larger 
network. Speed changes in a system may be handled better with switches with more 
packet buffer memory. 

 

Figure 8: Ethernet Port Connectors on IC695ETM001-Kxxx 
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3.1.3 LEDs on the RX3i Ethernet Interface Module 

LEDs provide an immediate visual indication of the operational state of the Ethernet 
module and port link status. The LEDs and their operation are described in Chapter 2.1.1, 
Ethernet Port LEDs Operation.  

3.1.4 Ethernet LEDs 

Ethernet modules have LEDs to indicate the state and status of the Ethernet interface: 

ETM001-Jx 

The Erfcplcr kmbsjcòq Crfcplcr nmprqhave two LEDs. The bottom LED is the link speed 
LED. This LED is on for 100 Mbps and off for all other speeds. The top LED is the 
link/activity LED. This will be on when there is a link at any speed. The top led will blink 
when there is inbound or outbound traffic.   

ETM001-Kxxx 

Rfc Crfcplcr kmbsjcòq Crfcplcr nmprq ugjj lmr f_tc JCBq ml rfc nmprq, Crfcplcr rp_ddga
qnccb gq glbga_rcb ml rfc kmbsjcòq dpmlr n_lcj bgqnj_w* ugrf bgqapcrc JCBq rm glbga_rc
10/100/1000 Mbps traffic.   

3.1.4.1  LAN OK LED Operation 

The LAN OK LED indicates access to the Ethernet network. During normal operation the 
LAN OK LED blinks when data is being sent or received over the network directed to or 
from the Ethernet interface. It remains on when the Ethernet interface is not actively 
accessing the network, but the Ethernet physical interface is available and one or both of 
the Ethernet ports is operational.  

It is off otherwise unless firmware update is occurring.  

3.1.4.2  LOG EMPTY LED Operation 

The LOG EMPTY LED indicates the condition of the Ethernet interface in normal 
operational mode. If the LOG EMPTY LED is off, an event has been entered into the 
exception log and is available for viewing via the Station Manager interface. The LOG 
EMPTY LED is on during normal operation when no events are logged. 

In the other states, the LOG EMPTY LED is either off or blinking and helps define the 
operational state of the module. For more information on LED behavior, refer to Section 
12: Diagnostics. 

3.1.4.3  Ethernet OK LED Operation 

The Ethernet OK LED indicates whether the module can perform normal operation. This 
LED is on for normal operation and flashing for all other operations. When a hardware or 
unrecoverable runtime failure occurs, the ETM001-Jx will blink a two-digit error code 
identifying the failure. The ETM001-Kxxx will blink a four-digit code. For assistance 
troubleshooting errors , check Section 12.4, ETHERNET OK/OK LED Blink Codes for Hardware 
Failures (ETM001-Jx). For assistance troubleshooting ETM001-Kxxx, please call Technical 
Support.   
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3.1.4.4  Ethernet Port LEDs Operation (100Mb and Link/Activity)  

The face of the Ethernet module is equipped with LEDs to indicate a physical connection 
at the network port and network traffic speed.  

 

Ethernet interface module Link/Activity Location Link/Activity Behavior 

IC695ETM001 

Two Ethernet ports (1A and 1B) 

ugrf rum JCB glbga_rmpq &ï/..ð

_lb ïJGLIð' _pc jma_rcb _r rfc

front of the interface module.  

100 í LED indicates the network 

data speed (10 or 100 Mbps). 

When the LED state is ON, the 

network connection at that 

network port is 100 Mbps.  

 

Link í LED indicates network link 

status and activity. When the LED 

state is ON, the link is physically 

connected. When the LED blinks, 

traffic is detected at that network 

port. (Traffic at the port does not 

indicate traffic is present at the 

Ethernet interface. Traffic may be 

introduced between ports of the 

switch.)  

IC695ETM001-Kxxx 

Six single color green LEDs are 

located on the face of the 

interface module. The LEDs are 

labeled 10, 100, 1000 for each of 

the two Ethernet ports. 

Two Ethernet ports (1 and2) are 

located on the underside of the 

interface module. 

When the LED state is ON, the 

link is physically connected. 

When the LED blinks, traffic is 

detected at that network port. 

 

The LED label indicates the 

network traffic speed.  
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3.1.5 Restart/Reset Pushbutton Operation  

For PACSystems Ethernet interfaces, an Ethernet restart occurs when the restart/reset 
pushbutton is pressed and released. The duration that the restart/reset pushbutton is 
pressed determines the operation after the restart occurs.  

If the Ethernet interface uses any optional Ethernet plug-in applications, these 
applications are ordinarily started upon each power-up or restart. To restart the Ethernet 
interface without starting any Ethernet plug-in applications, press and hold the Ethernet 
restart/reset pushbutton between five and 10 seconds.  

If the Ethernet interface is able to restart into firmware update operation, press and hold 
the Ethernet restart pushbutton for more than 10 seconds. This is typically done during 
troubleshooting to bypass possibly invalid firmware and allow valid firmware to be loaded 
using WinLoader. 

If the Ethernet interface uses the reset button to set a fixed temporary IP address, press 
and hold the reset button for more than five seconds. Entering the IP Setup Mode will 
bgqnj_w _ jgefr n_rrcpl ml rfc dpmlr n_lcjòq rp_ddga qnccb JCBq, 

Pushbutton-controlled restart operations are listed below, with the LED indications for 
each: 

Restart Operation ETM001-Jx í Press and Hold 

Restart Functionality  

ETM001-Kxxx - Press and Hold 

Reset Functionality 

Restart the Ethernet interface 

normally, and start any optional 

Ethernet plug-in applications that 

are being used. 

Less than five seconds Less than five seconds 

Restart the Ethernet interface 

without starting any Ethernet 

plug-in applications. 

Five to 10 seconds N/A 

Put into IP Setup Mode to set 

initial IP address.  

N/A More than five seconds 

Restart the Ethernet interface 

into firmware update operation. 

More than 10 seconds After restart, press and hold reset 

button on power up (until the top 

three LEDs flash) 

When forced into firmware update operation, but before the firmware update begins, 
press the Ethernet Restart/Reset pushbutton again to exit the firmware update mode and 
restart with the existing firmware. Once the firmware update begins, the existing 
firmware is erased and the Ethernet Restart/Reset pushbutton is disabled until the 
firmware update is complete.  

If the firmware update mode was entered mistakenly, simply remove and replace the 
Ethernet module from the backplane.  

Setting a Temporary IP Address with the Reset Button  

To use the Reset Button to set a temporary IP address, refer to section  

Assigning a Temporary IP Address Using the Reset Button. 
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3.2 Ethernet Module Installation  

For general information about module and system installation, or if the installation 
requires CE Mark compliance, refer to the PACSystems RX3i System Manual, GFK-2314. 

 

3.2.1 Module Installation 

1. Holding the module firmly, align the 

module with the correct slot and 

connector.  

 

Figure 9: Install Module into RX3i Backplane 

2. Cle_ec rfc kmbsjcòq pc_p ngtmr fmmi gl

the notch on the top of the 

backplane (1). 

3. Swing the module down (2) until the 

kmbsjcòq amllcarmp cle_ecq rfc

`_ainj_lcòq `_ainj_lc amllcarmp, 

4. ETM001-Kxxx: Secure the bottom of the 

module to the backplane using the 

machine screws provided with the 

module (3). ETM001: Secure bottom 

with spring-loaded latch mechanism.  

3.2.2 Module Removal 

1. The ETM001-Jx and ETM001-Kxxx may be 

removed from the RX3i rack with the 

power supplied to the rack. 

 

Figure 10: Remove Module from RX3i Backplane 

2. ETM001-Kxxx: Loosen the screws at the 

bottom of the module (1). ETM001: 

Release the spring-loaded latch 

mechanism on underside of module.  

3. Pivot the module upward until its 

connector is out of the backplane (2). 

4. Lift the module up and away from the 

backplane to disengage the pivot hook 

(3). 

 

  



N?AQwqrckqÈ PV1g _lb PQRg-EP TCP/IP Ethernet Communications User Manual Section 3 
GFK-2224Y August 2019 
 

 

Installation and Start-up: Ethernet Module Interfaces 35 

3.3 Ethernet Port Connectors  

The Ethernet interface module has two Ethernet port connectors, each of which supports 
both 10Base-T, 100Base-TX and 1000Base-T operation using either full-duplex or half-
duplex operation. These 8-pin RJ45 connectors are used to connect the Ethernet interface 
to a hub, repeater, switch, or other Ethernet device.  

3.3.1 Embedded Switch 

The two Ethernet port connectors are controlled by an embedded network switch in the 
module. The module has only one interface to the network (one Ethernet address and 
one IP address).  

 

PACSystems  
Ethernet Interface  

Ethernet 
Processor  

Ethernet 
MAC 

10/100/1000 
Network Switch  

Port 1A  Port 1B  

 

Figure 11: Diagram of Embedded Ethernet Switch4 

 

  

                                                                        

4 ETM001-Jx is only capable of 100 Mbps speeds.  
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For simple installations, the embedded switch allows devices to be connected without 
additional components.  

 

 
Operator 
Interface 

Personal 
Computer PLC PLC 

 

Figure 12: System Diagram: Ethernet Routing Using Embedded Switch 

Use extra care when placing PLCs in a daisy-chain configuration without additional 
components. Power loss or reset at an Ethernet interface can cause loss of 
communication to any devices downstream from that Ethernet interface in the daisy 
chain. Restarting the Ethernet interface (via the Ethernet Restart/RESET pushbutton, for 
example) disrupts daisy chain communication. 

Each switch port defaults to the correct link speed and duplex mode for the device 
connected to the other end of the link. Each port operates independently; devices at two 
different speeds and/or duplex modes may be attached to the two ports. By default. each 
port will automatically detect the attached cable and will work properly with either 
straight-through or crossover cables. 

CAUTION 

The two Ethernet ports on the Ethernet interface must not be connected, directly or 

indirectly, to the same device. The connections in an Ethernet network based on twisted 

pair cabling must form a tree and not a ring. Failure to follow this caution may cause a 

duplication of packets and cause a network overload. 

CAUTION 

The IEEE 802.3 standard strongly discourages the manual configuration of duplex mode 

for a port (as would be possible using Advanced User Parameters). Before manually 

configuring duplex mode for an Ethernet interface port using advanced user parameters 

(AUP), be sure that you know the characteristics of the link partner and are aware of the 

consequences of your selection. Setting both the speed and duplex AUPs on an IC698 

Ethernet interface port will disable the popròq _srmlcemrg_rgml dslargml, Gd grq jgli n_prlcp gq

not similarly manually configured, this can result in the link partner concluding an 

glamppcar bsnjcv kmbc, Ncp rfc GCCC qr_lb_pb8 ïAmllcargle glamkn_rg`jc BRC-K?S

combinations such as full duplex mode DTE to a half-duplex mode MAU, or a full-duplex 

station (DTE or MAU) to a repeater or other half-duplex network, can lead to severe 

network performance degradation, increased collisions, late collisions, CRC errors, and 

slbcrcarcb b_r_ amppsnrgml,ð 
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Note: If both speed and duplex mode of an Ethernet interface port are forced using the 
Advanced User Parameters file, that port will no longer perform automatic cable 
detection. This means that if you have the Ethernet interface port connected to an 
external switch or hub port you must use a crossover cable. If you have the Ethernet 
interface port connected to the uplink port on an external switch or hub, or if you have 
the Ethernet interface port directly connected to another Ethernet device, you must use a 
normal cable. 

3.3.2 Connection to a 10Base-T/100Base-TX/1000Base-T 

Network 

Either shielded or unshielded twisted pair cable may be attached to a port. The 10Base-
T/100Base-TX/1000Base-T twisted pair cables must meet the applicable IEEE 802 
standards. Category 5 is supported for 100Base-TX operation. Category 5e or C6 is 
recommended for 1000Base-T speeds. 

Each Ethernet port automatically senses whether it is connected to a 10Base-T, 100Base-
TX, or 1000Base-T network, half-duplex or full-duplex. (The automatic negotiation of 
speed and/or duplex mode can be explicitly overridden using Advanced User Parameter 
settings).  

3.3.2.1  10Base-T/100Base-TX/1000Base-T Port Pinouts  

Pin Number3 Signal Description 

1 BI_DA+ Bi-directional pair A + 

2 BI_DA- Bi-directional pair A - 

3 BI_DB+ Bi-directional pair B + 

4 BI_DC+ Bi-directional pair C + 

5 BI_DC- Bi-directional pair C - 

6 BI_DB- Bi-directional pair B - 

7 BI_DD+ Bi-directional pair D + 

8 BI_DD- Bi-directional pair D - 

 

Note:     Pin assignments are provided for troubleshooting purposes only. 10Base-
T/100Base-TX/1000Base-T/ cables are readily available from commercial distributors. 
Purchasing commercial cables are recommended rather than making cables for this 
application. 

 

3.3.2.2  Connection Using a Hub/Switch/Repeater  

Connection of the Ethernet interface to a 10Base-T, 100Base-TX or 1000Base-T network is 
shown below. 
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10BaseT/100Base-TX/1000Base-TX 
Twisted Pair Cable 

Hub/Switch/Repeater 

To Other Network 
Devices 

Ethernet 
Interface  

10/100/
1000 

10/100/
1000 

 

Figure 13: Connection Using Hub/Switch/Repeater 

 

Note: Care must be taken with the use of active network control devices, such as 
managed switches. If a device inserts excessive latency, especially regarding the ARP 
protocol, produced EGD exchanges may generate PLC Fault Table entries indicating the 
loss of a consumer when the PLC transitions from STOP to RUN. EGD data will be 
successfully transferred after an initial delay. 

 

3.3.2.3  Direct Connection to the PACSystems Ethernet interface  

Connection of Ethernet devices directly to the Ethernet interface is shown below: 

 

        

10/100/ 
1000 

10/100/ 
1000 

10BaseT/100Base-
Tx/1000Base-T Twisted 

Pair Cable Other Ethernet 
devices such as PCs, 
Ethernet Interfaces 

on other PLCs, 
Operator Interfaces  

Ethernet 
Interface  

 

Figure 14: Direct Connection to the Embedded Ethernet Ports 
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3.4 Station Manager Port  

The ETM001-Jx Ethernet interface module provides a dedicated RS-232 serial port for 
local Station Manager use. The nine-pin D-sub connector accepts a standard straight-
through nine-pin RS-232 serial cable to connect to a standard AT-style RS-232 port.  

The following cable is available: Cable, CPU Programming - IC200CBL001  

 Note: RX3i IC695ETM001-Kxxx replaced the Station Manger serial port for an Ethernet 
port.  

3.4.1 Port Settings 

The serial (COM) port of the terminal or computer that is connected to the Ethernet 
interface must use the same communications parameters as the Ethernet interface.  

The default values for the Station Manager port are 9600 bps, 8 bits, no parity, and 1 stop 
bit. If the Ethernet interface is configured with default values for this port, or the Ethernet 
interface has not been configured, use these default values. If the Ethernet interface is 
configured with non-default values for this port, use those values for the serial port 
settings of the terminal or computer. 

3.4.1.1  Station Manager (RS-232) Port Pin Assignment  

 

Pin No3 Signal Direction Description 

1 DCD IN Data Carrier Detect 

2 TX OUT Transmit Data 

3 RX IN Receive Data 

4 DSR IN Data Set Ready 

5 GND  Signal Ground 

6 DTR OUT Data Terminal Ready 

7 CTS IN Clear to Send 

8 RTS OUT Ready to Send 

9 RI IN Ring Indicator 

 

3.5 Verifying Proper Power -Up of the Ethernet 

Interface After Configuration  

After configuring the interface as described in Section 4:, turn power OFF to the CPU for 
3í5 seconds, then turn the power back ON. This starts a series of diagnostic tests. The 
ETHERNETOK LED will blink indicating the progress of power-up.  

The Ethernet LEDs will have the following pattern upon successful power-up. At time of 
this publication, the Ethernet interface is fully operational and online. 
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Ethernet Interface Online LED Label (ETM001-Jx) LED Label (ETM001íKxxx) 

 On ETHERNET OK OK 

  

On, blinking, or off depending on 

network activity 

LAN OK  LAN OK  

 On LOG EMPTY LOG EMPTY 

 

If a problem is detected during power-up, the Ethernet interface may not transition 
directly to the operational state. If the interface does not transition to operational, refer 
to Section 12:, Diagnostics for corrective action.  

3.6 Pinging TCP/IP Ethernet interfaces on the 

Network  

Packet InterNet Grouper (PING) is the name of a program used on TCP/IP networks to test 
reachability of destinations by sending them an ICMP echo request message and waiting 
for a reply. Most nodes on TCP/IP networks, including the PACSystems Ethernet interface, 
implement a ping command. 

You should ping each installed Ethernet interface. When the Ethernet interface responds 
to the ping, it verifies that the interface is operational and configured properly. 
Specifically, a ping verifies that acceptable TCP/IP configuration information has been 
downloaded to the interface. 

For configuration details, including setting an initial IP address, refer to Section 4:, 
Configuration.  

 

3.6.1 Determining if an IP Address is Already Being Use 

It is very important not to duplicate IP addresses. To determine if another node on the 
network is using the same IP address:  

1. Disconnect your Ethernet interface from the LAN. 

2. Ngle rfc bgqamllcarcb glrcpd_acòq GN _bbpcqq, Gd wms ecr _l _lqucp rm rfc ngle* rfc
chosen IP address is already in use by another node. You must correct this situation by 
assigning unique IP addresses. 

Note: This method does not guarantee that an IP address is not duplicated. This method 
will not detect a device that is configured with the same IP address if it is temporarily off 
the network.  
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3.7 Ethernet Plug -in Applications 5  

Ethernet interface  support the use of additional firmware images called Ethernet plug-in 
applications, which may implement additional communication protocols. Up to three 
Ethernet plug-in applications can be loaded into the Ethernet interface along with the 
Ethernet firmware via the WinLoader utility. Each plug-in application is identified by a 
number (1-3). Once loaded, each Ethernet plug-in application is stored in non-volatile 
memory where it is preserved until it is either overwritten by WinLoader to create another 
Ethernet plug-in application with the same number, or it is explicitly deleted via the 
pluginapp Station Manager command. For more information on Station Manager 
commands, see the PACSystems TCP/IP Ethernet Communications Station Manager 

All Ethernet plug-in applications are started during normal Ethernet power-up or restart. 
During troubleshooting, the Ethernet Restart/Reset pushbutton may be used to startup 
the Ethernet interface without the plug-in applications (refer to Section Restart/Reset 
Pushbutton Operation. 

The functional operation, PLC interfaces, and Station Manager support for each Ethernet 
plug-in application are supplied separately from this user manual. 

                                                                        

5 ETM001-Kxxx does not support Ethernet Plug-in Applications  
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Section 4: Configuration 

Before you can use the Ethernet interface, you must configure it using PME Logic Developer-PLC software. 

 

This chapter includes configuration information for: 

Á RX3i/RSTi-EP Embedded Ethernet interface  

- Ethernet Configuration Data  

- Initial IP Address Assignment 

- Configuring the Ethernet interface Parameters 

Á RX3i rack-based Ethernet interfaces 

- Ethernet Configuration Data 

- Initial IP Address Assignment 

- Configuring Ethernet interface Parameters 

- Configuring Ethernet Global Data  
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4.1 RX3i/RSTi-EP Embedded Ethernet Interfaces 

4.1.1 Ethernet Configuration Data 

The PACSystems PLC is configured exclusively by the PME Logic Developer-PLC 
Programmer. For the initial Programmer connection, an initial IP address must be 
manually assigned to the Ethernet interface as described in this chapter. The PACSystems 
PLC does not support autoconfiguration.  

4.1.1.1  Generating/Storing/Loading the Configuration  

The RX3i/RSTi-EP embedded Ethernet interface is configured as a sub-module of the CPE 
module. The RX3i/RSTi-EP Embedded Ethernet interface uses an Ethernet configuration 
and an optional Advanced User Parameter (AUP) configuration. Both configurations are 
generated at the Programmer to be stored on the PLC as part of the Hardware 
Configuration Store sequence. The configuration may be loaded from the PLC to the 
Programmer as part of the Configuration Load sequence. The optional AUP file must be 
manually generated with a text editor and then imported into the Programmer. (See 
13.3.3Appendix A: for details.) Once the configuration is stored to the PLC, the CPU 
maintains the Ethernet configuration data in non-volatile memory over power cycles. 

The following CPE/CPU/CPLs do not support an AUP file: CPE330, CPE400, CPL410, 
CPE100 or CPE115. The configurable AUP parameters for these CPUs are part of the 
configuration for the embedded Ethernet interface. For the CPE330, CPE400 and CPL410, 
this configuration interface is available in PME 8.60 SIM5 or later. For CPE100/CPE115, 
this configuration interface is available in PME 9.50 SIM 2 or later. 

4.1.1.2  Backup Configuration Data  

The RX3i/RSTi-EP embedded Ethernet interface maintains a backup copy of the most 
recent Ethernet configuration and AUP configuration in non-volatile memory. A PLC 
Configuration Clear does not affect this backup Ethernet configuration data. When the 
configuration was not stored from the Programmer, or the PLC configuration has been 
cleared, the Ethernet interface uses its backup configuration.  

4.1.1.3  Locally Edited Configuration Data  

The embedded Ethernet configuration and AUP configuration cannot be locally edited via 
Station Manager. All configuration changes must be performed via the Programmer. 
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4.1.2 Initial IP Address Assignment 

The RX3i/RSTi-EP embedded Ethernet interface comes from the factory with a default IP 
address (192.168.0.100). This address is intended only for the initial connection to 
complete the configuration and must be changed before connecting to the Ethernet 
network. The IP address must be selected for proper operation with your network and 
application. See your network administrator for the proper IP address value. 

1. Using PAC Machine Edition software, configure the Ethernet-enabled CPU in an RX3i 
target (or) configure the CPE100/CPE115 in an RSTi-EP target and assign a new IP 
address to the embedded Ethernet interface: 

2. To configure the embedded Ethernet 
interface, expand the CPU slot to display the 
Ethernet interface (Figure 15). 

 

3. Right-click the Ethernet interface to display 
its parameters: IP Address, Subnet Mask and 
Gateway IP Address. Consult your network 
administrator for the proper values for these 
parameters.  

Go online with the target and download the configuration. You can use one of the 
following methods for the initial connection to the CPE3xx: 

Method 1: Through the embedded Ethernet port, using the factory-loaded default IP 
address (192.168.0.100). To set the IP address for PME to use to connect to the RX3i, 
open the target properties, set Physical Port to ETHERNET, and then enter the factory 
default IP address value. 

Note:  The factory-loaded default IP address is valid only when Hardware Configuration 
has never been stored to the Controller. This value is overwritten with the configured 
IP address each time that Hardware Configuration is stored to the Controller. 

Method 2: Through the Ethernet connection of an ETM001-Jx/ETM001-Kxxx in the same 
rack with a known IP address configuration.  

Method 36: Through the RS-232 COM1 serial port  í This is a data communications 
equipment (DCE) port that allows a simple straight-through cable to connect with a 
standard nine-pin AT-style RS-232 port. 

Method 4: CPE310: Through the RS-485 COM2 serial port í Use SNP programming cable 
IC690ACC901 

  

                                                                        

6  

Figure 15: Expand CPU Slot to Display 

Ethernet Node 
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Note: CPE100/CPE115, CPE302, CPE305 and CPE310 do not support the alternate 
methods of setting a temporary IP address:  

Á Set Temporary IP Address tool in PME 

Á BOOTP 

Á The Station Manager CHSOSW command.  

CPE330 supports the Set Temporary IP Address tool in PME. The Station Manager CHSOSW 
command is not supported.  

Since the IP Addresses of the CPE400 and CPL410 may be displayed on its OLED display, 
these CPUs do not support the Set Temporary IP Address tool.  

To restore the default IP Address of the CPE100/CPE115, refer to Section 4.1.3, 
Configuring the Ethernet Interface Parameters, of this document. 

 

4.1.3 Configuring the Ethernet Interface Parameters 

To establish communications between the computer hosting PME and the CPU, consider 
the following methods: 

 

Default IP Addresses for  
CPE302/CPE305/CPE310/CPE33
0 
/CPE400/CPL410 Embedded 
Ethernet 

Initial Ethernet communication with the CPU may be established 
using the default IP addresses programmed at the factory:  

Note: The IP subnet 192.168.180.x is reserved on the CPE400 and 
CPL410. It is not available for configuration on any of the 
ANSòq Crfcplcr nmprq, 

 CPE302/CPE305/CPE310 

and CPE330/CPE400 LAN1 

CPE330/CPE400 

LAN2 

CPE400 

LAN37 

IP Address: 192.168.0.100 10.10.0.100 N/A 

Subnet Mask: 255.255.255.0 255.255.255.0 N/A 

Gateway: 0.0.0.0 0.0.0.0 N/A 

Default IP Addresses for RSTi-EP 
CPE100/CPE115 Embedded 
Ethernet 

Initial Ethernet communication with the CPU may be established 
using the default IP addresses programmed at the factory: 

Note: The IP subnet 192.168.180.XXX is reserved on the CPE100/115. 
Gr gq lmr _t_gj_`jc dmp amldgesp_rgml ml _lw md rfc ANSòq Crfcplcr nmprq, 

 CPE100/115 LAN1 CPE100/115 LAN2  

                                                                        

7 When the CPE400/410 Target property is configured for Enable Redundancy = True, LAN3 will display as 3 Redundancy in 

PME and Switched for both LAN3 port with LAN 3 = Redundancy (greyed out).  LAN3 will not be available to configure.  
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IP Address: 192.168.0.100 0.0.0.0  

Subnet Mask: 255.255.255.0 0.0.0.0  

Gateway: 0.0.0.0 0.0.0.0  

Connecting to CPE302/CPE305/ 
CPE310 Embedded Ethernet 
when IP Addresses are not 
known 

If the IP address of the CPE302/CPE305/CPE310 embedded Ethernet 
interface is not known, communication may be established using one 
of these methods to set a permanent IP address: 

¶ Connect to the CPE302/CPE305/CPE310 via its serial port and 
assign an IP Address to the embedded Ethernet interface by 
downloading a Hardware Configuration. 

¶ Connect to the CPE302/CPE305/CPE310 with PME using an 
IC695ETM001 module with a known IP address and located in the 
same rack. Download a new Hardware Configuration with the 
desired IP address for the embedded Ethernet interface. 

Connecting to CPE330 
Embedded Ethernet when 
IP Addresses are not known 

If the IP addresses of the CPE330 embedded LAN1 and LAN2 Ethernet 
interfaces are not known, communication may be established using 
one of these methods to set new IP addresses: 

¶ Setting a Temporary IP Address using the Set Temporary IP Address 
tool in PME. After setting the temporary address, connect to the 
selected CPE330 LAN using PME and download a new Hardware 
Configuration with the desired permanent IP addresses.8 

¶ Connect to the CPE330 with PME using an IC695ETM001 module 
with a known IP address and located in the same rack. Download a 
new Hardware Configuration with the desired permanent IP 
addresses for the CPE330 embedded Ethernet interfaces. 

Connecting to CPE400 or 
CPL410 Embedded Ethernet 
when IP Addresses are not 
known 

Use the OLED display to read the IP Address of any LAN.  

Note: The Set Temporary IP Address tool is not available for CPE400 
or CPL410. 

Connecting to CPE100/CPE115 
Embedded Ethernet when 
IP Addresses are not known 

If the IP addresses of the CPE100/CPE115 embedded LAN1 Ethernet 
interfaces are not known, communication may be established using 
the below method to set default IP addresses: 

Power-up CPE100 with the Power pushbutton pressed and wait until 
the OK LED flashes twice. This forces the CPE100/CPE115 LAN1 to 
reset to default IP address of 192.168.0.100. 

Caution: Resetting to the default IP address using the above 
procedure also erases the stored Hardware Configuration, logic and 
contents of the backup RAM. 

                                                                        

8 This method is not supported in firmware 9.80 or later.  
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4.1.3.1  Configuring an RX3i/RSTi-EP Embedded Ethernet interface 

1. In the Project tab of the 
Navigator, expand the 
PACSystems Target, the 
Hardware Configuration, and the 
main rack (Rack 0). 

2. Expand the CPU slot (Slot 2). The 
Embedded Ethernet interface is 
bgqnj_wcb _q ïCrfcplcrð &Figure 
16). 

3. Right-click the daughterboard 
qjmr _lb afmmqc ïAmldgespc,ð Rfc
Parameter Editor window 
displays the Ethernet interface 
parameters.  

4. To add the Ethernet Global Data 
component, right -click the 
R_pecr, Qcjcar ï?bb Amknmlclrð
_lb rfcl ïCrfcplcr Ejm`_j B_r_,ð 

5. Select the desired tab, and then 
click in the appropriate Values 
field. 

 

 

 

Figure 16: Expand RX3i CPU Node to Configure 

Embedded Ethernet interface 
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Ethernet Parameters (Settings Tab)  

To access the Settings tab for an RX3i/RSTi-EP embedded control unit, locate the desired 
unit in the Navigator pane and double click the unit icon to view its settings.  

Configuration Mode: The Configuration Mode is fixed as TCP/IP. 

Adapter Name: The Adapter Name is automatically generated based upon the rack/slot 
location of the Ethernet interface. For example, a module in Rack 0, Slot 1 would be 
bcqgel_rcb _q ï.,/ð, 

IP Addresses: These values should be assigned by the person in charge of your network 
(the network administrator). TCP/IP network administrators are familiar with these 
parameters. It is important that these parameters are correct, otherwise the Ethernet 
interface may be unable to communicate on the network and/or network operation may 
be corrupted. It is especially important that each node on the network is assigned a 
unique IP address. 

If you have no network administrator and are using a simple isolated network with no 
gateways, you can use the following range of values for the assignment of local IP 
addresses:  

10.0.0.1 First Ethernet interface 
10.0.0.2 Second Ethernet interface 
10.0.0.3 Third Ethernet interface 
.  . 
.  . 
.  . 
10.0.0.255 Programmer TCP or host 

Also, in this case, set the subnet mask to 255.0.0.0 and the Gateway IP address to 0.0.0.0. 

Note: If the isolated network is connected to another network, the IP addresses 10.0.0.1 
through 10.0.0.255 must not be used; and the subnet mask and gateway IP address must 
be assigned by the network administrator. The IP addresses must be assigned so that they 
are compatible with the connected network.  

Network Time Sync: Mnrgmlq _pc ïLmlcð _lb ïQLRN,ð Qcjcar QLRN gd rfc ANS ugjj `c
synchronized to the network clock. 

Status Address: The Status Address is the reference memory location for the Ethernet 
interface status data. The Ethernet interface automatically maintains 16 LA interface 
Status (LIS) bits in this location. The Status address can be assigned to valid %I, %Q, %R, 
%AI, %AQ or %W memory. The default value is the next available %I address.  

The meaning of the Channel Status portion of the Ethernet Status bits depends upon the 
type of operation for each channel. For details of the status bits and their operation, refer 

to Section 12.6 Monitoring the Ethernet Interface Status Bits. 

Note: Do not use the 80 bits configured as Ethernet Status data for any other purpose or 
data will be overwritten.  

Note: Gd rfc Crfcplcr glrcpd_acòq T_pg_`jc Kmbc npmncprw gq qcr rm rpsc* rfe Status Address 
parameter is removed from the Settings tab. Instead, Ethernet Status references must be 
defined as I/O variables on the Terminals tab. 
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Length: This is the total length of the Ethernet interface status data. This is automatically 
set to either 80 bits (for %I and %Q Status address locations) or 5 words (for %R, %AI, %AQ 
and %W Status address locations). 

I/O Scan Set: Specifies the I/O scan set to be assigned to the Ethernet interface. Scan sets 
_pc bcdglcb gl rfc ANSòq Qa_l Qcrq r_`, Rfc t_jid range is 1 through 32; the default value 
is 1.  

Ethernet Global Data: Settings tab for CPE100/CPE115/ CPE330/CPE400/CPL410 has 
additional EGD configuration parameter entries. PME 8.60 SIM 5 (or later) is required for 
the EGD configuration parameter entries for CPE330. The EGD parameter entries are 
exclusive to the CPE100/CPE115/CPE330/CPE400/CPL410. 

Note: In earlier CPU models these EGD configuration parameters were configured via AUP 
files. An AUP file is not supported, nor is it needed, by the CPE330, CPE400, CPL410 or 
CPE100/CPE115. 

 
Startup Delay Time for Produced Exchanges (ms): Corresponds to the gp_phase AUP 
parameter.  

Stale Consumed Exchanges: Corresponds to the gnostale AUP parameter. 

TTL for Unicast Messages: Corresponds to the gucast_ttl AUP parameter. 

4.1.3.2  CPE100/CPE115/CPE330/CPE400/CPL410 

 

Figure 17: CPE330/CPE400/CPL410/CPE100/CPE115/ETM001-Kxxx Settings tab 

CPE330/CPE400/CPL410/CPE100/CPE115 LAN1: 

TTL for Multicast Messages: Corresponds to the gmcast_ttl AUP parameter. 

IP Address for Multicast Group X: Corresponds to the gXX_addr AUP parameters.  
XX identifies group (1 í 32). 

CPE330/CPE400/CPL410/CPE100/CPE115 LAN2: 

TTL for Multicast Messages: Corresponds to the gmcast_ttl2 AUP parameter. 

IP Address for Multicast Group X:  
Corresponds to the gXX_addr2 AUP parameters. XX identifies group (1 í 32).  
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4.1.3.3  CPE330/CPE400/CPL410/CPE100/CPE115 LAN1 and LAN2 

Advanced EGD Settings  

 

 

Figure 18: CPE330 Advanced Ethernet Configuration LAN1 & LAN2 
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Figure 19: CPE100/CPE115/CPE400/CPL410 Advanced Ethernet Configuration LAN1 & LAN2 
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SNTP PME configuration for the CPE302/CPE305/CPE310/CPE330/CPE400/CPL410 CPU settings  

 

Figure 20: SNTP PME configuration for the CPE302/CPE305/CPE310/CPE330/CPE400/CPL410 CPU settings 

 

 

Figure 21: SNTP Multicast/Broadcast or Unicast Mode Settings 

 

SNTP Mode: Multicast/Broadcast, Unicast 

Poll Interval9 (Interval for unicast, in seconds, at which new time requests are sent to the 
server):  

Low Limit =16, High Limit=1024, modulus 2 

Poll Count (Number of retransmissions that will be sent when no timely response is 
received from the server): Low Limit =1, High Limit=100 

Poll Timeout (The time, in seconds, to wait for a response from the server): Low Limit =2, 
High Limit=100 

 

                                                                        

9 Unicast must be enabled for Poll Interval parameter to display.  
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Figure 22: UTC Time Zone Settings 

Local time zone offset with respect to UTC time. Valid range: Select the closest 
appropriate time zone for your location. 

 

4.1.3.4  Terminals Tab 

The Terminals configuration tab (Figure 23) is displayed only when the Variable Mode 
property of the Ethernet interface is set to True. When Variable Mode is selected, the 
Ethernet Status bits are referenced as I/O variables. The I/O variables are mapped to the 
Ethernet status bits via this configuration tab.  

 

 

Figure 23: Terminals Tab Settings in PAC Machine Edition 

 

The use of I/O variables allows you to configure the Ethernet interface without having to 
specify the reference addresses to use for the status information. Instead, you can directly 
associate variable names with the status bits. For more information, refer to the section 
on I/O Variables in the PACSystems RX7i, RX3i and RSTi-EP CPU Reference Manual, GFK-2222. 
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4.1.3.5  Configuring Embedded Ethernet for Ethernet Global Data 

(EGD) 

This section describes how to configure the parameters of an RX3i embedded 
PACSystems Ethernet interface. See also Section 4.2.4, Configuring Ethernet Global Data 
for more information.  

In the event the CPU will be used to produce or consume Ethernet Global Data (EGD), 
right click on the device icon and, usine rfc ï?bb Amknmlclrð bpmn-down list, select 
ïCrfcplcr Ejm`_j B_r_*ð _q qfmul glFigure 24. 

 

Figure 24: Adding Ethernet Global Data (EGD) to the Configuration 

Once the EGD component has been added, it is possible to define the EGD data to be 
produced (Figure 25) and the EGD data to be consumed (Figure 26) by the embedded 
Ethernet interface, per the following screenshots.  
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Figure 25: Defining EGD Produced Data Exchange 

 

Figure 26: Defining EGD Consumed Data Exchange 
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The parameters to be entered and their relevance is discussed in the sections entitled 
Configuring an Ethernet Global Data Exchange for a Producer (page 76) and  

Configuring an Ethernet Global Data Exchange for a Consumer (page 78).  

See also Ethernet Global Data  Section 5: for more information. 

Produced exchanges (Mulrga_qr _lb @pm_ba_qr' amldgespcb dmp rfc ANC11.òq ck`cbbcb
Ethernet interface will have the additional parameter Network ID that allows the user to 
select LAN1 or LAN2. (Refer to the following figures.) 

The Network ID parameter is only visible on produced Multicast and Broadcast 
exchanges. 

 

Figure 27: Configuring Multicast & Broadcast EGD on LAN1 

LAN1 will display a Network ID of 0. 
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Figure 28: Configuring Multicast & Broadcast EGD on LAN2 

LAN2 will display a Network ID of 1. 

4.2 RX3i Rack-Based Ethernet Interface Modules  

The configuration process for the RX3i rack-based Ethernet interface modules include:  

Assigning a temporary IP address for initial network operation, such as connecting the 
programmer to download the Hardware Configuration. 

Á Configuring the characteristics of the Ethernet interface.  

Á Configuring Ethernet Global Data (if used). 

Á (Optional, not required for most systems.) Setting up the RS-232 port for Local 

Station Manager operation. This is part of the basic Ethernet interface 

configuration.   

Á (Optional, not required for most systems.) PME provides default values for the 

CRK../òq qcpg_j nmpr* ufgaf ugjj `c amkn_rg`jc ugrf kmqr _nnjga_rgmlq, Fmuctcp*

the ETM001-Ivvvòq dpmlr n_lcj ugjj pcosgpe a valid IP address that does not conflict 

ugrf rfc k_gl Crfcplcr glrcpd_acòq GN _bbpcqq, 

Á (Optional, not required for most systems.) Both Ethernet interface modules have 

advanced parameters that can be configured. The Advanced User Parameters 

(AUP) values should only be changed in exceptional circumstances by experienced 

users. The AUP definitions and configuration are described in 13.3.3Appendix A:.  

The ETM001-Jx can generate a separate ASCII parameter file (AUP file) to be stored 

to the PLC. The ETM001-Ivvvòq ?SN a_l `c snb_rcb gl NKCòqHardware 

Configuration. If ETM001-Kxxx is being used as a drop-in replacement in the rack, 

the ETM001-Kxxx will adopt AUPs from a stored AUP file from the original 

configuration when using an original ETM001 PME configuration. (Note: some 



N?AQwqrckqÈ PV1g _lb PQRg-EP TCP/IP Ethernet Communications User Manual Section 4 
GFK-2224Y August 2019 
 

 

Installation and Start-up: Ethernet Module Interfaces 58 

AUP parameters are no longer available. Please refer to Section 308, AUP Support 

by Ethernet Interface.)  

Á (Optional) Setting up the PLC for Modbus/TCP Server operation. See Section 9: for 

information about configuring Modbus/TCP Server operation. 

This chapter discusses only the configuration of the PACSystems Ethernet interface. 
Information about overall system configuration is available in other PACSystems 
documentation and in the Logic Developer online help. 

4.2.1 Ethernet Configuration Data 

The PACSystems PLC is configured exclusively by the PME PLC Logic Developer-PLC 
programmer. The Programmer can be connected over the Ethernet network. For initial 
programmer connection, an initial IP address must be manually assigned to the Ethernet 
interface as described next in this chapter. The PACSystems PLC does not support auto-
configuration.  

4.2.1.1  Generating/Storing/Loading the Configuratio n 

The PACSystems Ethernet interfaces use several types of configuration data: Ethernet 
Configuration, optional Ethernet Global Data Configuration, and optional Advanced User 
Parameter (AUP) Configuration. These configuration parameters are generated at the 
programmer, stored from the programmer to the PLC CPU as part of the Hardware 
Configuration Store sequence and may be loaded from the PLC CPU into the programmer 
as part of the Configuration Load sequence. The optional AUP file must be manually 
generated with a text editor and then imported into the Programmer. The Programmer 
then stores any AUP files to the PLC within the Configuration Store operation. Once 
stored to the PLC, the PACSystems main CPU maintains the configuration data over 
power cycles. 

4.2.1.2  Backup Configuration Data  

The PACSystems Ethernet interface saves a backup copy of the most recent Ethernet 
Configuration and AUP Configuration in non-volatile memory for use when the PLC is 
cleared. (Ethernet Global Data configuration is maintained only in the PLC CPU.) The 
PACSystems Ethernet interfaces maintain the backup configuration data in nonvolatile 
memory without battery power. (A PLC Configuration Clear does not affect the backup 
configuration data in the Ethernet interface.)  

When the PLC configuration was not stored from the programmer, the Ethernet interface 
uses its backup configuration data if valid. If that data is invalid or has never been 
configured, factory default configuration values are used. 

4.2.1.3  Locally Edited Configuration Data  

If implementing an ETM001-Jx Ethernet module the CHSOSW and CHPARM Station 
Manager commands can be used to locally edit Ethernet configuration or AUP 
configuration data, if the PLC configuration was not stored from the programmer. These 
Station Manager commands are not active if the PLC configuration has been stored from 
the programmer. 
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Locally edited configuration changes cannot be retrieved into the PLC and loaded to the 
programmer. Locally edited configuration changes are always overwritten when a PLC 
configuration is stored into the PLC from the programmer.  

4.2.2 Initial IP Address Assignment 

Each PACSystems Ethernet interface comes from the factory with a default IP address 
(0.0.0.0). Since the default address is not valid on any Ethernet network, an initial IP 
address must be assigned for initial network operation, such as connecting the 
programmer to download the first Hardware Configuration. The initial IP address must be 
selected for proper operation with your network and application. See your network 
administrator for the proper initial IP address value. 

An IP address can be set up using the following methods:  

Method 1: On an ETM001, the Set Temporary IP Address utility within PME can be used to 
set a setting to connect PME and store the permanent network settings to the module. 

Method 2:  If using an ETM001 or ETM001-Kxxx, the IP address can be configured in 
Hardware Configuration and store the configuration over a serial connection.  

Method 3: If the ETM001 Ethernet interface module has the factory default IP Address 
0.0.0.0, a temporary IP address can be set using BOOTP over the Ethernet network (if a 
BOOTP server is present). 

Method 4: If using an ETM001, an initial IP address can be set via the CHSOSW command 
from a local serially connected Station Manager terminal. For more information, see the 
PACSystems TCP/IP Ethernet Communications Station Manager User Manual, GFK-2225.  

Method 5: If a serial connection through a Station Manager port is not available (for 
example, the IC695ETM001-Kxxx), the user can assign an IP address by connecting to the 
CPU and storing a Hardware Configuration to assign the IP settings.  

Method 6: On an ETM001-Kxxx, the reset button can be used to enter IP Setup Mode and a 
new configuration can be downloaded to configure the permanent network settings to 
the module. 

4.2.2.1  Assigning a Temporary IP Address Using the Programming 

Software  

To initiate Ethernet communications with the programmer, you first need to set up a 
temporary IP address. After the Programmer is connected, the actual IP address for the 
Ethernet interface (as set up in the Hardware Configuration) should be downloaded to the 
PLC. The temporary IP address remains in effect until the Ethernet interface is restarted, 
power cycled or until the Hardware Configuration is downloaded or cleared.  

Á To use the Set Temporary IP Address utility, the PLC CPU must not be in RUN 

mode. IP address assignment over the network will not be processed until the CPU 

is stopped and is not scanning outputs. 

Á The current user logged on to the PC running the Set Temporary IP Address utility 

must have full administrator privileges. 

Á The Set Temporary IP Address utility can be used if communications with the 

networked PACSystems target travel across network switches and hubs. It does 

not work if communications travel through a router.  
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Á The target must be located on the same sub-network (subnet) as the computer 

running the Set Temporary IP Address utility. The sub-network is specified by the 

amknsrcpòq qs`lcr k_qi _lb rfc GN _bbpcqqcq md rfc amknsrcp _lb rfc

PACSystems Ethernet interface.  

To set the IP address, you need the MAC address of the Ethernet interface. The MAC 
address is located on a label on the module, as shown in Section 2:. Connect the 
PACSystems Ethernet interface to the Ethernet network. 

 

In the Project tab of the Navigator, right-click the PACSystems 

target. Choose Offline Commands, then Set Temporary IP Address. 

The Set Temporary IP Address dialog box appears. 

1. In the Set Temporary IP Address dialog box, do the following: 

ǐ Specify the MAC address of the Ethernet interface. 

ǐ In the IP Address to Set box, specify the temporary IP 

address you want to assign to the Ethernet interface. 

ǐ If the computer has multiple Ethernet network interfaces, 

select the Enable Network interface Selection check box and 

specify the network interface on which the PACSystems 

Ethernet interface being set up is located. 

2. When the fields are properly configured, click the Set IP button. 

The Set Temporary IP Address utility verifies that the specified IP 

address is not already in use, then it sets the target Ethernet 

interface to the specified IP address. Finally, the utility verifies that the target Ethernet interface 

responds at the selected IP address. Any error or successful completion is reported. These operations 

may take up to a minute 

CAUTION 

The temporary IP address set by the Set Temporary IP Address utility is not retained 

through a power cycle. To set a permanent IP Address, you must set configure the target's 

IP Address and download the Hardware Configuration to the PACSystems target. 

The Set Temporary IP Address utility can assign a temporary IP address even if the target 

Ethernet interface has previously been configured to a non-default IP address. (This 

includes overriding an IP address previously configured by the programmer.) 

Use this IP Address assignment mechanism with care. 

 

Figure 29: Setting Temporary IP Address 
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4.2.2.2  Assigning a Temporary IP Address Using BOOTP 10 

To use BOOTP, the Use BootP for IP Address configuration option must be TRUE, and the IP 
Address, Subnet Mask and Gateway IP Address must be set to 0.0.0.0. 

When the PACSystems Ethernet interface receives the default IP address (0.0.0.0), either 
from Hardware Configuration or from internal backup configuration, it attempts to obtain 
a temporary IP address from a BOOTP server on the Ethernet network, since the Ethernet 
interface acts as a BOOTP client. The Ethernet interface issues a BOOT Request to the 
network. If a BOOTP server on the network recognizes the Ethernet interface, that server 
will return a BOOT Reply containing an IP address (and optionally a subnet mask and 
gateway IP address) to the requesting Ethernet interface.  

Typically, the BOOTP server must be manually configured with the MAC address and IP 
address (and possibly other information such as subnet mask and gateway) for each 
supported client device. Each supported client must be identified by its globally unique 
K?A _bbpcqq, Rfc Crfcplcr glrcpd_acòq K?A _bbpcqq gq qnccified on its MAC Address Label 
as described in Section 2:, Installation. 

The BOOTP server must not be separated from the PACSystems Ethernet interface by a 
router. BOOTP uses broadcast messages, which typically do not pass through routers. 
Consult your network administrator for more details. 

 

CAUTION 

The temporary IP address set by BOOTP is not retained through a power cycle. To set a 

permanent IP Adbpcqq* wms ksqr amldgespc rfc Crfcplcr glrcpd_acòq GN ?bbpcqq _r rfc

programmer and download the Hardware Configuration to the PLC. 

Redundancy systems using should explicitly configure both the direct IP address and the 
Redundant IP address. For redundancy operation, do not set up the direct IP address 
via BOOTP. 

4.2.2.3  Assigning a Temporary IP Address Using Telnet  

Rfc rcknmp_pw GN _bbpcqq _qqgelkclr ncpdmpkcb `w rfc npmep_kkcpòqSet Temporary IP 
Address utility can be performed manually from a computeròq BMQ amkk_lb uglbmu gd
the programming software is not available. This method uses an attempted Telnet 
connection to transfer the IP address, even though the PACSystems target Ethernet 
interface does not support normal Telnet operation. 

  

                                                                        

10 BOOTP cannot be used to specify an IP Address on the IC695ETM001-Kxxx.  
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CAUTION 

The Telnet method can assign a temporary IP address whether or not the Ethernet 

interface already has in IP address, even if the Ethernet interface has been previously 

configured to a non-default IP address. (This includes overriding an IP address previously 

configured by the programming software.) 

Use this IP Address assignment mechanism with care. 

To temporarily set the IP address over the network, the PLC CPU must not be running. IP 
address assignment over the network will not be processed until the CPU is stopped and 
is not scanning outputs. 

1. M`r_gl rfc Crfcplcr glrcpd_acòq K?A _bbpcqq dpmk grq K?A ?bbpcqq J_`cj _q qfmul gl

Section 2:. 

2. On the computer, open a standard DOS command window. Associate the desired IP 

address for the Ethernet interface with the MAC address of the Ethernet interface 

using the following method. In the DOS command window, enter: 

 

> ARP Ƶs ip_address mac_address  

 

for ip_address enter the IP address being assigned to the Ethernet interface, and for 
mac_address enter the MAC address of the Ethernet interface. 

Issue a Telnet command to the IP address (ip_address) being assigned to the Ethernet 
interface via the following command: 

 

 > telnet ip_address 1   

(This command is always sent to port 1.) This Telnet command will fail, but the IP address 
provided with the Telnet command will be passed to the Ethernet interface and will be 
temporarily activated. 

The IP address assigned over the network remains in effect until the Ethernet interface is 
restarted, power-cycled or until the configuration is downloaded or cleared. Once 
connected, the intended IP address should be permanently downloaded to the Ethernet 
interface via the Hardware Configuration data. 

4.2.2.4 Assigning a Temporary IP Address Using the Reset Button  

The ETM001-Kxxx Ethernet module supports setting a temporary IP address through an IP 
Setup Mode. This mode is designed to temporarily specify the IP address of the ETM001-
Kxxx. The utility is most useful during the initial configuration of an RX3i system with no 
serial port.  
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To enable the temporary IP address, begin by entering IP Setup Mode on the module by 
pressing and holding the reset button for at least five second while the CPU is in STOP 
mode. Upon release of the reset button, the Ethernet module will enter IP Setup Mode and 
a light pattern will appear on the network speed LEDs (10/100/1000).  

 

Ufgjc gl rfgq kmbc* rfc dpmlr n_lcj nmpròq amldgesp_rgml ugjj `c8 

Á IP Address: 10.10.0.100 

Á Subnet Mask: 255.255.255.0 

Á Gateway IP Address: 0.0.0.0 

Rfc `mrrmk nmprqò amldgesp_rgml ugjj `c8 

Á IP Address: 192.168.0.100 

Á Subnet Mask: 255.255.255.0 

Á Gateway IP Address: 0.0.0.0 

IP Setup Mode has a timeout of 15 minutes. To exit IP Setup Mode, the reset button may be 
pressed again, or the module can be safely removed and reinstalled.   If run mode is 
entered while in IP Setup Mode, the IP Setup mode will be automatically exited and a 
there will be a sub-second delay before communications are available. 

Once the module is in IP Setup Mode (the PME connection IP Address of the specified 
target must be qcr rm Crfcplcr kmbsjcòq rcknmp_pw qcrrgle* /70,/46,.,/..', select the 
target in the Hardware Configuration and navigate to the Target tab in the top ribbon 
menu. Select Download to download the hardware configuration while in the temporary 
mode.  

After entering the IP Setup Mode, the following opportunities are available: 

 

Á Setting a permanent IP address on the device. Creating an HWC for a RX3i, the 

r_pecròq GN _bbpcqq a_l `c qet to the desired permanent IP Address and the HWC 

can be downloaded to the device.  

Á Acquiring the current permanent IP address. The HWC can be uploaded to obtain its 

real IP address (if it had been previously configured), which can then be used for 

further development.  

NOTE:  There is a 500 ms communication delay after the ETM001-Kxxx has entered IP 
Setup Mode.   
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4.2.3 Configuring Ethernet Interface Parameters 

This section describes how to configure the parameters of a rack-based PACSystems 
Ethernet interface. 

4.2.3.1  Configuring a Rack-based Ethernet Interface Module  in PAC 

Machine Edition  

1. In the Project tab of the 
Navigator, expand the 
PACSystems Target, the 
Hardware Configuration, and the 
main rack (Rack 0). 

2. Right-click an empty slot and 
choose Add Module. The Module 
Catalog opens. 

3. Click the Communications tab, 
select the IC695ETM001-Jx or 
IC695ETM001-Kxxx module and 
click OK. The Ethernet module is 
placed in the rack and its 
parameters are displayed in the 
Parameter Editor window. 

 

Figure 30: Install ETM001-Jx Module in Rack/Slot & 

Expand to Configure 

4. To add the Ethernet Global Data component, right-click the target element. Select 
Add Component and then Ethernet Global Data. Select the desired tab, then click in 
the appropriate Values field.  

5. To edit parameters of a module that is already configured in the rack, right-click 
the slot containing the module and choose Configure. 
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Ethernet Parameters  for Ethernet Modules  in PAC Machine Edition  

To access the Ethernet parameters for your device, locate your device in the Navigator 
pane and double click its icon to reveal its Settings tab. The following table documents 
which parameters are available for each Ethernet module type: 

 IC695ETM001-Jx IC695ETM001-Kxxx 

Ethernet Parameters  

Configuration Mode X X 

Adapter Name X X 

BOOTP for IP Address X  

IP Addresses X  

Subnet Mask X  

Gateway IP Addresses X  

Name Server IP Addresses X  

Max Web Server Connections  X  

Max FTP Server Connections X  

Network Sync Type X X 

UTC Offset  X 

Day Light Savings Time (DST)  X 

Status Address X X 

Length11 X X 

Redundant IP X X 

I/O Scan Set  X X 

SNTP 

CPU TOD Clock Sync  X 

SNTP Mode (Unicast/Multicast/Broadcast)  X 

Primary IP Address  X 

Secondary IP Address  X 

Poll Interval  X 

Poll Count  X 

Poll Timeout  X 

RS232- Port (Station Manager) 

Baud Rate X  

Parity X  

Flow Control X  

Stop Bits X  

Terminals Tab 

Variable Mode  X X 

Ethernet Global Data  

Startup Delay Time for Produced Exchanges (ms)   X 

Stale Consumed Exchanges   X 

TTL for Unicast Messages  X 

TTL for Multicast Messages  X 

IP Address for for Multicast Group 1-32  X 

LAN1    

                                                                        

11 This parameter is not configurable for either Ethernet module.  
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IP Address  X 

Subnet Mask  X 

Gateway IP Address  X 

Ethernet Speed for Port 1  X 

Ethernet Speed for Port 2   X 

Front Panel   

IP Address   X 

Subnet Mask  X 

Gateway IP Address  X 

Time   

UTC Offset   X 

Configuration Mode: The configuration mode value is fixed as TCP/IP. 

Adapter Name: The adapter name is automatically generated based upon the rack/slot 
location of the Ethernet interface. For example, if the module is in Rack 0, Slot 1, the 
_b_nrcp l_kc umsjb `c ï.,/ð 

Use BOOTP for IP Address: This selection specifies whether the Ethernet must obtain its 
umpigle GN _bbpcqq mtcp rfc lcrumpi tg_ @MMRN, Rfc bcd_sjr gq ïD_jqc*ð gl ufgaf rfc GN
Address value must be configured by the IP Address parameter on the same screen. When 
qcr rm ïRpsc*ð rfc GN ?bbpcqq n_p_kcrcp gq dmpacb rm .,.,.,. _lb becomes non-editable.  

Note: The IP Address, Subnet Mask and Gateway IP Address must all be set to 0.0.0.0 to 
use BOOTP to obtain the IP address. 

IP Addresses: These values should be assigned by the person in charge of your network 
(the network administrator). TCP/IP network administrators are familiar with these 
parameters. It is important that these parameters are correct, or the Ethernet interface 
may be unable to communicate on the network and/or network operations may be 
corrupted. It is especially important that each node on the network is assigned a unique IP 
address. 

If you have no network administrator and are using a simple isolated network with no 
gateways, you can use the following range of values for the assignment of local IP 
addresses:  

10.0.0.1  First Ethernet interface 

10.0.0.2  Second Ethernet interface 

10.0.0.3  Third Ethernet interface 

.  . 

.  . 

.  . 

10.0.0.255 Programmer TCP or host 

Also, in this case, set the subnet mask to 255.0.0.0 and the gateway IP 

address to 0.0.0.0.  

Note: If the isolated network is connected to another network, the IP addresses 10.0.0.1 
through 10.0.0.255 must not be used and the subnet mask, and gateway IP address must 
be assigned by the network administrator. The IP addresses must be assigned so that they 
are compatible with the connected network.  
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Subnet Mask: Contact your network administrator for the value to assign. Both 
subnetting and supernetting are supported. For an isolated network with no gateways, 
use the default value: 0.0.0.0. To learn more about subnet mask usage, read Section 
13.3.1, Subnet Addressing and Subnet Masks.  

Gateway IP Address: Contact your network administrator for the value to assign. Both 
subnetting and supernetting are supported. For an isolated network with no gateways, 
use the default value: 0.0.0.0. To learn more about Gateways in Section 13.2.  

Name Server IP Address: This parameter must be set to 0.0.0.0 

Max Web Server Connections: (Available only when the Ethernet interface supports web 
server operation.) The maximum number of web server connections. This value 
corresponds to the number of TCP connections allocated for use by the web server, rather 
than the number of web clients. Valid range is 0 through 16. Default is two. 

Max FTP Server Connections: This value corresponds to the number of TCP connections 
allocated for use by the FTP server, rather than the number of FTP clients. Each FTP client 
uses two TCP connections when an FTP connection is established. Valid range is zero 
through 16. Default is two. 

Note: The sum of Max Web Server Connections and Max FTP Server Connections must 
not exceed 16 total connections. 

Network Time Sync: Selects the method used to synchronize the real-time clocks over the 
network. The choices are:  

Á None (for no network time synchronization)  

Á SNTP (for synchronization to remote SNTP servers on the network) 

If None is selected, the time stamp value for a consumed EGD exchange is obtained from 
the local clock of the producing Controller or PLC. Time stamps of exchanges produced by 
a PLC with this setting are not synchronized with the time stamps of exchanges produced 
by other PLCs. 

Refer to Section 7.4, Time-Stamping of Ethernet Global Data Exchanges, for more 
information.  

Status Address: The Status Address is the reference memory location for the Ethernet 
interface status data. The Ethernet interface will automatically maintain 16 LAN Interface 
Status (LIS) bits in this location and 64 Channel Status bits in this location for a total of 
80 bits.  

The Status address can be assigned to valid %I, %Q, %R, %AI, %AQ or %W memory.  

The default value is the next available %I address. See Section 12: Diagnostics, for 
definitions of the LAN interface Status (LIS) portion of the Ethernet Status data. 

The definition of the Channel Status depends on the type of operation for each channel.  

For details of the status bits and their operation, refer to 12.6, Monitoring the Ethernet 
Interface Status Bits 

Note: Do not use the 80 bits configured as Ethernet Status data for other purposes or 
data will be overwritten.  

Note: If the Ethernet inrcpd_acòq T_pg_`jc Kmbc npmncprw gq qcr rm rpsc* rfc Qr_rsq ?bbpcqq
parameter is removed from the Settings tab. Instead, Ethernet Status references must be 
defined as I/O variables on the Terminals tab (see section Terminals Tab). The Terminals 
tab will become available after the Variable Mode property is set to true. 
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Length: The Length parameter is the total length of the Ethernet interface status data. 
The value is automatically set to either 80 bits (for %I and %Q Status address locations) or 
5 words (for %R, %AI, %AQ and %W Status address locations). 

Redundant IP: The Redundant IP option selects whether Redundant IP operation is 
Enabled or Disabled. When this parameter is set to Enabled, the Redundant IP address must 
be entered via the Redundant IP Address parameter. The default value is False. 

Redundant IP Address: Redundant IP Address is an optional IP Address that will be shared 
with another device on the network in a Redundant System. Both devices must use the 
same subnet mask. This parameter is available only when the Redundant IP parameter is 
set to Enabled. This address defaults to 0.0.0.0, which is not a valid IP address; a valid 
Redundant IP address must be explicitly configured. See Section 1:, Introduction, for more 
information about Ethernet redundancy. This IP address is assigned in addition to the 
bctgacòq npgk_pw GN _bbpcqq, 

I/O Scan Set: The I/O Scan Set parameter specifies the I/O scan set to be assigned to the 
Crfcplcr glrcpd_ac, Qa_l qcrq _pc bcdglcb gl rfc ANSòq Qa_l Qcrq r_`, Rfc t_jgb p_lec gq mlc
through 32; the default value is one.  

Note: The Ethernet interface delivers its Ethernet Status (including Channel Status bits) 
during its input scan. Each channels data transfer updates the Channels Status bits, so 
channels performance may be reduced if the Ethernet interface is configured to use an 
I/O Scan Set than runs more slowly than the PLC logic sweep. 

If the Ethernet interface is configured to use an inactive I/O Scan Set, the Channels Status 
bits will not be transferred and channel operations will not complete. 

4.2.3.2  RS-232 Port (Station Manager) Tab  

These parameters are for the RS-232 Station Manager serial port. The following defaults 
should be used for most applications.  

Baud Rate: Data rate (bits per second) for the port. Choices are 1200, 2400, 4800, 9600, 
19.2k, 38.4k, 57.6k, 115.2k. The default value is 9600. 

Parity: Type of parity to be used for the port. Choices are None, Even, or Odd; the default 
value is None. 

Flow Control: Type of flow control to be used for the port. Choices are None or Hardware. 
(The Hardware flow control is RTS/CTS crossed). The default value is None. 

Stop Bits: The number of stop bits for serial communication. Choices are One or Two; the 
default value is One.  
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4.2.3.3  Terminals Tab 

Rfc Rcpkgl_jq r_` gq bgqnj_wcb mljw ufcl rfc Crfcplcr glrcpd_acòq T_pg_`jc Kmbc npmncprw
is set to True.  

Select View from the primary menu bar and check the checkbox next to Inspector to 
enable to the Inspector pane. With the device selected, the Variable Mode value can be 
configured.  

When Variable Mode is enabled, the Ethernet Status bits are referenced as I/O variables 
that are mapped to the Ethernet status bits on this configuration tab. 

The use of I/O variables allows you to configure the Ethernet interface without having to 
specify the reference addresses to use for the status information. Instead, you can directly 
associate variable names with the status bits. For more information, refer to the section 
on I/O Variables in the PACSystems RX7i, RX3i and RSTi-EP CPU Reference Manual, GFK-2222. 

4.2.3.4  Time Tab 

Coordinated Universal Time (UTC) and Day Light Savings Time (DST) configuration 
settings. Set the UTC offset and DST start/end times here.  

UTC Offset: Local time zone offset with respect to UTC time. Valid range: Select the 
closest appropriate time zone for your location. Default: [UTC-5] Eastern Standard Time. 

DST Offset: The offset between DST and standard time in hours and minutes. Minutes are 
limited to the values 0, 15, 30, 45. Default: zero. 

DST Start/End Month: The month when DST starts or ends. Valid range: January to 
December. Default: January. 

DST Start/End Day:  The day when DST starts or ends. Valid range: Sunday to Saturday. 
Default Sunday.  

DST Start/End Week: The week of the month when DST starts or ends. Valid range: 1 to 5. 

DST Start/End Time: Valid range: 0.00 to 23:59. Default: zero.  

DST Ref Zone: Indicates the time zone of reference for the DST Start and End times. Start 
and End times may be relative to either UTC or Local time. Choices: UTC, Local Time. 
Default: UTC. 

4.2.3.5  SNTP Tab 

CPU TOD Clock Sync: Specifies whether the Ethernet module should sync with the TOD 
ajmai ml rfc amlrpmjjcpòq ANS, Afmgacq _pcEnabled or Disabled. 

SNTP Mode: The time stamp value for a consumed EGD exchange is obtained from a 
central clock, located on a user-supplied SNTP time server on the network. All controllers 
with this setting (SNTP) have synchronized exchange time stamps. Synchronized time 
stamps enable you to compare groups of data to determine the order in which they were 
produced or to determine which contain the most current values. Choices are Unicast or 
Multicast  

Primary IP Address: (Only available in unicast mode.) The primary address identifies hosts 
on a single network link. The primary address should specific the primary server. Use of 
BOOTP must be set to True for IP address of 0.0.0.0 
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Secondary IP Address: (Only available in unicast mode.) If the primary server is down, the 
secondary address can be polled. 

Poll Interval: (Interval for unicast, in seconds, at which new time requests are sent to the 
server): Low Limit =16, High Limit=1024, modulus 2 

Poll Count: (Number of retransmissions that will be sent when no timely response is 
received from the server): Low Limit =1, High Limit=100 

Poll Timeout: Poll Timeout (The time, in seconds, to wait for a response from the server): 
Low Limit =2, High Limit=100 

4.2.3.6  Ethernet Global Data Section 

Startup Delay Time for Produced Exchanges (ms): Startup delay time, for successive 
produced exchanges. Valid range: zero through 65535. Default is zero. 

Stale Consumed Exchanges: Indicates how to handle stale consumed exchanges. Choices 
are Send Stale Status or Do Not Send Stale Status. Default value: Send Stale Status 

TTL for Unicast Messages:  IP time-to-live for unicast messages. Valid range: 0 through 
255. Default is 16. 

4.2.3.7  LAN1 Tab (ETM001-Kxxx Only) 

IP Address:  Should be assigned by the network administrator. Both subnetting and 
supernetting are supported. If you have no network administrator and a simple, isolated 
network with no gateways, assign a unique value to IP Address in the format 3.0.0.x 
(where x ranges from 1 to 255). 

Subnet Mask: Contact your network administrator for the value to assign. Both 
subnetting and supernetting are supported. For an isolated network with no gateways, 
use the default value. 

Gateway IP address: Contact your network administrator for the value to assign. For an 
isolated network with no gateways, use the default value. 

Ethernet Speed for Port 1: The Ethernet ports on bottom of module can have their traffic 
speed limited. Choices are Auto-detect, 10 Mbps, or 100 Mbps. 

Ethernet Speed for Port 2: The Ethernet ports on bottom of module can have their traffic 
speed limited. Choices are Auto-detect, 10 Mbps, or 100 Mbps. 

4.2.3.8  Front Panel Tab (ETM001-Kxxx Only) 

IP Address:  Should be assigned by the network administrator. Both subnetting and 
supernetting are supported. If you have no network administrator and a simple, isolated 
network with no gateways, assign a unique value to IP Address in the format 3.0.0.x 
(where x ranges from 1 to 255). 

Subnet Mask: Contact your network administrator for the value to assign. Both 
subnetting and supernetting are supported. For an isolated network with no gateways, 
use the default value. 

Gateway IP address: Contact your network administrator for the value to assign. For an 
isolated network with no gateways, use the default value.  
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4.2.4 Configuring Ethernet Global Data 

For more information about Ethernet Global Data, see Section 5:. 

Ethernet Global Data can be configured in two ways. The most convenient way is to use 
the Ethernet Global Data server that is provided with the PLC programming software. This 
server holds the EGD configurations for all the devices in the EGD network. When the 
Configuration Server is used, the EGD configuration for the entire EGD network can be 
validated for accuracy before the configuration is stored into the devices of the network. 
This can greatly decrease the time needed to commission a network or implement 
changes in a network. 

EGD exchanges can also be configured without using the server. Both methods are 
described in this chapter. The choice of whether to use the Configuration Server can be 
made individually for each device.  

Note: Some items in this discussion do not apply to Ethernet network interface units 
when using ENIU templates. For configuration of EGD with ENIUs, refer to the PACSystems 
RX3i Ethernet NIU User Manual, GFK-2439. 

4.2.4.1  Basic EGD Configuration 

To use an EGD Configuration, follow 
the steps below:  

If Ethernet Global Data does not 
appear as shown (Figure 31), open the 
Project folder and expand the target 
node for the PLC (PLC1 in this 
example). 

1. Right-click the PLC icon and select 
Add Component  

2. Select Ethernet Global Data  

3. To configure the Local Producer 
ID, right-click the Ethernet Global 
Data node and choose Properties. 
The Local Producer ID is shown in 
the Inspector pane. This 
parameter must be unique on the 
network.  

 

Figure 31: Expand Node to View Ethernet Global 

Data 
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The Local Producer ID (Figure 32) is a 32-bit value that 

uniquely identifies this Ethernet Global Data device 

across the network. It can either be expressed as a 

dotted -decimal value in the same way an IP address value 

is specified or specified as an integer. It is recommended 

that this value be set to the address of the Ethernet 

interface with the lowest rack/slot location in the system. 

The same Producer ID applies to all exchanges produced 

by this CPU, regardless of which Ethernet interface is 

used to send the exchange to the network. 

While the form of the Producer ID is sometimes the same 

as that of an IP address and an IP address is used as its 

default value, the Producer ID is not an IP address. See 

Section 5:, Ethernet Global Data, for more information on 

how the Producer ID is used. 

 

 

Figure 32: Local Producer ID 

4.2.4.2  Configuring Ethernet Global Data Using the EGD 

Configuration Server  

The EGD Configuration Server is supplied with PAC Machine Edition (PME) software, but it 
is not automatically installed with PME. To use the EGD Configuration Server and its 
associated tools, the server must be installed on the computer as described below. 

4.2.4.2.1 Installing the EGD Configuration Server 

To install the EGD Configuration server, insert the PME software CD 
(PAC_MachineEdition_v9.50.0.7677_English or later). Browse to directory EGD Server and 
Tools and locate the Windows Installer file PAC EGD. Complete the install with the 
installation wizard.  

4.2.4.2.2 Configuring the EGD Configuration Server 

To configure the Ethernet Global Data, click on the Options tab located at the bottom of 
the Navigator window. In the Machine Edition folder, select the EGD item to display the 
configuration options for the configuration server.   
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Figure 33: Configuring the EGD Configuration Server 

Local Server Cache Path: This parameter sets the path to be used for caching data from 
the configuration server. This cache is used if the server becomes inaccessible. (For 
example, if the server is on another machine and that machine is inaccessible due to loss 
of network communications.) You can also choose to work offline from the server and use 
this cache. This mode of operation is explained below. 

Base Path: Typically, this field should not be changed from the default of /EGD. This is the 
path portion of the URL used to get to the server. This is the default Base Path set by the 
Windows Installer.  

Host Name: The host name for the computer on which the configuration server runs. This 
a_l `c qncagdgcb _q ïjma_jfmqrð gd rfc qcptcp gq ml rfc jma_j k_afglc, 

Server Port: This parameter is typically left at the default of 7938. If changed, it must be 
changed on both the programming software and on the server. This value is global and 
not project-specific. It will be used as the default by other projects created on that 
computer and by other tools such as the EGD Management Tool that require access to 
the server. 

Timeout: The number of milliseconds the programming software will wait for a reply from 
the server before deciding that the server is not going to respond.  

Configuration Server: This read-only parameter displays the value Located if the 
configuration server can be accessed and Unable to Locate if the server is not accessible. 

When using the configuration server, the producer of data normally defines the 
exchange. See below for a step-by-step description of defining an exchange in the 
producer. After the producer of the data defines the exchange, consumers may make use 
of the exchange. Each consumer selects the desired exchange from the list of produced 
exchanges and defines the local PLC memory to be used for the variables of interest from 
the exchange. Consumers can be resynchronized with any changes in the producer on 
request. Consistency between the producer and consumer(s) is verified during the build 
and validate process. 

4.2.4.2.3 Enabling the use of the EGD Configuration Server for a Device 

To enable the use of the configuration server for a device, right-click the Ethernet Global 
Data node and choose Properties. To use the EGD Configuration Server, selected True 
next to the Use Configuration Server option.  
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To work offline from the configuration server, select the Work Offline parameter and set it 
to True. The programmer keeps a local copy or cache of the EGD configuration 
information at a configurable path (see Configuring the EGD Configuration Server).  

Setting the Local Server Cache Path to a location on the local machine and setting the Work 
Offline to True allows EGD configuration data to be updated using the cached information 
without accessing the server. Setting the Work Offline parameter to False and performing 
a Validate command will synchronize the server with the data from the cache.   

4.2.4.2.4 Network Names and Collections 

To perform validation between producers and consumers, it is necessary to verify 
whether the producer and the consumer are on the same network. The EGD 
Configuration Server and its validation libraries use the network name to perform this 
check. The validation assumes that two devices that have the same network name are 
connected to the same network. To set the network name, right-click the Ethernet Global 
Data node and choose Properties. The Network Name option is displayed in the 
properties Inspector window. This parameter may be set to the name of the network to 
which the device is connected. To assign or edit a network name for target, click  

4.2.4.2.5 Setting up Collections for the EGD Management Tool 

The EGD Management Tool is an optional utility that can be used to provide a system-
level look at all the Ethernet Global Data devices in a system. Installation and use of the 
EGD Management Tool are described in 0,  
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Using the EGD Management Tool (RX3i Ethernet Module). 

The EGD Management Tool can look at subsets of EGD devices, called a Collection. A 
Collection is a logical grouping of EGD devices (for example a manufacturing cell or a 
machine). To make an EGD device part of a collection, right-click the Ethernet Global Data 
node and choose Properties. The Collection option is displayed in the Properties Inspector 
window. This parameter may be set to the name of the collection for the device (by 
default the collection for a device is the Machine Edition project name). 
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4.2.4.2.6 Configuring an Ethernet Global Data Exchange for a Producer 

The information to be sent by the producer and the exchange details are defined in the 
Properties for each produced exchange. When an individual produced exchange is 
selected, the Properties Inspector window permits user configuration of the following 
information.  

Name ? l_kc _qqgelcb dmp rfgq cvaf_lec, Bcd_sjrq rm ïNpmbCvafVð ufcpc V gq _ qcosclrg_j

number. 

Exchange ID A unique ID number that identifies a specific exchange to be sent by the producing 

device. 

Adapter Name The Adapter Name is the name of a specific Ethernet interface, which is identified by 

its rack and slot location within the consuming PLC.  

Destination Type Specidgcq ufcrfcp rfc b_r_òq bcqrgl_rgml ugjj `c8 

ǐ An IP address (Unicast) 

ǐ A Group ID (Multicast)  

ǐ All EGD nodes on the subnet (Broadcast). Choosing Broadcast will cause the EGD 

packets to be received by any node on the network. This can impact performance 

if there are non-CEB bctgacq ml rfc lcrumpi, Afcai ugrf rfc qwqrckòq lcrumpi

administrator if you are unsure about whether to use Broadcast. 

Destination Gbclrgdgcq rfc b_r_òq amlqskgle bctgac* `_qcb ml rfc Bcqrgl_rgml Rwnc qcjcarcb

above: 

ǐ a dotted -decimal IP address if Destination Type is IP Address 

ǐ rfc epmsnòq GB &/í32) if Destination Type is Group ID 

ǐ the value 255.255.255.255 if Broadcast IP is the Destination Type. 

Produced Period The scheduled repetition period at which the data is produced on the network. 

Configure a value in the range of zero or twoí3,600,000 (2 milliseconds to 1 hour). 

The value zero means data will be produced at the end of each PLC scan, but not less 

than two milliseconds from the previous production. Set the production period to ½ 

the period at which the application needs the data in this exchange. Round this value 

up to the nearest two milliseconds (2 ms).  

Reply Rate Not used. 

Send Type Fixed at Always. In the PLC, production of EGD is controlled by the I/O state: when 

enabled, EGD production is enabled, and when disabled, EGD production is disabled. 
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Run Mode Store 

Enabled 

When set to True, allows you to modify or delete this exchange and store the changes 

while in Run mode. You can add exchanges in Run mode regardless of the setting of 

this parameter. 

It is recommended that you keep this parameter at its default setting, False, unless 

your application has a specific need to modify this exchange in Run mode. 

Network ID Allows the user to select either LAN1 or LAN2 for Multicast or Broadcast production. 

Note: The Network ID field is only visible if the Destination Type is configured for 

Multicast or Broadcast (not Unicast) AND the Adaptor Name selects a device rack/slot 

that physically supports multiple LANs (for example, the CPE330). 

4.2.4.2.7 Configuring the Exchange Variables 

Double-clicking on the produced exchange opens a window to configure the variables 
within the exchange. Each exchange has its own variable list. These variables contain the 
data that is produced to the network. Each variable contains the following information: 

Offset (Byte.Bit) The location within the data area for this exchange where the start of the data for 

this variable is located. The offset is expressed as Byte.Bit, where Byte is a zero-

based byte offset and Bit is a zero-based bit position within that byte. (Valid bit 

values are 0î7. Bit 0 is the least-significant bit within the byte; bit 7 the most 

significant.)  

Variable The name defined for this variable. It may be an existing variable, or it may be 

defined using the variable declaration facilities of the programmer such as the 

variable list in the Navigator. 

Ref Address The PLC memory reference address that contains the start of the data for this 

variable. 

Ignore Default value is False. Not used for Produced exchange.  

Length Size of the data for this variable, expressed in units of the data type.  

Type Data type of the variable.  

Description An optional text description of this variable. 

 

To add a new variable to the end of the exchange, click the Add button. This does not 
change the data offsets of any existing variables within that exchange. 

To insert a new variable among the existing variables, on an existing variable adjacent to 
where you want to insert the new variable. Click the Insert button and a new variable will 
be created ahead of the selected existing variable. This changes the data offsets of all 
following variables in the exchange and will change the signature major number if you are 
using signatures. 
















































































































































































































































































































































































































































































