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Warnings and Caution Notes as Used in this Publication

A WARNING

Warning notices are used in thipublication to emphasize that hazardous voltages, currents,
temperatures, or other conditions that could cause personal injury exist in this equipment or may be
associated with its use.

In situations where inattention could cause either personal injury atamage to equipment, a Warning
notice is used.

A CAUTION

Caution notices are used where equipment might be damaged if care is not taken.

Note: Notes merely call attention to information that is especially significant to understanding and operating the
equpment.

These instructions do not purport to cover all details or variations in equipment, nor to provide for every
possible contingency to be met during installation, operation, and maintenance. The information is
supplied for informational purposes only andEmersonmakes no warranty as to the accuracy of the
information included herein. Changes, maodifications, and/or improvements to equipment and
specifications are made periodically and these changes may or may not be reflected herein. It is
understood that Emersonmay make changes, modifications, or improvements to the equipment
referenced herein or to the document itself at any time. This document is intended for trained personnel
familiar with the Emersonproducts referenced herein.

Emersonmay havepatents or pending patent applications covering subject matter in this document. The
furnishing of this document does not provide any license whatsoever to any of these patents.

Emersonprovides the following document and the information included thereinas-is and without
warranty of any kind, expressed or implied, including but not limited to any implied statutory warranty of
merchantability or fitness for particular purpose.

© 2019 Emerson. All rights reserved.

Emerson Terms and Conditions of Saleare available upon request. The Emerson logo is a
trademark and service mark of Emerson Electric Co. All other marks are the property of their
respective owners.
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Section 1:Introduction

This chapter includes basic information about Ethernenterfaces for the PACSystems family of controllers. It
describes features of the Ethernet interfaces in both conventional and redundancy systems. The rest of this
manual provides instructions for installing and applying the PACSystems Ethernet interfaces:

Section 2:Installation and Starup: RX3i/RSEHP Embedded Interfagescribes user features and basic
installation procedures.

Section 3:Installationand Startup: Ethernet Modulénterfacesdescribes user features and basinstallation
procedures.

Section 4;:Configurationdescribes assigning a temporary IP address and configuring the Ethernet interface
parameters. For the RX3i rackased and embedded interfaces, describes how to configure Ethernet Global
Data (EGD) and set up the R332 port for Local Station Manager operation.

Section 5:Ethernet Globdbatadescribes basic EGD operation for radkased and embedded interfaces.

Section 6:Programming EGD Commandsscribes a set of commands that can be used in the application
program to read and write PLC data arse Ethernet Global Data exchange data over the network.

Section 7;SNTP Operatiotescribes the benefit of synchronizing SNFBapable interfaces with an SNTP
server to keep internal clocks ugio-date for accurate timestamp communications.

Section 8:Programming SRTP Channel Commamdsains how to implement PLC to PLC communications
over the Ethernet network using Service Request Transfer Protocol (SRTP) Channel commands.

Chapter 9,Modbus/TCBervedescribes the implementation of the Modbus TCP Server feature for the
PACSystems family of products.

Chapter 10,Modbus/TCP Clierkplains how to program communications over the Ethernet network using
Modbus TCP Channel commands.

Chapter 11,0PC UA Servexplains how to program communications for this protocol using the embedded
Ethernet port.

Chapter 12,Diagnosticsiescribes diagnostic techniques for a PACSystems Ethernet interface. This chapter
also lists COMMREQ Status codes.

Chapter 13,Network Administratiomliscusses how devices are identified on the network and how data is
routed among devices.

Appendix A,Configuring Advanced User Parametiscribes optional configuration of internal operating

parameters used by the Ethernet interface. For most applicatns, the default Advanced User Parameters
(AUPSs) should not be changed.
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1.1

Revisions in this Manual

A given feature may not be implemented on all PACSystems Ethernet interfaces. To
determine whether a feature is available on a given model and firmware \&on, please
refer to the Important Product InformatiofiPl) document provided with the product.

This revision of TCP/IP Ethernet Communications for PACSystems RX3i and-BRBTi
includes the following changes:

Rev | Date Description
Y | Aug- | RXS3IIC695ETMO001Kxxx Available
2019
o] Backwards compatible with IC695ETM001
0 Station Manager serial port replaced with Ethernet port
0 Two Ethernet connectors relocated to the bottom of the module.
o] Achilles Level 2 Security cettiested.
o] New option to sekct userbased parameters into menu systems. AUP
functionalist is partially deprecated.
1 Diagnostics information for the RX3i embedded Ethernet interface has been moved
from Chapter 12to Chapter 11.
W | Jut 1 Added IC695CPL410 (new CPU wiLinux)
2018
V. | Apr- | 1 Extended the documentto EPSCPE115
2018
u Feb 1 Addition of CPE302 throughout.
2018
1 Clarification (Sectionl1.3.4) as to which products supportt000BaseT IEEE 802.3.
T Oct- 1 Added CPE400 LAN3 (Redundanonly LAN)
2017
9 Clarified support for Redundant IP Addressing in various CPU configurations.
S Aug- I Content added to Ethernet interface Status Bits for RSEP CPE100.
2017
R May- | § Content added in support of RSTEP CPE100.
2017
Q | Mar- |9 Contentadded in support of CE400 and embedded SNTP.
2017
=] Sept | 1 Added sectionSessions and Subscriptions for OPC UA
2015
1 Content added in support of CPE330 (new product).
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M Oct- 1 Effective with RX3i CPE305/CPE310 firmware version 8.20, OPC UA Server is
2014 supported using the embedded Ethernet port.
1 Effective with RX3i CPE305/CPE310 firmware version 8.30, EGD Class 1 is suppor
on the embedded Ethernet interface. Earlier CPU versions do not directly support
EGD. However, EGD was supported on the Ethernet interface Module ETM001.
L Jun Newly awailable features:
2013 | ¢ TCP/IP communication services using SRTP
1 SRTP Client (Channels)
1 Modbus/TCP Server, supporting Modbus Conformance classes 0, 1, and 2.
1 Modbus/TCP Client, supporting Modbus Conformance classes 0, 1, and Function
Codes 15, 22, 23, and 24 for Conformance class 2.
1 Support for Unicast mode, and Daylight Saving and Local Time corrections for SNT

Diagnostics information for the RX3embedded Ethernet interface has been moved from
Chapter 2Section 2to 11. Configuration information has been moved tdSection 4.
Information about Channel Status bits has been removed from chapters 2, 7 and 9, and
consolidated inChapter 11.

operation.

1.2

PACSystems Documentation
1.2.1 PACSystem#$/anuals

PACSystenm®X7i, RX3i and REEP CPU Reference Manual GFk2222

PACSystems RX7i, RX3iand-BNi ANS Npmep_kkcpoqgq Pcdcpcl ¢ GFK2950

PACSystems TCP/IP Ethernet Communications Station Manager User Manual GFk2225

PACSystemsHQtr _ I b~ w ANS Pcbslb_| aw Sqcpoq Esgb GFk2308

PAQViachine Edition Logic Developer Getting Started GFK1918
PACSystems RXi, RX7i, RX3i andE®SController Secure Deployment Guide GFk2830
PACSystems RX7i Installation Manual GFK2223

1.2.2 RX3iManuals

PACSystems RX3i System Manual GFk2314

N? AQwqgr ckq
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PACSystems RX3i IEC 61850 Ethernet Communication Module User Manual GFKk2849
PACSystems RX3i Serial Communications ModsksManual GFk2460

N? AQwgrckq PV1ig GCA /.2 Qcptcp Kmbsjc GA4 GFk2949
PACSystems RX3i IC695CPE400 1.2GHz 64MB Rackless CPU w/Field Agent QSG GFK3002

PACSystems RX3i IC695CPL410 1.2GHz 64MB Rackless CPU w/Linux QSG GFK3053

1.2.3 RSTHEP Manuals

PACSystemsH+EPSystem Manuall GFKk2958
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1.3

Ethernet Interfaces for PACSystems
Controllers

A PACSystems Ethernet interface enables a PACSystems controller to cominate with
other PACSystems equipment and with Series 90 and VersaMax controllers. The Ethernet
interface provides TCP/IP communications with other PLCs, host computers running the
Host Communications Toolkit or CIMPLICITY software, and computers runnitige TCP/IP
version of the programming software. These communications use the proprietary SRTP
and Ethernet Global Data (EGD) protocols over a folayer TCP/IP (Internet) stack.

The Ethernet interface has SRTP client/server capability. As a client, thteriface can
initiate communications with other PLCs that contain Ethernet interfaces. This is done
from the PLC ladder program using the COMMREQ function. Aseaiverthe Ethernet
interface responds to requests from devices such as PLC programming softejaa Host
computer running an SRTP application, or another PLC acting as a client.

Ethernet Cable

Network ’ | Network
Connection Connection
i | I [
N ~ L
Ethernet
Interface Ethernet Ethernet
Interface Interface
Host Computer or Control Computer Running
Device running a Host PACSystems and Series 90 PLC s Programming Software-
Communications Toolkit TCP/IP Ethernet

1.3.1

Introduction

—_ —_ —_ - —_ —_

—_

-

Figurel: Ethernet Connection System Diagram

RX3i RackBased Ethernet Interface$ Features

Full RX3iController programming and configuration services with inactivity timeout
Periodic data exchange using Ethernet Global Data (EGD)

EGD Commands to read and write PLC and EGD exchange memory over the network
TCP/IP communication services using SRTP

SRTP Cliat (Channels)

Modbus TCP Server, supporting Modbus Conformance classes 0, 1, and 2

Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes 15, 22, 23,
and 24 for Conformance class 2

Redundant IP Addressing capability
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—_

-

—_

-

1.3.

—_ —_ —_ —_ —_

-

-

Comprehensivestation management and diagnostic tools

Extended controller connectivity via IEEE 802.3 CSMA/CDMNIBps, 100Mbps and 1000 Mbps
Ethernet LAN port connectors

Network switch that has Auto negotiate, Sense, Speed, and crossover detection

Protocol is stored n flash memory in the Ethernet interface and is easily upgraded through the CPU
serial port.

Communications with remote PLCs and other nodes reachable through routers. The gateway IP
address must be configured.

RX3i & RSTEP Embedded Ethernet InterfaceFeatures

Periodic data exchange using Ethernet GlobBlata (EGD).

Full RX3i controller programming and configuration services with inactivity timeout
TCP/IP communication services using SRTP.

SRTP Client (Channels)

Modbus TCP Server, supportinijlodbus Conformance classes 0, 1, and 2.

Modbus TCP Client, supporting Modbus Conformance classes 0, 1, and Function Codes 15, 22, 23,
and 24 for Conformance class 2.

Communications with remote PLCs and other nodes reachable through routers. The Gateway IP
address must be configured.

Comprehensive station management and diagnostic tools. For supported commands, refer to the
PACSystems TCP/IP Ethernet Communications Station Manager User GRaKAaR5J or later.

1.3.2.1 CPE302/CPE305/CPE310

—_ —_

—_

Extended controller comectivity via IEEE 802.3 CSMA/CD Mbps and 100Mbps Ethernet LAN port
connectors.

Network switch that has Auto negotiate, Sense, Speed, and crossover detection.

Direct connection to BaseT (twisted pair) network switch, hub, or repeater without an exteral
transceiver.
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CPE330/CPE400/CPL410

1 Two independent 10/100/1000 Ethernet LANs under the control of the embedded RX3i PLC. Port 1
attaches to LAN1 through a dedicated RJ45 connector. Port 2 attaches to LAN2 through a pair of
internally-switched RJ45 connectors. Space is provided to mark in the two corresponding IP
addresses.

1 The embedded Ethernet interface permits the CPU to support two LANS.

1 CPE400 has a third Ethernet port (located on the underside) which is under the contod Field
Agent.

1 CPL410 also has a third Ethernet port (located on the underside) which is under the control of the
Linux OS.

RST{EP CPE100/CPE115

1 Two independent 10/100 Ethernet LANs. Port 1 attaches to LAN1 through a dedicated RJ45
connector. Port 2 dtaches to LAN2 through three internallyswitched RJ45 connectors.

1 The embedded Ethernet interface permits the CPU to support two LANS.

Refer to the PACSystems RX7i, RX3i and REFiCPU Reference Manual, GER22,
specifically to the section RX3ICPU Fatures and Specifications for RX3i CPUs & REPi
CPU Features and Specifications for R&ER CPUpr a detailed list of features and
specifications.

Introduction 7
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1.3.3 Ethernet Interface Specifications

RX3i RackBased Ethernet
Interface Modules

IC695ETMO01Jx or earlier
- Two RJ45 connectors

Connectors - One 9pin d-sub male serial connear (Station Manager port)
IC695ETMO0EKXXX
Three autosensing RJ45 ports

LAN

IC695ETMO01Ix or earlier:

IEEE 802.3 CSMA/CD Medium Access Control 10/100 Mbps
IC695ETMOO0KXXX:

IEEE 802.3 CSMA/CD Medium Access Control 10/200/1000 Mbps

Number of IP addresses

One

Maximum number of
simultaneous connections

-

A maximum of48 SRTP Servéotal connections
A maximum of 16 Modbus/TCP Server connections

A maximum of 32 communication channels. (Each channel may be an
SRTP Client or a Modbus/TCP Client. Any given channel can be assigr,
to only one protocol at a time.)

—_C =

Embedded Ethernet Switch

Yesi Allows daisy chaining of Ethernet nodes.

Serial Port IC695ETM001Jx
Station Mgr Port: RS232 DCE, 1200 115200 bps.
IC695ETMO02KXXX
Not applicable.

Station Manager IC695ETMO0LIX

Access via local serial port or remote UDRefer to the PACSystems TCP/IP
Ethernet Communications Station Manager User Mar®Bgk2225J or later,
for supported commands.

IC695ETMO0IK XXX
Station Manager serial port has been replaced lilge front panel Ethernet
port

Maximum ETMO001Modules
per CPU rack

Eight positions
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1.3.3.1 RX3i Embedded Interface

Connector

CPE302/CPE305 & CPE310: One RJ45 connector
CPE330: Three RJ45 connectors
CPE400Six RJ45 connectors: five on front for LAN1, LAN2 & LAN3; one E}l

on underside. (There is also a serial RJ45 on underside, marked COML1.)
CPL410: Six RJ45 connectors: five on front for LAN1, LAN2 & LAN3; one E
on underside. (There is also a serial RJ45 on underside, marked COML1.)
CPE100/CPE115: Four RJ45 connectors

LAN

IEEE 802.3 CSMA/CD Medium Access Control 10/100/1000 Mbps

CPE302/CPE305 & CPE310 has one 10B8&#0BaseTX Port (LAN1)

CPE330 has twindependent 10/100 Mbps Ethernet LANS:

| The top Ethernet port attaches to LAN1 using a dedicated RJ45
connector

T The bottom two Ethernet ports attach to LAN2 using a pair of internally

switched RJ45 connectors

CPE400 supports four independent 10/100/1000 Ethernet LANs which are
under the control of the embedded RX3i PLC.

T LANL1 attaches via the upper, dedicated RJ45 froptinel connector.
T

LAN2 and LANBeach attach via a pair of internalhgwitched RJ45 front
panel connectors.

T The fourth LAN, labeled EFA (Embedded Field Agent), is located on th
underside, and is specifically used for Field Agent connectivity.

CPL410 supports four independent 10/100/000 Ethernet LANs which are
under the control of the embedded RX3i PLC.

LANZ1 attaches via the upper, dedicated RJ45 fropanel connector.

LAN2 and LAN®&ach attach via a pair of internalhgwitched RJ45 front
panel connectors.

The fourth LAN, labeled ETH (Ethernet), is located on the underside, and ig
under the control of the embedded Linux Operating System.

~
~

CPE100/CPE115 supports two independent 10/100 Ethernet LANs located
on the front panel.

T LANL attaches via the upper, dedicated RJ45 connector.
T LAN2 attach via three internallyswitched RJ45 connectors.

Number of IP addresses

CPE302/CPE305 & CPE310: Offeaddress

CPE330 has two IP addresses

CPE400 has four IP addresses (one for EFA, three for Ethernet LANS)
CPLA410 has four IP addresses (one for ETH, three for Ethernet LANS)
CPE100/CPE115 has two IP addresses

1 CPEA400 firmware version 9.30 supports Redundancy via LAN3. No LAN components other than the two Redundant
CPUs are permitted on LAN3. All firmwa versions of CPL410 support the same feature.
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connections

Maximum number of

—_—( =—C =

~

~

For CPE302/CPE305 & CPE310 LAN1:

Up to 32 SRTP Server connections, includes:
Up to 16 simultaneous Modbus/TCP Server connections.

Up to 16 Client channels. (Each channel may be an SRTP Client or a
Modbus/TCP Client. Any given channel can be assigned taoyone
protocol at a time.)

OPC UA Server with support for up to 5 concurrent sessions with up to
10 concurrent variable subscriptions and up to 12,500 variables.

Up to 255 simultaneous Class 1 Ethernet Global Data (EGD) exchange

—_—( = —C =

-

For CPE330CPE406 and CPL410, the embedded Ethernet permits the CPU
to support LAN1 and LAN2 with:

Up to 48 simultaneous SRTP Server connections, and
Up to 16 simultaneous Modbus/TCP Server connections
Up to 32 Clients are permitted; each may be SRTP or Modbus/TCP

OPC UA Server with support for up to 5 concurrent sessions with up to
10 concurrent variable subscriptions and up to 12,500 variables

Up to 255 simutaneous Class 1 Ethernet Global Data (EGD) exchange

~
I
-
I
-
I
~
I

For CPE100/CPE115, the embedded Ethernet permits the CPU to support
LAN1 and LAN2 with:

Up to 16 simultaneous SRTP Server connections, and
Up to 8 simultaneous Modbus/TCP Serveonnections
Up to 8 Clients are permitted; each may be SRTP or Modbus/TCP

Up to 8 simultaneous Class 1 Ethernet Global Data (EGD) exchanges.

Station Manager

Access remote UDRRefer to the PACSystems TCP/IP Ethernet Communical
Station Manager User Manu&Fk2225J or later for supported commands.

1.3.4

Introduction

Ethernet interface Ports

The PACSystems Ethernet interface use ausensing 10Basel/100BaseTX/1000BaseT
RJ45 shielded twistegbair Ethernet ports for connection to either a 10BaseT, 100BaseTX
or 1000BaseT IEEE 802.3 network.

The RX3i CPE330, CPE400 and CPL410 embedded Ethernet interface additionally
supports 1000BaseT IEEE 802.3 connections.

The RX3i Controllers with embeddd Ethernet provide one such port; dedicated Ethernet
interface Modules provide two.

The port automatically senses the speedlQ Mbps, 100 Mbpsor 1000Mbps), duplex
mode (half-duplex or fulkduplex) and cable configuration (straightthrough or crossover)
attached to it with no intervention required.

10
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1.34.1 Ethernet Media

The Ethernet interface can operate directly on 10Basg/100Base TX/1000BaseT media
via its network ports.

10BaseT:10BaseT uses a twisted pair cable of up to 100 meters in length between each
node and a switch, hub, or repeater. Typical switches, hubs, or repeatetgport
connections in a start topology.

100BaseTX:100BaseTX uses a cable of up to 100 meters inrigth between each node

and a switch, hub, or repeater. The cable should be data grade Category 5 unshielded
twisted pair (UTP) or shielded twisted pair (STP) cable. Two pairs of wire are used, one for
transmission, and the other for collision detection andeceive. Typical switches, hubs, or
repeaters support 6 to 12 nodes connected in a star wiring topology.

1000BaseT: 1000BaseT uses a cable of up to 100 meters in length between each node
and a switch, hub, or repeater. The cable should be data gra@ategory 6 unshielded
twisted pair (UTP) or shielded twisted pair (STP) caldebetter. Fourpairs of wire are
usedwhich are designed to operate over $air UTP cable and supports fuluplex data
transfer at 1:000Mbps.Typical switches, hubs, or repeaters support 6 to 12 nodes
connected in a star wiring topology.

1.3.5 Station Manager

The built-in Station Manager functionof the Ethernet interface provides odine
supervisory access to the Ethernet interface, through the Station Manager port or over
the Ethernet cable. Station Manager services include:

A Aninteractive set of commands for interrogating and controlling the sttion.

A Unrestricted access to observe internal statistics, an exception log, and
configuration parameters.

A Password security for commands that change station parameters or operation.

For remote Station Manager operation over the Ethernet network, the Etheet interface
uses IP addressing. A PACSystems Ethernet interface cannot send or receive remote
Station Manager messages sent to a MAC address.

Refer to thePACSystems TCP/IP Ethernet Communications Station Manager User Manual
GFKk2225 for complete information on the Station Manager.

Introduction 11
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1.3.6 Firmware Upgrades

PACSystems Ethernet interfaces receive their firmware upgrades indirectly from the RXS3i
CPU using the WinLoader software utility. WinLoader is supplied with any updates to the
Ethernet interface software.The user connects WinLoader to the PLC CPU serial port and
specifies the target module by its Rack/Slot location.

For the CPU module, the embedded Ethernet interface firmware is upgraded along with

the rest of the CPU firmware. WinLoader seamlessly upgies first the CPU firmware and

then the embedded Ethernet firmware without user intervention. Each Ethernet interface
kmbsjcoq dgpku_pc ksqgr "¢ cvnjgagrjw snep_bch
the module to the WinLoader utility.

Firmware upgrades for the CPE330, CPE400, CPL410 and CPE100/CPE115 are performed
over Ethernet using a web browser. This method provides enhanced security features.
Instructions for the procedure are included in the corresponding upgrade kit

documentation. The WinLoaler utility will not work with the CPE330, CPE400, CPL410 or
CPE100/CPE115 CPUs.

1.3.7 SRTP Client (Channels)

SRTP Client allows the PACSystems PLC to initiate data transfer with other SiRpRble
devices on the network. SRTP channels can be set up in the Bjylication program.
SRTP supports COMMRE®iven channel commands to establish new channels, abort
existing channels, transfer data on an existing channel, and retrieve the status of an
existing channel.

Any given channel can be assigned to only one pratol at a time. For the number and
combinations of channels supported, refer tdSection1.3.3 Ethernetinterfaces for
PACSystems Controllers

1.3.8 Modbus TCP Client (Channels)

Modbus TCP Client allows the PACSystems PLC to initiate data transfer with other Modbus
TCP server devices on the network. Modbus TCP channels barset up in the application
program. The Modbus TCP Client supports COMMRE@ven channel commands to open
new channels, close existing channels, and transfer data on an existing channel.

Any given channel can be assigned to only one protocol atieme. For the number and
combinations of channels supported, refer t&Section1.3 Ethernetinterfaces for
PACSystems Controllers

Introduction 12
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1.3.9

1.3.9.1

Introduction

Ethernet Global Data (EGD)

A EGD Classes
A EGD Class 1 is configured exchanges with no logic control of EGD operation.

0 Supported in
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CPE115

A EGD Class 2 is EGD Commands which are ladfiven EGD exchanges using
COMMREQs.

0 Supported on IC695ETM001

0 Not supported on embedded Ethernet ports of
CPE302/CPE305/CPE310/CPE330/CPE400/CPL410/CPE100/CPE115 at

time of publication

Each PACSystems RX3i CPU supports up to 255 Class 1 simultaneous EGD exchanges and
RSTiEP CPU CPE100/CPE115 supports up to eight Classnultaneous EGD exchanges.

EGD exchanges are configured using the programmer and stored into the PLC. Both
Produced and Consumed exchanges can be configured. PACSystems Ethernet interfaces
support both selective consumption of EGD exchanges and EGD eanfje production

and consumption to the broadcast IP address of the local subnet.

Note: For Broadcast addressing a Subnet value of 0.0.0.0 is NOT supported.

Synchronizing EGD Timestamps with SNTP

Both the ETM001-Jxand -KxxxEthernet interfacescan be corfigured to use Simple
Network Time Protocol (SNTP) to synchronize the timestamps of produced EGD
exchanges.

With an appropriate PMBEHardware Configurationthe embedded Ethernet interface on
the CPE302, CPE305, CPE310, CPE330, CPE400 and CPL410 wélipismt SNTP. For
more information on PMEHardware Configurationplease refer to Section 4.1.3,
Configuring the Ethernet Interface Parameters.

Note: The RSFEP CPE10CPE115does not support SNTP

Et:sz?:t interface SNTP Support

ETMOOLJx Zﬁ?ﬂ?@ﬂﬁg&ﬂfgﬁfﬁ Lﬁtﬁgﬂfiﬂiifginup file
ETMO001-Kxxx Yes, with PMBEardware Configuration

CPU SNTP Support

CPL410 Yes, with PMBEardware Configuration
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CPE400 Yes, with PMBEardware Configuration
CPE330 Yes, with PMBEardware Configuration
CPE302/CPE305/ . . .
CPE310 Yes, with PMBHardware Configuration
CPE100/CPE115 Not supported
1.3.10 SRTP Inactivity Timeout

1.4

Introduction

Starting with Release 6.00, the PACSystems Ethernet interface supports inactivity
timeout checking on Searre RealTime Transport Protocol (SRTP) server connections with
any PACMachine Edition (PME) PLC programmer. Until the server connection is removed,
other programmers cannot switch from Monitor to Programmer mode. With inactivity
timeout checking, the Ethernet interface removes an abandoned SRTP server connection
and all its resources when there is no activity on the connection for the specified timeout
interval. Without the SRTP inactivity timeout, an abandoned SRTP server connection
persists until the urderlying TCP connection times out (typically 7 minutes). All network
PME programmer connections initially use an SRTP inactivity timeout value of 30 seconds
(as set by the "vconn_tout" AUP parameter).

PME programmers can override the initial timeout valuen a specified server connection.
Typically, the PME programmer sets the SRTP inactivity timeout to 20 seconds. An
inactivity timeout value of zero disables SRTP inactivity timeout checking.

The SRTP server uses an internal inactivity timeout resolutioh®seconds. This has two
effects. First, any norzero inactivity timeout value (either set by AUP parameter or
overridden on the programmer connection) is rounded up to the next multiple of 5
seconds. Additionally, the actual SRTP inactivity timeout det&on for any individual
connection may vary up to an additional 5 seconds. The actual inactivity detection time
will never be less than the specifiedalue.

Note: The SRTP inactivity timeout applies only to programmer connections over SRTP. It
does not affect HMI or SRTP channels.

Ethernet Redundancy Operation

The Redundant IP feature allows a single IP address to be assigned to two Ethernet
modules, where the two modules are in two different PLCs configured as a redundant
system. This functionality has bee integrated into the product line, as follows:

Support via Ethernet
CPU Elrjnbeodr(tied Ethernet Redundancy Module (ETMOOLJX
pp or ETMOOLKXXX)
CPL410 All firmware versions Not supported
Embedded Ethernet requires CPU
CPEA400 Firmware Version 9.30 Not supported
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Embedded Ethernet requires CPU
CPE330 Firmware Version 8.70 Supported
CPE302/CPE305,
CPE310 Not supported Not supported
CPE100/CPE115| Not supported Not supported
CRU320 Not supported Supported

The Redundant IP Address is configured additionto the normal unique (direct) IP
address of each interface.

Only one of the two Ethernet interfaces that share the Redundant IP address may use the
Pcbslb_|r GN _bbpcqgqg _r nit. When cogrkaoded by itsdPlgC gq r f ¢
CPU, this Ethernet interface activates the Redundant IP address and starts responding to

the Redundant IP address in addition to its direct IP address. The active unit continues

responding to the Redundant IP address until is commanded to deactivate the

Redundant IP or until the Ethernet interface determines that it has lost communications

with the PLCCPU.

The backup unit does not initiate communications or respond on the network using the
Redundant IP address. It caonly use the Redundant IP address if it is commanded by its
CPU to become the active unit.

Both the active and backup unit may continue to use their individual direct IP addresses,
permitting programmer connection to the active or backup PLC at any time.

| Redundant System !
Direct IP PLC A |

‘A/' \ Redundant Remote host

dd ressés

‘\ PLC B /'.‘ IP Address’| (HMI, PLC, etc.)

Programmer

Figure2: Ethernet Operation in Redundancy Mode

Note: The Redundant IP feature is supported by Hot Standby (HSB) CPUs andi8B
CPUs To use this feature, be sure to togglEnable Redundandgr the target CPU.

1.4.1 Hot Standby (HSB) CPU Redundancy

An HSB system uses redundant CPUs to provide the coordination between the PLC units
in the system and determine which is the active unit anahich is the backup unit. HSB
redundancy requires dedicated links to provide communications between the units in a
redundancy system. For information about HSB architectures, refer to tHRACSystems Hot
Qr I b w ANS PcbslIGBk230&w Sqcpdg Esgbct*
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1.4.2

1.4.3

Introduction

Non-HSB Redundancy

Non-HSB redundancy systems use RX3i CPUs that do not have specialized firmware for
aml rpmjjgle pcbslb_law mncp_rgmlq, &Rfcqgc
these systems, the application logic coordinates between CPUs that actr@slundant
partners, and determines which CPU is the active unit and which are backup unigure
3illustrates the use of the redundant IP feature in@on-HSB redundancy system. Two
non-HSB CPUs (designated primary and secondary) are linked by a communications
connection. An Ethernet interface in each controller is configured with Redundant IP
enabled so that they share a Redundant IP address. As in &BHsystem, only the active
Ethernet interface can communicate through the Redundant IP address to produce EGD
exchanges or to initiate Channel operations.

The application logic must monitor the status of the Ethernet modules in the system to
manage the actve/backup status of each controller.

Primary Controller Secondary Controller

(el vl Q]

< 4Hm
Z—r
[alin'Ne)
-4m
xz-r

Ethernet

Remote Device

Figure3: Basic NoAHSB System with Redundant IP

Effect of Redundancy Role Switching on Ethernet
Communications

When a redundancy roleswitch occurs, Ethernet communé¢ations switch to the backup
unit, which has no knowledge of any communication state at the previousigctive unit.
The application must include logic to detect loss of communication during a redundancy
role switch and to then reinitiate communication.

Remote hosts on the network view redundant systems as a single PLC with high reliability;
the remote host only prioritizes the active unit. By using the Redundant IP address, the
remote host always communicates with the active unit. When a redundancy role gaf
occurs, the formerly-active PLC gives up ownership of the Redundant IP address and takes
down all connection-oriented communications currently using the Redundant IP address.
The applications in the redundant system and remote hosts must reestablishyasuch
communications; the new Redundant IP connections will use the newly active PLC.
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The programmer can still communicate directly with each PLC in the redundant system
(for example, to store new logic or configuration) using the direct IP address of dac
Ethernet interface.

1.4.3.1 Role Switching in HSB Redundancy Systems

In HSB redundancy systems, a role switch is initiated automatically by the redundant CPU
when one of the following occurs:

An active unit detects a fatal fault

An active unit is placed in St mode

An active unit is powered off

An HSB role switch is initiated manually or by the application logic

v >

To perform a role switch manually in redundant systems which employ RMX modules,
toggle the Role Switclbutton located on the front panel of the RMX module.

CPE400/CPL410 permits the operator to manually perform a role switch via the OLED
display menu, using the RDN Command feature.

For additional information about role switches in HSB systems, refer to tiRACSystems
Fmr Qr _I b w ANS PcBGFKP3B8. | aw Sqcpdg Esgbc*

1.4.3.2 Role Switching in Non-HSB Redundancy Systems

When redundant IP is enabled for an Ethernet module in a nd#SB CPU system, it is the
responsibility of application logic to set the redundancy mode of the Ethernet module.
The Set Application Redunday ModeService Request (SVC_REQ 55) instruction is used to
inform the Ethernet module of the current redundancy role of the host CPU. This
SVC_REQ should be used to provide redundancy role switch notification to all Ethernet
interfaces in the controllerthat are configured for redundant IP operation.

After commanding a role switch for an Ethernet interface, the application logic can

kml grmp rfc kmbsjcoq J?L glrcpd_ac Qr _rsq &JGC
the Redundancy IP address. For dekmabout the LIS, refer to Sectiof2.6, Monitoring

the Ethernetinterface Status Bits

Note: The application must allow sufficient time for Redundant IP activation (at least 120
ms) before commanding another redundancy role switch.

When an Ethernet interface recognizes that a redundant IP address has been configured
for it, the module sends a mail message to the CPU to register for redundancy role switch
notification. In non-HSB systems, the Ethernet interface is initially put into backup mode.
After power-up, the application logic must use a SVC_REQ to set the redundancy state to
the desired value. Once running, the CPU remembers the last commanded redundancy
role sent to that Ethernet interface. When an Ethernet interface is restarted, the CPU
automatically commands the Ethernet interface to its last redundancy state without
explicit action by the application logic.

1.4.3.3 Going to Stop Mode

When a nonrHSB CPU goes to Stop mode, Ethernet interfaces that are configured for
redundant IP are automatically set to backup mode. When the CPU is subsequently
returned to Run mode, the Ethernet ineérfaces remain in backup mode until the
application logic sets the redundancy mode to active.
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1.43.4

1.4.3.5

1.4.4

1.4.5

Introduction

Stop/IO Scan Enabled Mode

In this mode, I/O scanning including EGD service continues when the rbi$B CPU is
stopped. However, Ethernet interfaces configured foredundant IP operation are
automatically set to backup mode and normal EGD production for those interfaces is
stopped. Only the EGD exchanges witRAroduce in backup modmabled are produced
while the CPU is in Stop/IO Scan Enabled mode. To stop productfonall EGD produced
exchanges includingProduce in backup modechanges, choose the Stop/IO Scan
Disabled mode of operation.

Commanding a Role Switch in a Non-HSB Redundancy System

Use the Set Application Redundancy Mode service request (SVC_REQ 53) min-HSB
CPUs to request that the CPU send redundancy role switch commands to all Ethernet
interfaces in that PLC that are configured for redundant IP operation. For details on using
the Service Request function, refer to th&® ACSystems RX7i, RX3i and-BRBTCPU Reference
Manual, GFKk2222.

SVC_REQ 55 is recognized in netSB CPUs only. This service request sends a role switch
command to all Ethernet interfaces in the PLC that are configured for redundant IP
operation. The application must monitor the LANnterface Status (LIS) word for each
Ethernet interface to determine whether the Redundant IP address is active at that
interface.

SVC_REQ 55 has no effect on Ethernet interfaces that are not configured for redundant 1P
operation.

SRTP Server Operation amRedundancy System

Only the active unit maintains SRTP Server connectioasthe Redundant IP addressd

can respond to SRTP requests. The backup unit does not respond to the Redundant IP
address. When an Ethernet interface changes from active to backsate, it takes down

all SRTP Server connections and their underlying TCP connections that use the Redundant
IP address.

Both the active and backup units maintain SRTP Server connections at the direct IP
address for network communication with the programmae. Other remote hosts should

use the Redundant IP address when communicating to a redundant system. Existing SRTP
Server connections at the direct IP address are not disturbed when the Ethernet interface
switches between active and backup states.

SRTP Cliet Operation in a Redundancy System

Only the active unit establishes and maintains SRTP Client connections (channels). The
backup unit does not initiate any SRTP Client operations. If SRTP Client operations are
attempted, a COMMREQ error status is returne the local logic program. When the
Ethernet interface changes from active to backup state, it takes down all SRTP Client
connections and their underlying TCP connections.

Because it can take some time to take down a TCP connection, the redundant system
should reserve a spare SRTP Client connection for each connection using the Redundant
IP address. That will prevent temporary resource problems when establishing new SRTP
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1.4.6

1.4.7

1.4.8

1.4.9

Introduction

Client connections to the new active unit while the previous connections to the oldctive
unit are being taken down.

Modbus TCP Server Operation in a Redundancy System

Only the active unit maintains Modbus TCP Server connectioasthe Redundant IP
addressand can respond to Modbus TCP requests. The backup unit does not respond to
the Redundant IP address. When an Ethernet interface changes from active to backup
state, it takes down all Modbus TCP Server connections and their underlying TCP
connections that use the Redundant IP address.

Remote hosts should use the Redundant Bldress when communicating to a redundant
system. Existing Modbus TCP Server connections at the direct IP address are not
disturbed when the Ethernet interface switches between active and backup states.

Modbus TCP Client Operation in a Redundancy System

Only the active unit establishes and maintains Modbus TCP Client connections (channels).
The backup unit does not initiate any Modbus TCP Client operations. If Modbus TCP Client
operations are attempted, a COMMREQ error status is returned to the local logi

program. When the Ethernet interface changes from active to backup state, it takes down
all Modbus TCP Client connections and their underlying TCP connections.

Because it can take some time to take down a TCP connection, the redundant system
should resewe a spare Modbus TCP Client connection for each connection using the
Redundant IP address. That will prevent temporary resource problems when establishing
new Modbus TCP Client connections to the new active unit while the previous
connections to the old active unit are being taken down.

EGD Class 1 (Production & Consumption) in a
Redundancy System

The active unit produces Ethernet Global Data exchanges to the network. The backup unit
produces only the EGD exchanges for which Produce in Backup Mode is eadblVhen

the active Ethernet interfaces changes to backup, it stops production of all EGD
exchanges.

When configured for Redundant IP operation, the active and backup Ethernet interfaces
should also be configured to consume EGD exchanges via multicast hgsbups or the
local subnet broadcast address. This permits both the active and backup units to receive
the latest data from the network.Emersondoes not recommendUnicast operation as the
backup unitis not recommended as it wilhot consume any unicasexchanges at the
Redundant IP address.

EGD Class 2 Commands in a Redundancy System

Remote hosts should use the Redundant IP address when communicating to a redundant
system. Only the active unit responds to EGD commands. The backup unit does not
respond to the Redundant IP address. When the active Ethernet interface changes to the
backup, any inprocess EGD commands over the Redundant IP address are abandoned.
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1.4.10

1.4.11

1.4.12

1.4.13

When configured for Redundant IP operation, only the active unit sends EGD commands
on the network. If the backup unit tries to initiate any EGD commands, a COMMREQ error
status is returned to its application program. When the active Ethernet interfaces

changes to backup, any EGD commands in process are endisduing EGD commands to
the direct IP adiressis not recommended;both the active and backup units will respond

to EGD commands received at the direct IP address.

Web Server Operation in a Redundancy System

Only the active unit processes Web server requests at the Redundant IP address and
responds to Web page requests. The backup unit does not respond to the Redundant IP
address. When the active Ethernet interface changes to backup, all Web server
connections and their underlying TCP connections are disrupted. The Web server
maintains its underlying TCP connection only long enough to process:

A A new Web page request
A A new TCP connection opened, used, or closed for each subsequent Web page
display or update.

The Redundant IP address is transparent to the Web remote browser unless a Web page
changeor update is requested during the redundancy role switch. Any Web page request
in process over the Redundant IP when a role switch occurs is terminated.

Although not recommended, the remote browser may issue Web server requests to the
direct IP addressBoth the active and backup units respond to Web server requests
received at the direct IP address. Remote Web browsers are expected to use the
Redundant IP address when communicating to a redundant system.

FTP Operation in a Redundancy Systém

FTP operatbns can transfer setup and configuration data to the Ethernet interfacélsing
FTP operations for communication with the actual PLC applicatiés not recommended
FTP operations should only be performed using the direct IP address.

SNTP Operation in a RieIndancy System

A PACSystems Ethernet interface can operate as an SNTP client only, which enables the
interface to only receive broadcast time messages from an SNTP Server on the network.
SNTP operation is unaffected by the current Ethernet redundancy séabr by redundancy
role switches.

Remote Station Manager Operation in a Redundancy
System

The remote Station Manager should respond to the direct IP address whether the unit is
active or backup or whether the Redundant IP is configured.

2FTP is not supported by ETMOGKXxxx

Introduction
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1.4.14

Introduction

Only the active urit responds to remote Station Manager commands at the Redundant IP
address. The backup unit does not respond to the Redundant IP address. (Station
Manager responses from the Redundant IP address can be misleading because it is
difficult to determine which Ethernet interface is responding.)

IP Address Configuration in a Redundancy System

Redundancy systems should explicitly configure both the direct IP address and the
Redundant IP address. Do not set up the direct IP address via BOOTP.

The Redundant IP addrss must be configured on the same local suhetwork as the
direct IP address and gateway IP address (if used).

21



N? AQwqgr c k g E PER FCP/IPIEtherrRt@CRmunications User Manual Section 2
GFKk2224Y August 2019

Section 2:Installation and Startup:
RX3I/RSTEP Embedded Interface

The RX3i CPUs with CPExxx dgetion (CPE302, CPE305, CPE310, CPE330 and CPE400),
the CPL410 and RSHP CPE100/CPE115 provide an embedded Ethernet interface for
programmer communications. Thissection describes user features and provides basic
installation and startup procedures fotthis interface.

A Ethernet Interface Controls and Indicators

A Module Installation

A Connection to a 10BaseT/100BaseTX Network (all CPExxx) or tol®00BaseT
(CPE330, CPE400 and CPL410 only)

A Pinging TCP/IP Ethernet interfaces on the Network

2.1 RX3i/RSTiEPEmbedded Ethernet Interface
Indicators

Many of theEthernetinterfaces feature Ethernetportswith two LED indicators,100 and
LINK ThelO00LED indicates the network data speed (10 or 100 Mb/sec). This LED is lit if
the network connection at that network port is 100 Mbps.

TheLINKLED indicates the network link status and activity. This LED is lit when the link is
physically connected. It blinks when traffic is detected at that network port.

2.1.1 Ethernet Port LEDs Operation

2111 CPE302/CPE305/CPE310 Ethernet LEDp@ration

LED LED State
®on  #Binking OO Ethernet Port State
100 © On, Green Network data speed is 100 Mbps.
© Off Network data speed is 10 Mbps.
LINK o On, Amber The link is physically connected.
o Blinking, Amber Traffic is detected at the port.
O Off The Ethernet port is not physically connected.
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2.1.1.2 CPE330 Ethernet LED Operation
LED LED State Operating State
LINK @ On Green The corresponding link is physically connected.
(upper) — — .
L Blinking Traffic is detected at the corresponding port.
Green
@) Off No connection detected at corresponding port.
1 Gbps 0] On Amber Corresponding network data speed is 1 Ghps.
(lower) (LAN1) or
0) On Green
(LAN2)

O Off Correspondingnetwork data speed is 100 Mbps or 10 Mbps.
2.1.1.3 CPE400/CPL410 Front Panel Ethernet LED Operation (LAN1,
LAN2, LAN3)

LED LED State Operating State
Link ® On Green The corresponding link has been established.
Status
(upper) -:2 Blinking Traffic is detected at the corresponding port.
Green
o Off No connection established at corresponding port.
Link ® OnGreen Corresponding data speed is Gbps or 100 Mbps.
Speed
(lower) o Off Corresponding network data speed is 10 Mbps
2.1.1.4 CPE400 Underside Ethernet LED Operation (EFA)
LED LED State Operating State
Link © On Green Thecorresponding link has been established.
Status
(upper) g%  Blinking Traffic is detected at the corresponding port.
Green

Installation and Startp: RX3i/RSTEP Embedded Interface

23



N? AQwqgr c k g E PAER FCP/IPIEtherrRCQoRimunications User Manual Section 2
GFK2224Y August 2019
LED LED State Operating State
O Off No connection established at corresponding port.
Link 0] On Green Corresponding network data speed is 1 Ghps.
Speed
(lower) [  OnYellow |EFA portonly: network data speed is 100 Mbps
@) Off Corresponding network data speed is 10 Mbps
2.1.1.5 CPL410Underside Ethernet LED Operation (ETH)
LED LED State Operating State
Link © On Green The corresponding link has been established.
Status
(upper) -:: Blinking Traffic is detected at thecorresponding port.
Green
O Off No connection established at corresponding port.
Link © OnGreen Corresponding network data speed is 1 Gbps.
Speed
(lower) O OnYellow GPOS porpnly: network data speed is 100 Mbps
O Off Corresponding network data speed is 10 Mbps
2.1.1.6 CPE100/CPE115 Ethernet LED Operation (LAN1, LAN2)
LED LED State Operating State
Link © On Amber Corresponding data speed is 100 Mbps.
Speed
(upper) o Off Corresponding network data speed is 10 Mbps
Link ® OnGreen The corresponding link has beerstablished.
Status
(lower) -:: Blinking Traffic is detected at the corresponding port.
Green
o Off No connection established at corresponding port.
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2.1.2 Module Installation

For general information about CPU module and system installation refer the
PACSystems RX3i System ManB&k2314 Sections2 & 3.

For RSTEP CPU model refRSTEP System ManydbFK2958D or later.

2.2 Ethernet Port Connector

B
The RX3i CPE302/CPE305&RCPE310 CPUs provide a . {

10BaseT/100BaseTX Ethernet network port connector. Figure4: RJ45 Connectol
When a CPE330 is configured as a CPU320, Ethernet

properties cannot be configured. However, the

embedded Ethernet ports maybe used with the default IP Addresses.

2.2.1 Connection to a 10Basel/100BaseTX Network

Either shielded or unshielded twisted pair cable may be attached to an Ethernet port. The
10BaseT/100BaseTX twisted pair cable must meet the applicable IEEE 88@ndards.
Category 5 cable is required for 100Bas€X operation.

The Ethernet port automatically senses the speed (1Mbps or 100Mbps), duplex mode
(half-duplex or fulkduplex) and cable configuration (straightthrough or crossover)
attached to it with no intervention required.

2.2.2 10BaseT/100BaseTX Port Pinouts
Pin Numbet Signal Description
1 TD+ Transmit Data +
2 TDi Transmit Datai
3 RD+ Receive Data +
4 NC No connection
5 NC No connection
6 RO Receive Datd
7 NC No connection
8 NC No connection

Note: Pin assignments are provided for troubleshooting purposes onlj0Base
T/100BaseTXcables are readily available from commercial distributors. We recommend
purchasing rather than makinglOBaseT/100BaseTXcables.

3Pin 1 is at the bottom right of the Station Manager port connector as viewed from the front of the module.
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Theprogrammer is connected to the Ethernet interface through a 10Bas& or 100Base

TX network.
Hub/Switch/Repeater
| | | Ethernet Port
on RX3i/RSTi-EP
CPEXxx
Programmer 10BaseT/100Base-TX Twisted Pair Cable

To other network devices

Figure5: Ethernet Cable Routing

2.3 Pinging TCP/IP Ethernet interfaces on the
Network

PING (Packet InterNet Group@iis the name of a program used on TCP/IP networks to test
reachability of destinations by sending them an ICMP echo request message and waiting
for a reply.

You should ping each installed Ethernet interface. When the Ethernet interface responds
to the ping, it verifies that the interface is operational and configured properly.
Specifically, it verifies that acceptable TCP/IP configuration information has been
downloaded to the interface.

For configuration details, including setting an initial IP addressefer to Section 4:

2.3.1 Determining if an IP Address is Already Being Used

It is very important not to duplicate IP addres3esdetermine if anothe node on the
network is using the same IP address:

1. Disconnect your Ethernet interface from the LAN.

2. Ngle rfc bggamllcarcb glrcpd_acoq GN _bbpcqgq
chosen IP address is already in use by another node. Youwst correct this situation by
assigning a unique IP address.

Note: This method does not guarantee that an IP address is not duplicated. It will not
detect a device that is configured with the same IP address if it is temporarily off the
network.
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Section 3:Installation and Startup: Ethernet
Module Interfaces

I This chapter describes the featugs and basic installation procedures for Ethernet module interfaces
(ETMO00ZEJxand ETMO001KxxxEthernet interface Controls and Indicators

Ethernet LEDs

Ethernet Restart Pushbutton

- Front Panel Port

Ethernet Port Connections

—_

Module Installation

- RX3i RackBasd Ethernet Interface Modules

-

Ethernet Port Connectors
- Embedded Switch
- Connection to a 10Basel/100BaseTX/1000BaseT Network

I  Station Manager Port

-

Verifying Proper PowetUp of the Ethernet interface After Configuration

-

Pinging TCP/IP Ethernet interfaces on the Network
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3.1

below:

Ethernet Module Interface Characteristics

There are two versions of the RX3i radkased Ethernet module. Please note the differames in the table

ETMOO0XJx

ETMOOEKXxx

The ETM001JxEthernet module provides:

il

An Ethernet 10Basel/100BaseTX
interface

Two RH#5 Ethernet ports. Either or both of
these ports can be attached to other
Ethernet devices. Each port automatically
sense the data rate (10 Mbps or 100
Mbps), duplex (half duplex or full duplex),
and cabling arrangement (straight through
or crossover) of the attachedink.

An embedded autodetect/autoswitch
Ethernet switch, which provides a means
to switch Ethernet data and allow daisy
chaining of Ethernet cabling, and provides
a method to automatically detect Ethernet
cable wire crossover.

ETHERNET 0%

Figure6: ETMO0XJxFaceplate

Installation and Startp: Ethernet Module Interfaces

The ETM001Kxxx Ethernet nodule provides:

1

An Ethernet 10Basel/100Base
TX/1000BaseT interface

Two RJ45 Ethernet ports located on
underside of module. Eitheror both ports
can attach to other Ethernet devices. Each
port automatically sensesthe data rate (10
Mbps/ 100 Mbps / 1000Mbps), duplex
(half duplex or full duplex), andccabling
arrangement (straight through or
crossover) of the attached link.

An embedded autodetect/autoswitch
Ethernet switch, which provides a means
to switch Ethernet data and allow daisy
chaining of Ethernetcabling, and provides
a method to automatically detect Ethernet
cable wire crossover.

Figure7: ETM001Kxxx Faceplate
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3.1.1 Front Panel Port

The revised Ethernet module ETMOGKxxx has been updated with an RJ45 port. The
Ethernet port supports Station Manager over IP. The default IP settings on the front panel
port are 10.10.0.100 subnet 255.255.255.0, gateway 0.0.0.Q Note: The Front panel pd
does not support PAC8nalyzer only StationManager.

3.1.2 Ethernet Port Connections

Each port on arETM001 orETMO001Kxxx operates independently, so devices that
operate at different speeds and/or duplex modes may be attached to the ports. By
default, all ports (even empty) are set for Automatic, which enables autaegotiation for
the widest range of options supported by the portThe port connection speed can be
manually configured for slower speeds (10/100 Mbps)n the LAN1 tab irPME.

The ports can autenegotiate to 10/100/1000 Mbps at full or half duplex. The speed can
be limited through Hardware Configuration (ETMO001Kxxx) or AUP settings (ETM001) to
10 Mbps or 100 Mbps. 1000 Mbps operation is only available with auteegotiation on an
ETMOOZKXxX.

On the ETM001Kxxx, halfduplex operation does not resend a packet that experiences a
collision at the hardware level. A collision is reported as a send or receive error and TCP
retries or other retry mechanisms must resend the data.

Embedded switches have linted memory to store packets. If there is a speed difference
between incoming traffic and outgoing traffic, there is an increased probability of
network traffic being dropped due to resource limitations. For example, if Port 1 has an
established 1000 Mbpsihk and Port 2 has an established 100 Mbps link, then traffic
traveling in from Port 1 and out Port 2 must be buffered since traffic is leaving at a
maximum rate 10 times slower than the maximum incoming rate. As the network loading
increases, the likeliheod of data being dropped increases. Dropped packets are indicated
in the Station Manager Tallies. If there are significant dropped packets due to a speed
mismatch, it may be useful to limit the speed at the ETM001Kxxx) to match the larger
network. Speedchanges in a system mape handled better with switches with more
packet buffer memory.

Bottom of Module Port 1

Front

Port 2

Figure8: Bhernet Port Connectors on IC695ETMO0Kxxx
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3.1.3 LEDs on the RX3i Ethernet Interface Module

LEDs provide an immediate visual indication of the operational state of the Ethernet

module and port link status. The LEDs and their operation are described in Chafet.1,

Ethernet Port LEDs Operation

3.1.4 Ethernet LEDs

Ethernet modules have LEDs to indicate the state and status of the Etherimgerface:
ETMO00ZXJx

TheE f cpl cr kmbs | c baye tMrLEDs.prhedottonm LEP is diek speed
LED. This LED is on for 100 Mbps and off for all other spedde top LED is the
link/activity LED. This will be on when there is a link at any speddhe top led will blink
when there is inbound or outbound traffic.

ETMOOZEKXxx
Rfc Crfcplcr kmbsjcog Crfcplcr nmprg ug
gnccb gq glbga_rcb ml rfc kmbsjcoqg dpml

10/100/1000 Mbps traffic.
3.14.1 LANOKLED Operation

The LANOKLED indicates acces®tthe Ethernet network. During normal operation the
LANOKLED blinks when data is being sent or received over the network directed to or

from the Ethernet interface. It remains on when the Ethernet interface is not actively

accessing the network but the Ethernet physical interface is available and one or both of

the Ethernet ports is operational.

It is off otherwise unless firmware update is occurring.

3.1.4.2 LOG EMPTY.ED Operation

TheLOG EMPTYED indicates the condition of the Ethernet interface in normal
operational mode. If theLOG EMPTYED is off, an event has been entered into the
exception log and is available for viewing via the Station Manager interface. Th@G
EMPTMLED is on during normal operation when no events are logged.

In the other states,the LOG EMPTYED is either off or blinking and helps define the

operational state of the module.For more information on LED behavior, refer t8ection

12: Diagnostics

3.1.4.3 Ethernet OK LED Operation

The Ethernet OK LED indicates whether the module can perform normal operation. This
LED is on for normal operation and flashing for all otheperations. When a hardware or

unrecoverable runtime failure occurs, theETM001Jx willblink a two-digit error code
identifying the failure. The ETM001Kxxx will blink dour-digit code. For assistance

troubleshooting errors, check Sectionl2.4, ETHERNET OK/OKD Blink Codes for Hardware

FailuresETM0021J3. For assistance troubleshooting ETMOGKxxx, please call Technical

Support.
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3.14.4 Ethernet Port LEDs Operation (100Mb and Link/Activity)

The face of the Ethernet module is equipped with LEDs tddicate a physical connection
at the network port and network traffic speed.

Ethernet interface module

Link/Activity Location

Link/Activity Behavior

Two Ethernet ports (1A and 1B)

100i LED indicates the network
data speed (10 or 10@Mbps).
When the LED state is ON, the
network connection at that
network port is 100 Mbps.

Linki LED indicates network link

IC695ETMO01 i |g L f i 3 I(J;Tl ; C g _ g lc status and activity. When the LED
front of the interface module. state is ON, the link is physically
connected. When the LED blinks,
traffic is detected at that network
port. (Traffic at the port does not
indicate traffic is present at ¢h
Ethernet interface. Traffic may be
introduced between ports of the
switch)
Six single color green LEDs are | When the LED state is ON, the
located on the face of the link is physically connected.
interface module. The LEDs are | when the LED blinks, traffic is
labeled 10, 100, 1000 for each of | detected at that network port.
IC695ETMOO K XXX

the two Ethernet ports.

Two Ethernd ports (1 and?) are
located on the underside of the
interface module.

The LED label indicates the
network traffic speed.
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3.1.5

RestarfResetPushbutton Operation

For PACSystems Ethernet interfaces, an Ethernet restart occurs when tastart/reset
pushbutton is pressed andreleased. The duration that therestart/reset pushbutton is
pressed determines the operation after the restart occurs.

If the Ethernet interface uses any optional Ethernet pluth applications, these
applications are ordinarily started upon each poweup or restart. To restart the Ethernet
interface without starting any Ethernet plug-in applications, press and hold the Ethernet
restart/reset pushbutton between five and 10 seconds.

If the Ethernet interfaceis able to restartinto firmware update operation, press and hold
the Ethernetrestart pushbutton for more than 10 seconds. This is typically done during

troubleshooting to bypass possibly invalid firmware and allow valid firmware to be loaded

using WinLoader.

If the Ethernet interface uses theeset button to set a fixed temporary IP address, pres
and hold the reset button for more than five seconds. Entering thi®> Setup Modwill

bggnj _w

jgefr n_rrcpl

ml r fc

Pushbutton-controlled restart operations are listed below, with the LED indications for

each:

RestartOperation

ETMO00XJxi Press and Hold
Restart Functionality

ETMO0ZXKxxx- Press and Hold
Reset Functionality

Restart the Ethernet interface
normally, and start any optional
Ethernet plug-in applications that
are being used.

Less tharfive seconds

Less tha five seconds

Restart the Ethernet interface
without starting any Ethernet
plug-in applications.

Fiveto 10 seconds

N/A

Put into IP Setup Mod® set
initial IP address.

N/A

More thanfive seconds

Restart the Ethernet interface
into firmware update operation.

More than 10 seconds

After restart, press and holdreset
button on power up(until the top
three LEDs flash)

When forced into firmware update operation, but before the firmware update begins,

press the Ethernet RestarResetpushbutton again to exit the firmware update mode and

restart with the existing firmware. Once the firmware update begins, the existing
firmware is erased and the Ethernet Restai®esetpushbutton is disabled until the
firmware update is complete.

If the firmware update mode was entered mistakenly, simply remove and replace the
Ethernet module from the backplane.

Setting a Temporary IP Address with the Reset Button

To use the Reset Button teet atemporary IPaddress, refer to section

Assigning a Temporary IP Addrdsing the Reset Button

Installation and Startp: Ethernet Module Interfaces
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3.2 Ethernet Module Installation

For general information about module and system installation, or if the installation
requires CE Mark compliance, refer to theACSystems RX3i System Man@é-2314.

3.2.1 Module Installation

1. Holding the module firmly, align the
module with the correct slot and
connector.

2. Cle_ec rfc kmbsjcoc
the notch on the top of the
backplane(1).

3. Swing the module down (2) until the
kmbsjcdog amll car mp
_ainj_lcog T _ainj._

4. ETMOOXKxxx:Secure the bottom of the
module to the backplane using the
machine screws provided with the
module (3). ETM001: Secure bottom Figure9: Install Module into RX3i Backplane
with spring-loaded latch mechanism.

3.2.2 Module Removal

1. TheETMO0XJxand ETM0O0XKxxx may be
removed from the RX3i rack with the
power supplied to the rack.

2. ETMOOXKxxx:Loosen the screws at the
bottom of the module (1). ETMO001.:
Release the springoaded latch
mechanism on underside of module.

3. Pivot the module upward until its
connector is out of the backplane (2).

4. Lift the module up and away from the
backplane to disengage the pivot hook
3). Figure10: Remove Module from RX3i Backplane
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3.3 Ethernet Port Connectors

The Ethernet interface module has two Ethernet port connectors, each of which supports
both 10BaseT, 100BaseTX and1000BaseT operation using either fulkduplex or half
duplex operation. These &in RJ45 connectors are used to connect the Ethernet intade
to a hub, repeater, switch, or other Ethernet device.

3.3.1 Embedded Switch

The two Ethernet port connectors are controlled by an embedded network switch in the

module. The module has only one interface to the network (one Ethernet address and
one IP addres).

PACSystems
Ethernet Interface

Ethernet
Processor

Ethernet
MAC

10/100/1000
Network Switch

Figure11: Diagram of Embedded Ethernet Switch

4ETMO001Jx is only capable of 100 Mbps speeds.
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For simple installations, the embedded switch allows devices to be connected without
additional components.

Operator
Interface

PLC

PLC

Personal
Computer

L]

I

Figure12: System Diagram: Ethernet Routing Using Embedded Switch

I

Use extra care whemlacing PLCs in a daisgshain configuration without additional
components. Power loss or reset at an Ethernet interface can cause loss of
communication to any devices downstream from that Ethernet interface in the daisy

chain. Restarting the Ethernet inteface (via the Ethernet Restart/RESET pushbutton, for

example) disrupts daisy chain communication.

Each switch port defaults to the correct link speed and duplex mode for the device

connected to the other end of the link. Each port operates independently;a¥ices at two
different speeds and/or duplex modes may be attached to the two ports. By default. each
port will automatically detect the attached cable and will work properly with either
straight-through or crossover cables.

CAUTION

The two Ethernet portson the Ethernet interface must not be connected, directly or
indirectly, to the same device. The connections in an Ethernet network based on twisted
pair cabling must form a tree and not a ring. Failure to follow this caution may cause a
duplication of padkets and cause a network overload.

CAUTION

The IEEE 802.3 standard strongly discourages the manual configuration of duplex mode
for a port (as would be possible using Advanced User Parameters). Before manually
configuring duplex mode for an Ethernet inter&ce port using advanced user parameters
(AUP), be sure that you know the characteristics of the link partner and are aware of the
consequences of your selection. Setting both the speed and duplex AUPs on an IC698
Ethernet interface port will disable the p@ r 0 g
not similarly manually configured, this can result in the link partner concluding an
rfc GCCC qr _|I b_pb8
combinations such as full duplex mod®TE to a hakduplex mode MAU, or a fulduplex
station (DTE or MAU) to a repeater or other hatfuplex network, can lead to severe

gl amppcar

network performance degradation, increased collisions, late collisions, CRC errors, and
b

sl bcrcarc

bsnjcv

b
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3.3.2

3.3.2.1

3.3.2.2

Note: If both speed and duplex mode of an Ethernet interface port are forced using the
Advanced User Parameters file, that port will no longer perform automatic cable
detection. This means that if you have the Ethernet interface port connected to an
external swich or hub port you must use a crossover cable. If you have the Ethernet
interface port connected to the uplink port on an external switch or hub, or if you have
the Ethernet interface port directly connected to another Ethernet device, you must use a
normal cable.

Connection to a 10Basel/100BaseTX/1000BaseT
Network

Either shielded or unshielded twisted pair cable may be attached to a port. The 10Base
T/100BaseTX/1000BaseT twisted pair cables must meet the applicable IEEE 802
standards. Category 5s supported for 100BaseTX operation. Category 5e or C6 is
recommended for 1000BaseT speeds.

Each Ethernet port automatically senses whether it is connected to a 10BaBg100Base
TX, orl000BaseT network, half-duplex or fulkduplex. (The automatic negotiaion of
speed and/or duplex mode can be explicitly overridden using Advanced User Parameter
settings).

10Base-T/100Base-TX/1000Base-T Port Pinouts

Pin Numbet Signal Description

Bl_DA+ Bi-directional pair A +
Bl_DA Bi-directional pair A-
Bl_DB+ Bi-directional pair B +

Bl_DC+ Bi-directional pair C +
Bl_DC Bi-directional pair C-
BI_DB Bi-directional pair B-
Bl_DD+ Bi-directional pair D +
BI_DD Bi-directional pair D-

N[O B[W|IDN]F

Note: Pin assignments are provided for troubleshooting purposes onl{OBase
T/100BaseTX/1000BaseT/ cables are readily available from commercial distributors.
Purchasingcommercial cables are recommendedather than making cables for this
application.

Connection Using a Hub/Switch/Repeater

Connection of the Ethernet inteface to a 10Basel, 100BaseTX or1000BaseT network is
shown below.
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Hub/Switch/Repeater 10/100/

FENE ©

10/100/
1000

Ethernet
Interface

10BaseT/100Base-TX/1000Base-TX

To Other Network Twisted Pair Cable

Devices

Figure13: Connection Using Hub/Switch/Repeater

Note: Care must be taken with the use of active network control devices, such as
managed switches. If a device inserts excessive latency, especiedigarding the ARP
protocol, produced EGD exchanges may generate PLC Fault Table entries indicating the
loss of aconsumer when the PLC transitions from STOP to RUN. EGD data will be
successfully transferred after an initiadlelay.

3.3.2.3 Direct Connection to the PACSystems Ethernet interface

Connection of Ethernet devices directly to the Ethernet interface is shown below:

107100/

107100/
1000

Ethernet
Interface

10BaseT/100Base-
Tx/1000Base-T Twisted
Other Ethernet Pair Cable
devices such as PCs,
Ethernet Interfaces
on other PLCs,
Operator Interfaces

Figure14: Direct Connection to the Embedded Ethernet Ports
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3.4

34.1

34.1.1

3.5

Station Manager Port

The ETM001JxEthernet interface module providesa dedicated RS232 serial port for
local Station Manager use. The ninpin D-sub connector accepts a standard straight
through nine-pin RS232 serial cable to connect to a standard AStyle RS232 port.

The following cable is available: Cable, CPU ProgramminiC200CBL001

Note RX3i IC695ETMO0KXxxx replaced the Station Mager serial port for an Ethernet
port.

Port Settings

The serial (COM) port of the terminal or computer that is connected to the Ethernet
interface must use the same communications parameters as the Ethernet interface.

The default values for the Station Maager port are 9600 bps, 8 bits, no parity, and 1 stop
bit. If the Ethernet interface is configured with default values for this port, or the Ethernet
interface has not been configured, use these default values. If the Ethernet interface is
configured with non-default values for this port, use those values for the serial port
settings of the terminal or computer.

Station Manager (RS-232) Port Pin Assignment

Pin Né |Signal Direction Description

1 DCD IN Data Carrier Detect

2 TX ouT Transmit Data

3 RX IN Receive Data

4 DSR IN Data Set Ready

5 GND Signal Ground

6 DTR ouT Data Terminal Ready
7 CTS IN Clear to Send

8 RTS ouT Ready to Send

9 RI IN Ring Indicator

Verifying Proper Power -Up of the Ethernet
Interface After Configuration

After configuring the interface as described itSection 4; turn power OFF to the CPU for
3i 5 seconds, then turn the power back ON. This starts a series of diagnostic tests. The
ETHERNEDK LED will blink indicating the progress of powam.

The Ethenet LEDs will have the following pattern upon successful poweip. At time of
this publication, the Ethernet interface is fully operational and online.
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Ethernetinterface Online LED Label (ETMO0GI) LED Label (ETMOGXKXxxxX)
© On ETHERNEDOK OK
o LANOK LAN OK

On, blinking, or off depending on

network activity

© On LOG EMPTY LOG EMPTY
If a problem is detected during powerup, the Ethernet interface may notransition
directly to the operational state. If the interface does not transition to operational, refer
to Sectionl2:, Diagnosticsfor corrective action.

3.6 Pinging TCP/IP Ethernet interfaces on the
Network
Packet InterNet Grouper (PING) is the name of a program used on TCP/IP networks to test
reachability of destinations by sending them an ICMP echo request message and waiting
for a reply. Most nodes on TCP/IP networks, including the PACSystems Ethernet interface,
implement a pingcommand.
You shouldping each installed Ethernet interface. When the Ethernet interface responds
to the ping, it verifies that the interface is operational and configured properly.
Specifically, apingverifies that acceptable TCP/IP configuration information has been
downloaded to the interface.
For configuration details, including setting an initial IP address, refer ®ection 4,
Configuration.

3.6.1 Determining if an IP Address is Already Being Use

It is very important not to duplicate IP addres3esdetermine if another node on the
network is using the same IP address:

1. Disconnect your Ethernet interface from the LAN.

2. Ngl e

chosen IP address is already in use by anothede. Youmustcorrect this situation by

rfc bggamllcarch

assigning unique IP addresses.

glrcpd_acoq GN

Note: This method does not guarantee that an IP address is not duplicatethis method

will not detect a device that is configured with the same IP address if it is temporarily off

the network.
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3.7 Ethernet Plug-in Applications

Ethernet interface support the use of additional firmware images callethernet plugn
applications which may implement additional communication protocols. Up to three
Ethernet plug-in applications can be loaded into the Ethernet interface along with the
Ethernet firmware via the WinLoader utility. Each plugn application is identified by a
number (1-3). Once loaded, each Ethernet plugn application is stored in nonvolatile
memory where it is preserved until it is either overwritten by WinLoader to create another
Ethernet plug-in application with the same number, or it is explicitly deleted via the
pluginappStation Manager command. For more information on Station Manager
commands, see thePACSystems TCP/IP Ethernet Communications Station Manager

All Ethernet plugin applications are started during normal Ethernet poweup or restart.
During troubleshooting, the Ethernet RestartResetpushbutton may be used to startup
the Ethernet interface without the plug-in applications (refer to SectiorRestarfReset
Pushbutton Operation

The functional operation, PLC interfaces, and Station Manager support for each Ethernet
plug-in application are supplied separately from this user manual.

5 ETM00ZKxxx does not support Ethernet Plugn Applications
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Section 4:Configuration

Before you can use the Ethernet interface, you must configure it usimMELogic DeveloperPLC software.

This chapter includes configuration information for:
A RX3i/RSTEP Embeddedthernet interface

- Ethernet Configuration Data
- Initial IP Address Assignment

- Configuring the Ethernet interface Parameters
A RX3irackbased Ethernet interfaces

- Ethernet Configuration Data

- Initial IP Address Assignment

- Configuring Ethernet interface Parameers
- Configuring Ethernet Global Data
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4.1 RX3I/RSTiEP Embedded Ethernet Interfaces
4.1.1 Ethernet Configuration Data

The PACSystems PLC is configured exclusively by PEL ogic DeveloperPLC

Programmer. For the initial Programmer connection, an initial IP adelss must be

manually assigned to the Ethernet interface as described in this chapter. The PACSystems
PLC does not support autoconfiguration.

4.1.1.1 Generating/Storing/Loading the Configuration

The RX3i/RSTEP embedded Ethernet interface is configured as a suatodule of the CPE
module. The RX3iI/RSTEP Embedded Ethernet interface uses an Ethernet configuration
and an optional Advanced User Parameter (AUP) configuration. Both configurations are
generated at the Programmer to be stored on the PLC as part of thiardware
ConfigurationStore sequence. The configuration may be loaded from the PLC to the
Programmer as part of the Configuration Load sequence. The optional AUP file must be
manually generated with a text editor and then imported into the Programmer. (See
13.3.3Appendix Aor details.) Once the configuration is stored to the PLC, the CPU
maintains the Ethernet configuration data in norvolatile memory over power cycles.

The following CPE/CPU/CPLs do not support an AUP file: CPE330, CPE400, CPL410,
CPE100 or CPE115. The configurable AUP parameters for these CPUs are part of the
configuration for the embedded Ethernet interface. For the CPE330, CPE40QaDPL410,
this configuration interface is available in PME 8.60 SIM5 or later. For CPE100/CPE115,
this configuration interface is available in PME 9.50 SIM 2 or later.

4.1.1.2 Backup Configuration Data

The RX3I/RSTEP embedded Ethernet interface maintains a backup copy of the most
recent Ethernet configuration and AUP configuration in notvolatile memory. A PLC
Configuration Clear does not affect this backup Ethernet configuration data. When the
configuration was na stored from the Programmer, or the PLC configuration has been
cleared, the Ethernet interface uses its backup configuration.

4.1.1.3 Locally Edited Configuration Data

The embedded Ethernet configuration and AUP configuration cannot be locally edited via
Station Manager. All configuration changes must be performed via the Programmer.
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4.1.2

Initial IP Address Assignment

The RX3i/RSTEP embedded Ethernet interface comes from the factory with a default IP
address (192.168.0.100). This address is intended only for theitial connection to
complete the configuration and mustbe changed before connecting to the Ethernet
network. The IP address must be selected for proper operation with your network and
application. See your network administrator for the proper IP addresalue.

1. UsingPACMachine Edition software, configure theEthernet-enabled CPU in an RX3i
target (or) configure the CPE100/CPE115 in an RER target and assign a new IP
address to the embedded Ethernet interface:

2. To configure the embeddedEthernet .
interface, expand the CPU slot to display the = Bl Slot 2 (IC69SCPE310)
Ethernet interface Figurel5). &9 Ethernet

3. Right-click the Ethernet interface to display
its parameters: IP Address, Subnet Mask and
Gateway IP Address. Consult your network
administrator for the proper values for these
parameters.

Figure15: Expand CPU Slot to Displ:
Ethernet Node

Go online with the target and download the configuréion. You can use one of the
following methods for the initial connection to the CPE3xx:

Method 1: Through the embedded Ethernet port, using the factoryloaded default IP
address (192.168.0.100). To set the IP address for PME to use to connect to the RX3i,
open the target properties, set Physical Port to ETHERNET, and then enter the factory
default IP address value.

Note: The factory-loaded default IP address is valid only whettardware Configuration
has never been stored to the Controller. This value is@written with the configured
IPaddress each time thatHardware Configurationis stored to the Controller.

Method 2: Through the Ethernet connection of an ETMOGIXETMO001-Kxxx in the same
rack with a known IP address configuration.

Method 38: Through the RS232 COML1 serial porti This is a data communications
equipment (DCE) port that allows a simple straighthrough cable to connect with a
standard nine-pin AT-style RS232 port.

Method 4: CPE310: Through the R885 COM2 serial porf Use SNProgramming cable
IC690ACC901
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4.1.3

Note: CPE100CPE115 CPE302, CPE305 and CPE310 do not support the alternate
methods of setting a temporary IP address:

A Set Temporary IP Addres®ol in PME
A BOOTP
A The Station ManagertCHSOSWommand.

CPE330 suppoithe Set Temporary IRddresgool in PME TheStation ManagerCHSOSW
command is not supported.

Since the IP Addresses of the CPE4&@d CPL410nay be displayed on its OLED display,
these CPUs do nasupport the Set Temporary IP Addréssl.

To restorethe default IP Address of the CPE10DPE115 refer to Section4.1.3,
Configuring the Ethernet Interface Parametefshis document

Configuring the Ethernet Interface Parameters

To establish communications between the computer hosting PME and the CPU, consider
the following meth ods:

0

Default IP Addresses for Initial Ethernet communication with the CPU may be established
CPE302/CPE305/CPE310/CPE3| using the default IP addresses programmed at the factory:

J/CPE400/CPL410 Embedded Note: The IP subnet 192.168.180.x is reseed on the CPE400 and
Ethernet

CPL410. It is not available for configuration on any of the
ANSOg Crfcplcr nmpraq,

CPE302/CPE305/CPE310 CPE330/CPE400 CPE400

and CPE330/CPE400 LAN1 LAN2 LANT
IP Address: 192.168.0.100 10.10.0.100 N/A
Subnet Mask:  255.255.255.0 255.255.255.0 N/A
Gateway: 0.0.0.0 0.0.0.0 N/A

Default IP Addresses for RSEP | Initial Ethernet communication with the CPU may be established
CPE100/CPE115 Embedded using the default IP addresses programmed at thiactory:
Ethernet

Note: The IP subnet 192.168.180<XXis reserved on the CPE100/115.
Gr gq Imr _t_gj_"jc dmp amldges

CPE100/115 LAN1 CPE100/115 LAN2

"When the CPE400/410 Target property is configured fdinable Redundancy = Trii&AN3 will display a8 Redundancin
PME andSwitchedfor both LAN3 port withLAN 3 = Redundanfyreyed out). LAN3 will not be available to configure.
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IP Address: 192.168.0.100 0.0.0.0
Subnet Mask:  255.255.255.0 0.0.0.0
Gateway: 0.0.0.0 0.0.0.0

Connecting to CPE302/CPE305/
CPE310 Embedded Ethernet
when IPAddresses are not
known

If the IP address of the CPE302/CPE305/CPE310 embedded Etherng
interface is not known, communication may beestablished using one
of these methods to set a permanent IP address:

1 Connect to the CPE302/CPE305/CPE310 via its serial port and
assign an IP Address to the embedded Ethernet interface by
downloading aHardware Configuration

1 Connect to the CPE302/CPE306/PE310 with PME using an

IC695ETMO001 module with a known IRddress and located in the
same rack. Download a newlardware Configuratiowith the
desired IP address for the embedded Ethernet interface.

Connecting to CPE330
Embedded Ethernet when
IPAddresses are not known

If the IP addresses of the CPE330 embedded LAN1 and LAN2 Etherr
interfaces are not known, communication may be established using
one of these methods to set new IP addresses:

1 Setting a Temporary IP Address using thget Temporey IP Address

tool in PME. After setting the temporary address, connect to the
selected CPE330 LAN using PME and download a héavdware
Configurationwith the desired permanent IP addresse$.

1 Connect to the CPE330 with PME using an IC695ETMO001 modul
with a known IPaddress and located in the same rack. Download
new Hardware Configuratiomwith the desired permanent IP
addresses for the CPE330 embedded Ethernet interfaces.

Connecting to CPE40 or
CPL410 Embedded Ethernet
when IPAddresses are not
known

Use the OLED display to read the IP Address of any LAN.

Note: TheSet Temporary IP Addrassl is not available for CPE400

or CPL410.

Connecting to CPE100/CPE115
Embedded Ethernet when
IPAddresses are not known

If the IP addresses of the CPE100/CPE115 embedded LAN1 Etherneg
interfaces are not known, communication may be established using
the below method to set default IP addresses:

Power-up CPE100 with the Power pushbutton pressed andait until
the OK LED flashes twice. This forces the CPE100/CPE115 LAN1 to
reset to default IP address of 192.168.0.100.

Caution: Resetting to the default IP address using the above
procedure also erases the storetlardware Configurationlogic and
contents of the backup RAM.

8 This method is not supported in firmware 9.80 or later.
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4.1.3.1 Configuring an RX3iI/RST+EP Embedded Ethernet interface

-4 RX3i1

1. Inthe Project tab of the _
----- % Data Watch Lists

Navigator, expand the

PACSystems Target, the |:—:|_E'| Diagnostic Logic Blocks
Hardware Configurationand the ﬁ Active Blocks
main rack (Rack 0). [ Inactive Blocks

[_]Ei'iﬁ Hardware Configuration

2. Expand the CPU slot (Slot 2). The !
=-fiill Rack 0 1C695CHS012)

EmbeddedEthernet interface is

bggnj wcb _Fgué C @y Slot 0 (IC6I5PSA040)
16). e Slot 1 (Used With Slot 0)
3. Right-click the daughterboard [—:IEl Slot 2 (IC695CPE310)
gj mr _Ib af mmqgc &4 Ethernet
Parameter Editor window Slot 3 (Used With Slot 2)
displaysthe Ethernet interface B sletd(
parameters. A cleeon
4. To add the Ethernet Global Data Figure 16: Expand RX3i CPU Node to Configure
component, right-click the Embedded Ethernet interface
R_pecr, Qcjcar
_Ib rfcl TCrfcp

5. Select the desired tab, and then
click in the appropriate Values
field.
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Ethernet Parameters (Settings Tab)

To access the Settings tab for an RX3i/RSHP embedded control unit, locate the desired
unit in the Navigator pane and double click the unit icon to view its settings.

Configuration Mode: The Configuration Mode is fixed as TCP/IP.

Adapter Name:The Adapter Name is automatically generated based upon the rack/slot
location of the Ethernet interface. For example, a module in Rack 0, Slot 1 would be
bcggel _rcb _q 1.,/ 9,

IP AddressesThese values should be assigned by the person in charge of youtwak
(the network administrator). TCP/IP network administrators are familiar with these
parameters. It is important that these parameters are correct, otherwise the Ethernet
interface may be unable to communicate on the network and/or network operation mg
be corrupted. It is especially important that each node on the network is assigned a
uniquelP address.

If you have no network administrator and are using a simplsolated networkwvith no
gateways, you can use the following range of values for the assigent of local IP

addresses:
10.0.0.1 First Ethernet interface
10.0.0.2 Second Ethernet interface

10.0.0.3 Third Ethernet interface

10.0.0.255  Programmer TCP or host
Also, in this case, set the subnet mask to 255.0.0.0 and the Gateway IRl@s$s to 0.0.0.0.

Note: If the isolated network is connected to another network, the IP addresses 10.0.0.1
through 10.0.0.255 must not be used; and the subnet mask and gateway IP address must
be assigned by the network administrator. The IP addresses mum assigned so that they
are compatible with the connected network.

Network Time SyncMnr gml g _pc T Lmlcd _|I b 7T QLRN,d Qcjcar
synchronized to the network clock.

Status AddressThe Status Address is the reference memory location ftre Ethernet
interface status data. The Ethernet interface automatically maintains 16 LA interface
Status (LIS) bits in this location. The Status address can be assigned to Yalid6Q, %R,
%Al, %AQ Y%Wmemory. The default value is the next availabl®d address.

The meaning of the Channel Status portion of the Ethernet Status bits depends upon the
type of operation for each channel. For details of the status bits and their operation, refer
to Section12.6 Monitoring the Ethernet Interface Status Bits

Note: Do not use the 80 bits configured as Ethernet Status data for any other purpose or
data will be overwritten.

Note:Gd rfc Crfcplcr glrcpd_acoq €StpusAddiess Kmbc n
parameter is removed from the Settings tab. Instead, Ethernet Status references must be
defined as I/O variables on the Terminals tab.
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Length: This is the total length of the Ethernet interface status data. This is automatically
set to either 80 bhits (for%land %QStatus address locations) or 5 words (f&R, %Al, %AQ
and %WStatus address locations).

I/0 Scan SetSpecifies the 1/0 scan set to be assigned to the Ethernet interface. Scan sets

_pc bcdglcb gl r f ¢ Adr&ngegis 1@naough 32Qtkerdefault value,
isl.

Ethernet Global DataSettings tab for CPE100/CPE115/ CPE330/CPE400/CPL410 has

additional EGD configuration parameter entries. PME 8.60 SIM 5 (or later) is required for

the EGD configuration parameter enties for CPE330. The EGD parameter entries are
exclusive to the CPE100/CPE115/CPE330/CPE400/CPL410.

Rf

Note: In earlier CPU models these EGD configuration parameters were configured via AUP

files. An AUP file is not supported, nor is it needed, by the CPE3GB®E400 CPL41®r
CPE100CPE115

Startup Delay Time for Produced Exchanges (m€)orresponds to the gp_phase AUP
parameter.

Stale Consumed Exchanges:orresponds to the gnostale AUP parameter.

TTL for Unicast Message§orresponds to the gucast_ttl AUP arameter.

4.1.3.2 CPE100/CPE115/CPE330/CPE400/CPL410

Settings | Advanced EGD |

Parameters
Caonfiguration kMaode
Adapter Hame
IP Address 316233124
Subnet Magk 255,265, 252.0
Gateway P Address 3162321
Statuz Address Zloooom
Lenath
1/0 Scan Set 1

--- Ethernet Global D ata ---

Startup Delay Tine for Produced Exchanges [ms)

1]

Stale Consunied Exchanges

Send Stale Status

TTL for Unicast Mezzages

16

Figure17: CPE330/CPE400/CPL410/CPE100/CPE115/E-RMROBettings tab
CPE330/CPE400/CPL410/CPE100/CPE115 LAN1:

TTL for Multicast MessagesCorresponds to the gmcast_ttIAUP parameter.

IP Address for Multicast Group XCorresponds to the gXX_addr AUP parameters.

XX identifies group (1i 32).
CPE330/CPE400/CPL410/CPE100/CPE115 LAN2:

TTL for Multicast MessagesCorresponds to the gmcast_ttI2 AUP parameter.

IP Address for Multicast Group X:

Corresponds to the gXX_addr2 AUP parameters. XX identifies groupi(82).
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4.1.3.3 CPE330/CPE400/CPL410/CPE100/CPE115 LAN1 and LANZ2
Advanced EGD Settings

Parameters
IP Address 3.16.233.121
Subnet Maszk 205 256 2520
[ateway |P Addresz 3162321
-- Ethermet Global D ata ---
TTL far Multicast Meszages 1
IP Address for Multicast Group 1 224 0.7 1
IFP Addresz for Multicast Group 2 224072
|F Address for Multicast Group 3 224.0.7.3
IP Address for Multicast Group 4 224074
IP Address for Multicast Group 5 224075
|F Address for Multicast Group B 224076
IFP Address for Multicast Group 7 22407 ¥
IF Addresz for Multicast Group 8 224078
|P Address for Multicast Group 9 224079
IP Address For Multicast Group 10 2240710
IP Addressz for Multicast Group 11 2240711
IFP Address for Multicast Group 12 2240712
IP Address for Multicast Group 13 2240713
IP Address for Multicast Group 14 2240714
IP Address for Multicast Group 15 2240715
IFP Addressz for Multicast Group 16 224 0.7 16
IP Address for Multicast Group 17 2240717
I[P Address for Multicast Group 18 2240718
IP Address For Multicast Group 19 2240719
IP Addressz for Multicast Group 20 224 0.7.20
IP Address for Multicast Group 21 2240721
IP Address for Multicast Group 22 22407 22
|P Address for Multicast Group 23 224 0.7.23
IP Address for Multicast Group 24 224 0.7.24
IFP Addressz for Multicast Group 25 224 0.7.25
IP Address for Multicast Group 26 224.0.7.26
IP Address for Multicast Group 27 224.0.7 27
IP Address For Multicast Group 28 224 0.7.28
IP Addressz for Multicast Group 29 224 0.7.29
IP Address for Multicast Group 30 224 0.7.30
IP Address for Multicast Group 31 224.0.7. 31
|P Address for Multicast Group 32 224 0.7.32

Figure18: CPE33\dvanced Ethernet Configuien LAN1 & LAN2
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Settings Advanced EGD

Parameters

--- Ethernet Global Data --

TTL faor Multicazt Meszages 1

P Address far Multicast Group 1 224071

IP Address for Mulicast Group 2 224072

IP Address for Mulicast Group 3 224073

IF Address for Multicast Group 4 224074

IF Address for Multicast Group 5 224075

IF Address for Multicast Group 6 224076

IF Address for Multicast Group 7 224077

IP Address for Mulicast Group 8 2240748

IP Address for Mulicast Group 9 2240749

IP Address for Mulicast Group 10 2240710

IFP Address for Multicast Group 11 2240711

IP Address for Multicast Group 12 2240712

IP Address for Multicast Group 13 2240713

P Address for Multicast Group 14 2240714

IP Address for Mulicast Group 15 2240715

IP Address for Mulicast Group 16 2240716

IFP Address for Multicast Group 17 220717

IFP Addresz for Multicast Group 18 2240718

IFP Address for Multicast Group 19 2240719

P Address far Multicast Group 20 2240720

IP Address for Mulicast Group 21 2240721

IP Address for Mulicast Group 22 2240722

IFP Address for Multicast Group 23 22407 23

P Addresz for Multicast Group 24 22407 24

IP Address for Multicast Group 25 2240725

|F Address for Multicast Group 26 22407 26

IP Address for Mulicast Group 27 2240727

IP Address for Mulicast Group 28 2240728

IP Address for Mulicast Group 29 2240729

IFP Addresz for Multicast Group 30 2240730

IP Addresz for Multicast Group 31 2240731

IP Address for Multicast Group 32 2240732
Figure19: CPE100/CPE115/CPE400/CPL410 Advanced Ethernet Configuration LAN1 & LAN2
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SNTP PME configurationfor the CPE302/CPE305/CPE310/CPE330/CPE400/CPL410 CPU settings

Settings lScan ] Memu:ur_l,l] Faultz ] Scan Sets] Power Congumption | Access Eu:untru:ul] SNTF‘] Time ] EIF'ELI.-’-‘-.]

Parameters Yalues
Pazzwiords Enabled
Stop-kode |/0 Scanning Dizabled
YWatchdog Timer [msz) 200
Logic/Configuration Power-up Source Always Fak
Data Power-up Source Always Fak
Run/Stop Switch Enabled
b emory Protection Switch Dizabled
Pawer-up Mode Last
todbuz Address Space Mapping Type Dizabled
IUniverzal Senial Bus Enabled
LaM 1 Mode Etherret
LAM 2 Mode Ethernet
Metwark, Time Sync SHTP
Coordinated Univerzal Time[UTC] Falze
Day Light Savingz Time[DST] Falze

Figure20: SNTP PME configuration for the CPE302/CPE305/CPE310/CPE330/CPE400/CPL410 CPU settings

Settings] Scan ] Memu:ur_l,l] Faults ] Scan Sets] Power Consumption | Access Contral  SMTP lTime ] EIF'ELI.E‘-.]

Parameters | Yalues
SMNTP Made EMulticast/Broadcast
Puoll Interval 32
Poll Count 3
Pall Tirmeaout 2

Figure21: SNTP Multicast/Broadcast or Unicast Mode Settings

SNTP Mode: Multicast/Broadcast, Unicast

Poll IntervaP (Interval for unicast, in seconds, at which new time requests are sent to the
server):

Low Limit =16, High Limit=1024, modulus 2

Poll Count(Number of retransmissions that will be sent when no timely response is
received from the server)Low Limit =1, High Limit=100

Poll Timeout (The time, in seconds, to wait for a response from the servebow Limit =2,
High Limit=100

 Unicast must be enabled foPoll Intervaparameter to display.
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Settings] Scan ] Memu:ur_l,l] Faults ] Scan Setz | Power Eunsumptinn] Accezs Eu:untn:ul] SMTP  Time IEIF'ELI.-’-'-.]

Parameters Values
UTC Offzet -05:00 Eaztern Time [US Canadal)

Figure22: UTC Time Zone Settings

Local time zone offset with respect to UTC time. Valid range: Select the closest
appropriate time zone for your location.

4.1.34 Terminals Tab

The Terminals configuration tab Figure23) is displayed only when the Variable Mode
property of the Ethemet interface is set to True. When Variable Mode is selected, the
Ethernet Status bits are referenced as I/O variables. The I/O variables are mapped to the
Ethernet status bits via this configuration tab.

Navigator (0.2.0) Ethernet
EI "‘ RXGi 1 gl Settings  Teminals l
..... % D_ata Watch Lists Module Node Variable Address Description
E-.@ Diagnostic Logic Blocks =1~ B Status Address
ﬁ Active Blocks -@u
& Inactive Blocks ~@n
@2 Ethernet Global Data E ~ @B
= -EE Consumed Exchanges g{:
H ‘.l ConsExchl -
=] -Ef Produced Exchanges -@U
@k ProdExchl b - @
[—]Eﬂﬁ Hardware Configuration - @D
2§l Rack 0 (1C695CHS012) - @no
i fly Slot 0 IC695PSAC40) - @1
Slot 1 (Used With Slot 0) - @2
g Slot 2 IC695CPE3L0) - @13
= o
Slot 3 (Used With Slot 2) - @5
@ Slot4( - @16
. slot5Q - - @u7
4 m 3 BNk
o | 0. | BEu. FEe. [Bv.|FL. gia
Inspector a3 = - @m
Board ---gIB
Dezcription Ethernet D aughterboard - @124
AUP File Name ~@ns
- "'0126
“ariable Mod True -
aniable Mode | J -@17
Do

Figure23: Terminals Tab Settings iRPACMachine Edition

The use of I/O variables allows you to configure the Ethernet interface without having to
specify the reference addresses to use for the status information. Instead, you can difgct
associate variable names with the status bits. For more information, refer to the section
on I/O Variabletn the PACSystems RX7i, RX3i and-BBTCPU Reference ManG#k2222.
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4.1.3.5 Configuring Embedded Ethernet for Ethernet Global Data

(EGD)

This sectiondescribes how to configure the parameters of an RX3i embedded
PACSystems Ethernet interface. See also SectibR2.4, Configuring Ethernet Global Data

for more information.

In the event the CPU will be used to produce or consume Ethernet Global Data (EGD),

right click on the device icon and, usia

rfc T ?bb AmBowmlistcselectd b p mn

i Crfcplcr Ejm _jFigBe2d. *0 _q qfmul gl

i E—- | [l =ethngs |
E* % ; Add Compeonent [ Ethernet Global Data
EI_E I Add All Components Muoticn
i Remove Component 3 PACMotion
[—jiﬂ“; Rename B2 VersaSafe
E:'E Delete Del tevaay |P Address

Set as Active Target
! Update Security

Validate F7
Download to Controller... F&

Upload from Controller...

Download and Start Fa

twork, Time Sync

stus Addiess

gth

Scan Set

Figure24: Adding Ethernet Global @ta (EGD) to the Configuration

Once the EGD component has been added, it is possible to define the EGD data to be
produced (Figure25) and the EGD dat#o be consumed Eigure26) by the embedded
Ethernet interface, per the following screenshots.
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Mavigator rx /m]
"B ProdExchl
83 Data Watch Lists B Add | Insert | Delete | Length (Bytes): 0
_# Diagnostic Logic Blocks
ﬁ Active Blocks L Offset (Byte Bit)| Variable Ref Address lgnore | Length | Type |Description
U3} Inactive Blocks | status 100097 Faise 16/BIT

=-HE Ethernet Global Data
E| EE Consumed Exchanges B
@k ConsExchl
EEE Produced Exchanges

@k ProdExchl
=-fifi Hardware Configuration
E1-iiil Rack 0 (IC695CHS012)

- Hly Slot0 (ICB95PSA040)

Slot 1 (Used With Slot 0)
o8 Slot 2 (IC695CPEIL0)

. Ethernet @
q | T | v
o |- u Bw @Ee. [Bv. @]
Inspector o o=
Produced Exchange
Name ProdE xchi
Exchange ID 1
Adapter Name 020
Destination Type Unicast
Destination 1010004
Produced Period 200
Reply Rate 1]
Send Type Always
Run Mode Store Enabled | False

Figure25: Defining EGCProduced Data Exchange

Navigator o 8 ConsExchl
.|
G- RX3I1 o "B ConsExchl
=) Data Watch Lists B Add | Insert | Delete | Length [Bytes]: 0
El-.# Diagnostic Logic Blocks
B Active Blocks = | |[offset Byte.BR) | Varizble Ref Address  |Ignore  |Length |Type |Description
@ Inactive Blocks Status 100081 False 18|BiT

£-BlE Ethemnet Global Data
ElEE Consumed Exchanges Time Stamp NOT USED False
-l ConsExchl
EEE Produced Exchanges
i@k ProdExchl
=1-§ilfi Hardware Configuration
E|§|'|T| Rack 0 1C635CHS012)
" fly Slot 0 (ICE95PSAD40)
Slot 1 (Used With Slot 0)
g Slot 2 (ICBI5CPE3L0)
| @ Ethernet 2
< m ] »

Ro. | U | Bw. @Ee. [Bv. 7L |

BYTE

=

Inspector q o=
Consumed Exchange
MName ConsExchi
Producer D 1010014
Group ID 1]
Exchange 1D 1
Adapter Mame 020
Cansumed Period 200
Update Timeout a
Run Mods Store Enabled | False

Figure26: Defining EGD Consumed Data Exchange
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The parameters to be entered and their relevance is discussed in the sections entitled
Configuring an Ethernet Global Data Exchange for a Prothage 76) and

Configuring an Ethernet Global Data Exchange foomsumer(page 78).

See alscEthernet GlobalData Section 5:for more information.

Produced exchanges(Mulga _qr _ I b @pm_ba_qr amldgespcb dn
Ethernet interface will have the additional parameteNetwork IDthat allows the user to
select LAN1 or LAN2. (Refer to the following figures.)

The Network ID parameter is only visible on producedulticast and Broadcast
exchanges.

Navigator B ox

A

InfoViewer | (0.20) Ethernet |

» To configure multicasts, that is, to send a produced

= @ Diagnostic Logic Blocks “|| exchange to multiple consumers:
E| Active Blocks

[ Inactive Blocks

1. In the B Project tab of the = Mavigator, ® expand a GE

m

IZ—IIE-L'-’ Ethernet Global Data R IP Controller # target's B2 Ethernet Global Data folder.
o] EE Consumed Exchanges
EEE Produced Exchanges 2. Expand the E—EE Produced Exchanges, right-click the g
.. ProdExchl Produced Exchange to send to multiple consumers, and
choose Properties.
e-fjifi Hardware Configuration The Inspector displays the exchange's properties.
Eilm Rack 0 (IC695CHS012) 3. Set the Destination Type property as follows:
-y Slot0 (IC695PSA040) >

® For a PACSystems RX7i or RX3i target, select
Multicast.

1| [ +

4% ; = ]
1 Manager | {8 Project \' S ® For any other EGD-supporting target, select Group

Inspector B ox ID.
N — 4. Set the Destination property to a value ranging from 1
through 32.
M ame ProdExchi
Exchange ID 1 5. Inthe B Project tab of the = Navigator, ® expand a GE
IP Controller target's g Ethernet Global Data folder.
Adapter Hame nz2o
T Multicast 6. Expand the B Consumed !Exchanges and select a B
Consumed Exchange that is to belong to the group.
Destination 1
=] i ! ies.
EN—T—— o The Inspector displays the exchange's properties
Rreply Rate 0 7. Set the Group ID property to the same value as the
Destination property of the produced exchange.
Send Type Always .
8. Repeat steps 5 through 7 for each consumer that is to
Rur Mode Store Enabl | False belong to the group.
Netwark D [Lan 1 |
— |l =

Figure27: Configuring Multicast & Broadcast EGD on LAN1
LAN1 will display a Network ID of 0.
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Navigator

1 x Companion |

El

=il Rac
&,

4 I

@ Inactive Blocks
@2 Ethernet Global Data
EEE Consumed Exchanges

[-]E“'ﬁ Hardware Configuration

this property when performing a Run Mode Store (RMS), set the state of the Run Mode Store Enabled
property fo True.

Destination Type
The Destination Types available for selection depend on the EGD module.

m

= Unicast, Alias, IP Address, or Name: Exchange is sent to a single destination

EEE Produced Exchanges address.
i@ ProdBxchl ) . . -
.. ProdExch2 = Multicast or Group ID: Exchange is sent to a specific group of destination addresses.

Maximum number of groups: 32, numbered uniquely from 1 through 32.

k0 (ICR95CHS012) = Broadcast or Broadcast IP: (Read-only.) Exchange is sent to all EGD consumers on
Slot 0 (IC695PSA04D) the network. Value set to 255.255.255.255.

slot1 (Used With Slot0) | yite: (For PACSystems RXTi and RX3i Controllers, firmware version 5.50 or Iater ) To changs the valus of
3 this property when performing a Run Mode Store (RMS), set the state of the Run Mode Store Enabled

I\ Manager | 8 Project | [l « » » =

property to True.
Destination

Inspector 2 % Depends on the setting in the Destination Type parameter:
lcdicedlE ey ® For Unicast or IP Address, enter the IP address of the destination device in dotted

Name ProdExchl decimal format (x.x.x.x).

Exchange D 1 = For Multicast or Group ID, enter the Group ID. Valid range: 1 through 32.

fadopoian bl = For Broadcast or Broadcast IP, the value is read-only and set to 255.255.255.255.

Destination Type Broadcast

Destination 5, 755, 95F 755 = For Alias, enter the character string that represents a remote Ethernet controller.

Produced Period 200 = For Name, enter the consumer’'s symbolic name. Enter an ASCII string of up to 31
characters. This name must be either an Alias that was configured in the Name

Reply Rate 0 Resolution and Routing Table dialog box, or a name that the network adapter will

Send Type Blwaps resolve into the required IP Address using available name resolution protocols.

Run Mode Store Enabl| False Note: (For PACSystems RX7i and RX3i Controllers, firmware version 5.50 or later.) To change the value of

Network ID e j this property when performing a Run Mode Store (RIMS), set the state of the Run Mode Store Enabled

4.2

property to True.

Figure 28: Configuring Multicast & Broadcast EGD on LAN2
LAN2 willdisplay a Network ID of 1.

RX3i RackBased Ethernet Interface Modules

The configuration process for the RX3i rackased Ethernet interface modules include:

Assigning a temporary IP address for initial network operation, such as connecting the
programmer to download the Hardware Configuration

A Configuring the characteristics of the Ethernet interface.

A Configuring Ethernet Global Data (if used).

A (Optional, not required for most systems) Setting up the RS232 port for Local
Station Manager operation. Thisg part of the basic Ethernet interface
configuration.

A (Optional, not required for most systems.) PME provides default values for the

CRK. ./ 0q qcpg_j nmpr* wufgaf wugjj ¢
the ETMOOX vv v oq dpml r eavalitl i®gddrasgthajdoes wobcendlict

ugrf rfc k_gl Crfcplcr glrcpd_acoqg GN
A (Optional, not required for most systems.) Both Ethernet interface modules have

advanced parameters that can be configured. The Advanced User Parameters

(AUP) valus should only be changed in exceptional circumstances by experienced

users. The AUP definitions and configuration are describedi8.3.3Appendix A:

The ETM001Jx can generate a separate ASCII parameter file (AUP file) to be stored

tothe PLC. The ETMOBL vvv 0 q ?SN a_| "Hardwareb r c b
Configuration If ETM0O01Kxxx is being used as a dreip replacement in the rack,
the ETMOOXKxxx willadopt AUPs from a stored AUP file from the original
configuration when using an original ETM001 PME configuratio(Note: some
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AUP parameters are no longer available. Please refer to Sect3d8, AUP Support
by Ethernet Interface

A (Optional) Setting up the PLC for Modbus/TCP Server operation. Sgection 9:for
information about configuring Modbus/TCP Server operation.

This chapter discusses only the configuration of the PACSystems Ethernet interface.
Information about overall system configuratbn is available in other PACSystems
documentation and in the Logic Developer online help.

4.2.1 Ethernet Configuration Data

The PACSystems PLC is configured exclusively by MEPLC Logic DevelopePLC
programmer. The Progammer can be connected over the Etharet network. For initial
programmer connection, an initial IP address must be manually assigned to the Ethernet
interface as described next in this chapter. The PACSystems PLC does not support-auto
configuration.

4.2.1.1 Generating/Storing/Loading the Configuratio n

The PACSystems Ethernet interfaces use several types of configuration data: Ethernet
Configuration, optional Ethernet Global Data Configuration, and optional Advanced User
Parameter (AUP) Configuration. These configuration parameters are generated at the
programmer, stored from the programmer to the PLC CPU as part of ti#ardware
ConfigurationStore sequence and may be loaded from the PLC CPU into the programmer
as part of the Configuration Load sequence. The optional AUP file must be manually
generated with a text editor and then imported into the Programmer. The Programmer
then stores any AUP files to the PLC within the Configuration Store operation. Once
stored to the PLC, the PACSystems main CPU maintains the configuration data over
power cycles.

4.2.1.2 Backup Configuration Data

The PACSystems Ethernet interface saves a backup copy of the most recent Ethernet
Configuration and AUP Configuration in nofvolatile memory for use when the PLC is
cleared. (Ethernet Global Data configuration is maintained only in hPLC CPU.) The
PACSystems Ethernet interfaces maintain the backup configuration data in nonvolatile
memory without battery power. (A PLC Configuration Clear does not affect the backup
configuration data in the Ethernet interface.)

When the PLC configurabn was not stored from the programmer, the Ethernet interface
uses its backup configuration data if valid. If that data is invalid or has never been
configured, factory default configuration values are used.

4.2.1.3 Locally Edited Configuration Data

If implementing anETMO00L1JxEthernet modulethe CHSOSVeind CHPARMtation
Manager commands can be used to locally edit Ethernet configuration or AUP
configuration data, if the PLC configuration was not stored from the programmeiThese
Station Manager commands are no#ctive if the PLC configuration has been stored from
the programmer.
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4.2.2

4221

Locally edited configuration changes cannot be retrieved into the PLC and loaded to the
programmer. Locally edited configuration changes are always overwritten when a PLC
configuration is stored into the PLC from the programmer.

Initial IP Address Assignment

Each PACSystems Ethernet interface comes from the factory with a default IP address
(0.0.0.0). Since the default address is not valid on any Ethernet network, an initial IP
address nust be assigned for initial network operation, such as connecting the
programmer to download the first Hardware ConfigurationThe initial IP address must be
selected for proper operation with your network and application. See your network
administrator for the proper initial IP address value.

An IP address can be set up using the following methods:

Method 1: On an ETMO001, theSet Temporary IP Addregsity within PME can be used to
set a setting to connect PME and store the permanent network settings to the module.

Method 2: If using an ETM001 or ETMOBKXxxx, the IP address can be configured in
Hardware Configuratioand store the configuration ove a serial connection.

Method 3: If the ETM0O0L Ethernet interface module has the factory default IP Address
0.0.0.0, a temporary IP address can be set using BOOTP over the Ethernet network (if a
BOOTP server is present).

Method 4: If usingan ETMO001, annitial IP address can be set via tteHSOSWommand
from a local serially connected Station Manager terminal. For more information, see the
PACSystems TCP/IP Ethernet Communications Station Manager User GRKA2R5.

Method 5: If a serial connection hirough a Station Manager port is not available (for
example, the IC695ETMO004Kxxx), the user can assign an IP address by connecting to the
CPU and storing &lardware Configuratioto assign the IP settings.

Method 6: On an ETM003Kxxx, the reset button ca be used to enterP Setup Modand a
new configuration can be downloaded to configure the permanent network settings to
the module.

Assigning a Temporary IP Address Using the Programming
Software

To initiate Ethernet communications with the programmer, yu first need to set up a
temporary IP address. After the Programmer is connected, the actual IP address for the
Ethernet interface (as set up in thélardware Configurationshould be downloaded to the
PLC. The temporary IP address remains in effect utitié Ethernet interface is restarted,
power cycled or until theHardware Configuratiors downloaded or cleared.

A To use the Set Temporary IP Address utility, the PLC CPU must not be in RUN
mode. IP address assignment over the network will not be processedtil the CPU
is stopped and is not scanning outputs.

A The current user logged on to the PC running the Set Temporary IP Address utility
must have full administrator privileges.

A The Set Temporary IP Address utility can be used if communications with the
networked PACSystems target travel across network switches and hubs. It does
not work if communications travel through a router.
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A The target must be located on the same subetwork (subnet) as the computer
running the Set Temporary IP Address utility. The suietwork is specified by the
amknsrcpoq gs |l cr k_qi _I'b rfc GN _bbpcgqcg
PACSystems Ethernet interface.

To set the IP address, you need the MAC addredghe Ethernet interface. The MAC
address is located on a label on the module, as shownSection 2: Connect the
PACSystems Ethernet interface tthe Ethernet network.

In the Project tab of the Navigator, rightclick the PACSystems

target. Choose Offline Commands, then Set Temporary IP Address. ' This utiity is designed to set the IP address of the target

. fi i iod. The IP addn il reset aft,
The Set Temporary IP Addrestialog box appears. bt el Plasas ramenber to dounioad e e

hardware configuration immediately after using this tool.

1. Inthe Set Temporary IP Address dialog box, do the following: ~ MAC Address
Enter 12-digit MAC address using
~ hexadecimal notation (six 2-digit pairs).

I Specify the MAC address of the Ethernet interface.

P T

I Inthe IP Address to Set box, specify the temporary IP  IP Address to Set |
address you want to assign to the Ethernet interface. Sl i) =

o . 0.0 .0 Hebl

—_

If the computer has multiple Ethernet network interfaces,

select the Enable Network interface Selection check box anc | Net#etk Inieifece Selection

. . . If your computer has multiple network.
specify the network interface on which the PACSystems interfaces, you may pick the one to use.
Ethernet interface being set up is located. I™ Enable interface selection

2. When the fields are properly configured, click the SéP button.

The Set Temporary IP Address utlll_ty verifies that the specified IPFigure29: Setting Temporary IP Addres
address is not already in use, then it sets the target Ethernet

interface to the specified IP address. Finally, the utility verifies that the target Ethernet interface
respondsat the selected IP address. Any error or successful completion is reported. These operations
may take up to a minute

CAUTION

The temporary IP address set by the Set Temporary IP Address utility is not retained
through a power cycle. To set a permanent IRddress, you must set configure the target's
IP Address and download thélardware Configuratioto the PACSystems target.

The Set Temporary IP Address utility can assign a temporary IP address even if the target
Ethernet interface has previously been corgured to a nondefault IP address. (This
includes overriding an IP address previously configured by the programmer.)

Use this IP Address assignment mechanism with care.
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4.2.2.2

4.2.2.3

Assigning a Temporary IP Address Using BOOTR®

To use BOOTP, thbse Bootkor IP Addressonfiguration option must be TRUE, and the IP
Address, Subnet Mask and Gateway IP Address must be set to 0.0.0.0.

When the PACSystems Ethernet interface receives the default IP address (0.0.0.0), either
from Hardware Configuratioor from internal backup configuration, it attempts to obtain

a temporary IP address from a BOOTP server on the Ethernet network, since the Ethernet
interface acts as a BOOTP client. The Ethernet interface issues a BOOT Request to the
network. If a BOOTP server oiné network recognizes the Ethernet interface, that server
will return a BOOT Reply containing an IP address (and optionally a subnet mask and
gateway IP address) to the requesting Ethernet interface.

Typically, the BOOTP server must be manually configuredth the MAC address and IP
address (and possibly other information such as subnet mask and gateway) for each
supported client device. Each supported client must be identified by its globally unique
K?A _bbpcqq, Rf c Cr fcpl crcifigdlonits MAC Addredsgabkl? A
as described irSection 2; Installation.

The BOOTP server must not be separated from the PACSystems Ethernet iatafby a
router. BOOTP uses broadcast messages, which typically do not pass through routers.
Consult your network administrator for more details.

CAUTION

The temporary IP address set by BOOTP is not retained through a power cycle. To set a

bbp

permanentiPAd pcgq* wms ksqgqr amldgespc rfc Crfcplecr

programmer and download theHardware Configuratioto the PLC.

Redundancy systems using should explicitly configure both the direct IP address and the
Redundant IP address. Foedundancy operation, do not set up the direct IP address
viaBOOTP.

Assigning a Temporary IP Address Using Telnet

Rfc rcknmp_pw GN _bbpcagqg _qqgelSetdémporaryd® d mpkcb
Addressutility can be performed manually fromacomputedb q BMQ amkk | b ugl bm

the programming software is not available. This method uses an attempted Telnet
connection to transfer the IP address, even though the PACSystems target Ethernet
interface does not support normal Telnet operation.

0BOOTP cannot be used to specify an IP Address on the IC695ETMOR4X.
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CAUTION

The Tdnet method can assign a temporary IP address whether or not the Ethernet
interface already has in IP address, even if the Ethernet interface has been previously
configured to a nondefault IP address. (This includes overriding an IP address previously
configured by the programming software.)

Use this IP Address assignment mechanism with care.

To temporarily set the IP address over the network, the PLC CPU must not be running. IP
address assignment over the network will not be processed until the CPU ispgbed and
is not scanning outputs.

1. M r gl rfc Crfcplcr glrcpd_acog K?A _bbpcqq
Section 2:

2. On the computer, open a standard DOS command window. Associate the desired IP
address for the Ethernet interface with the MAC address of the Ethernet interface
using the following method. In the DOS command window, enter:

> ARP Zs ip_address mac_address

for ip_addres®nter the IP address being assigned to the Ethernet interface, and for
mac_addresenter the MAC address of the Ethernet interface.

Issue a Telnet command to the IP addresp (address being assigned to the Ethernet
interface via the followingcommand:

> telnet ip_address 1

(This command is always sent to port 1.) This Telnet command will fail, but the IP address
provided with the Telnet command will be passed to the Ethernet interface and will be
temporarily activated.

The IP address assigml over the network remains in effect until the Ethernet interface is
restarted, power-cycled or until the configuration is downloaded or cleared. Once
connected, the intended IP address should be permanently downloaded to the Ethernet
interface via theHardware Configuratiomata.

4.2.2.4 Assigning a Temporary IP AddressUsing the Reset Button

The ETM001Kxxx Ethernet module supportsetting a temporary IP address through aitP
Setup ModeThis mode is designed to temporarily specify the IP address of the ETM001
Kxxx. The utility is most useful during the initial configuration of an RX3i system with no
serial port.
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To enable the temporary IP address, begin by entering Setup Moden the module by
presdng and holding the reset button for at leastfive secondwhile the CPU is in STOP
mode. Upon releaseof the reset button, the Ethernet module will enterlP Setup Modand
a light pattern will appear on the network speed LEDs (10/100/1@).

ufgjc gl rfgg kmbc* rfc dpmlr n_1Icj nmpr oq aml

A IP Address: 10.10.0.100
A Subnet Mask: 255.255.255.0
A Gateway IP Address: 0.0.0.0

Rfc "mrrmk nmprgd amldgesp_r gml ugij j “c8

A IP Address: 192.168.0.100
A Subnet Mask: 255.255.255.0
A Gateway IP Addess: 0.0.0.0

IP Setup Modeas a timeout of 15 minutes. To exitP Setup Modéhe reset button may be
pressed again, or the module can be safely removed and reinstalledf.run mode is
entered while in IP Setup Mode, the IP Setup mode will be automadity exited and a
there will be a subsecond delay before communications are available.

Once the module is inP Setup Modghe PME connectionP Address of the specified
targetmustbeqcr rm Crfcplcr kmbsjcoq rcdlettthp _pw qgcrr
target in the Hardware Configuratioand navigate to theTargettab in the top ribbon

menu. SelectDownloadto download the hardware configuration while in the temporary

mode.

After entering the IP Setup Modehe following opportunities are available:

A Setting a permanent IP address on the dedceating anHWCfor a RX3i, the
r_pecr 0q GN etththepdesied peamarent IPAddeess and the HWC
can be downloaded to the device.

A Acquiring the current permanent IP addrégse HWCcanbe uploaded to obtain its
real IP addreséif it had been previously configured) which can then be used for
further development.

NOTE:There is &00 ms communication delay after the ETM00Kxxx has enteredP
Setup Mode
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4.2.3 Configuring Ethernet Interface Parameters
This section describes ha to configure the parameters of a raclbased PACSystems
Ethernet interface.
4.2.3.1 Configuring a Rack-based Ethernet Interface Module in PAC

Machine Edition

|_:_|§|'|ﬁ Hardware Configuration *

Navigator, expand the =il Rack 0 (1C695CHS012) *
PACSystems Target, the -3l Slet 0 (IC635PSA040)
Hardware Configurationand the | J Slot 1 (Used With Slot 0)
main rack (Rack 0). w3 Slot 2 (IC695CPE3A0)
----- l Slot 3 (Used With Slot 2)

1. Inthe Project tab of the

2. Right-click an empty slot and

choose Add Module The Module
Catalog opens.

3. Click the Communications tab,
select the IC69ETMO00XJxor
IC695ETMO001Kxxx module and
click OK The Ethernet module is
placed in the rack and its
parameters are dsplayed in the
Parameter Editor window.

% Slot 4 (ICEISETMO0T - Koo

Figure30:

-l Slot 5 (IC695ETMO01) *

Install ETM00ZXJxModule in Rack/Slot &
Expand to Configure

4. To add the Ethernet Global Data component, rightlick the target element. Select
AddComponentand then Ethernet Global DataSelect the desired tab, then click in

the appropriate Values field.

5. To edit parameters of a module that is already configured ithe rack, rightclick
the slot containing the module and chooseConfigure.
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Ethernet Parameters for Ethernet Modules in PACMachine Edition

To access the Ethernet parameters for your device, locate your device in the Navigator
pane and double click itsdon to reveal its Settings tabThe following table documents
which parameters are available for each Ethernet modutgpe:

| IC695ETMO0LIX | IC695ETMOO01KxXXX

Ethernet Parameters

Configuration Mode X

Adapter Name X

BOOTP for IP Address

IPAddresses

Subnet Mask

Gateway IP Addresses

Name Server IP Addresses

Max Web Server Connections

Max FTP Server Connections

XX XXX XXX | X[ X

Network Sync Type

UTC Offset

Day Light Savings Time (DST)

Status Address

Length'!

Redundant IP

XXX [ X
XXX XXX | X

/O Scan Set

SNTP

CPU TOD Clock Sync

SNTP Mode (Unicast/Multicast/Broadcast)

Primary IP Address

Secondary IP Address

Poll Interval

Poll Count

XXX X[ XX [X

Poll Timeout

RS232 Port (Station Manager)

Baud Rate

Parity

Flow Control

XX | XX

Stop Bits

Terminals Tab

Variable Mode |

X
x

Ethernet Global Data

Startup Delay Time for Produced Exchanges (ms)

Stale Consimed Exchanges

TTL for Unicast Messages

TTL for Multicast Messages

XXX XX

IP Address for for Multicast Group-B2

LAN1

1 This parameter is not configurable for either Ethernet module.
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IP Address

Subnet Mask

Gateway IP Address

Ethernet Speed for Port 1

Ethernet Speed for Port 2

XX | X[ X]|X

Front Panel

IP Address

Subnet Mask

x| X

Gateway IP Address X

Time

UTC Offset

Configuration Mode: The configuration mode value is fixed as TCP/IP.

Adapter Name:The adapter name is automatically generated based upon the rack/slot
location of the Ethernet interface. For example, if the module is in Rack 0, Slot 1, the
~b_nrcp | _kc umsjb ~c T.,/0

Use BOOTP for IP AddresEhis selection specifies whether the Etheet must obtain its

umpigle GN _bbpcqgqg mtcp rfc | crumpi tg_ @MMRN,

Address value must be configured by the IP Address parameter on the same screen. When

gcr rm T Rpsc*d rfc GN ?bbpc hegomesnpneditable.c p g q

Note: The IP Address, Subnet Mask and Gateway IP Address must all be set to 0.0.0.0 to
use BOOTP to obtain the IP address.

IP AddressesThese values should be assigned by the person in charge of your network
(the network administrator). TCP/IP network administrators are familiar with these
parameters. It is important that these parameters are correct, or the Ethernet interface
may be unable to communicate on the network and/or network operations may be
corrupted. It is especially inportant that each node on the network is assigned aniquelP
address.

If you have no network administrator and are using a simplsolated networkvith no
gateways, you can use the following range of values for the assignment of local IP
addresses:

10.0.0.1 First Ethernet interface
10.0.0.2 Second Ethernet interface
10.0.0.3 Third Ethernet interface

10.0.0.255 Programmer TCP or host

Also, in this case, set the subnet mask to 255.0.0.0 and the gateway IP
address to 0.0.0.0.

Note: If the isolated network is connected to another network, the IP addresses 10.0.0.1
through 10.0.0.255 must not be used and the subnet mask, and gateway IP address must
be assigned by the network administrator. The IP addresses must be assigned so that they
are compatible with the connected network.
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Subnet Mask:Contact your network administrator for the value to assign. Both
subnetting and supernetting are supported. For an isolated network with no gateways,
use the default value: 0.0.0.0. To learn moretmut subnet mask usage, read Section
13.3.1, Subnet Addressing and Subnet kkas

Gateway IP AddressContact your network administrator for the value to assign. Both
subnetting and supernetting are supported. For an isolated network with no gateways,
use the default value: 0.0.0.0. To learn morabout Gatewaysn Section13.2.

Name Server IP Addresghis parameter must be set to 0.0.0.0

Max Web Server ConnectiongAvailable only when the Ethernet interface supports web
server operation.) The maximum number of web server connections. This value
corresponds to the number of TCRonnections allocated for use by the web server, rather
than the number of web clients. Valid range is 0 through 16. Default is two.

Max FTP Server Connectionghis value corresponds to the number of TCP connections
allocated for use by the FTP server,ther than the number of FTP clients. Each FTP client
uses two TCP connections when an FTP connection is established. Valid range is zero
through 16. Default is two.

Note: The sum of Max Web Server Connections and Max FTP Server Connections must
not exceed16 total connections.

Network Time SyncSelects the method used to synchronize the redime clocks over the
network. The choices are:

A None (for no network time synchronization)
A SNTP (for synchronization to remote SNTP servers on the network)

If None isselected, the time stamp value for a consumed EGD exchange is obtained from
the local clock of the producing Controller or PLC. Time stamps of exchanges produced by
a PLC with this setting are not synchronized with the time stamps of exchanges produced
by other PLCs.

Refer to Section7.4, TimeStamping of Ethernet Global Data Exchand@smore
information.

Status AddressThe Status Address is the reference memory location for the Ethernet
interface status data. The Ethernet interface will automatically maintain 16 LAN Interface
Status (LIS) b# in this location and 64 Channel Status bits in this location for a total of
80 bits.

The Status address can be assigned to valid, %Q, %R, %Al, WAQNmMemory.

The default value is the next available %l address. Ssetion 12:Diagnostics for
definitions of the LAN interface Status (LIS) portion of the Ethernet Status data.

The definition of the Channel Status depends on the type of operation for each channel.

For details of he status bits and their operation, refeto 12.6, Monitoring the Ethernet
Interface Status Bits

Note: Do not use the 80 bits configured as Ethernet Status data for other purposes or
data will be overwritten.

Note: If the Ethernetinr cpd _aco0oq T_pg_ jc¢c Kmbc npmncprw ggq
parameter is removed from the Setings tab. Instead, Ethernet Status references must be

defined as 1/O variables on the Terminals tab (ssection Terminals Tap The Terminals

tab will become available after the Variable Mode property is set to true.
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Length: The Length parameter is thedtal length of the Ethernet interface status data.
The value is automatically set to either 80 bits (fd¥oland %QStatus address locations) or
5 words (for%R, %Al, %AQd %WStatus address locations).

Redundant IP:The Redundant IP option selects whether Redundant IP operation is
Enabledr Disabled When this parameter is set tienabledthe Redundant IP address must
be entered via the Redundant IP Address parameter. The default value is False.

Redundant IP AddressRedundant IP Address is an optional IP Address that will be shared
with another device on the network in a Redundant System. Both devices must use the
same subnet mask. This parameter is available only when the Redundant IP parameter is
set to Enabled This address defaults to 0.0.0.0, which is not a valid IP address; a valid
Redundant IP address must be explicitly configured. S&ection 1; Introduction, for more
information about Ethernet redundancy. This IP address is assigned in addition to the
bctgacdog npgk_pw GN _bbpcqggqg,

I/0 Scan SetThel/O Scan Set parameter specifies the I/O scan set to be assigned to the
Crfcplcr glrcpd_ac, Qa _ | gcrqgq _pc bcdglcb gl
through 32; the default value isone.

Note: The Ethernet interface delivers its Ethernett&us (including Channel Status bits)
during its input scan. Each channels data transfer updates the Channels Status bits, so

channels performance may be reduced if the Ethernet interface is configured to use an
1/0 Scan Set than runs more slowly than theLC logic sweep.

If the Ethernet interface is configured to use an inactive 1/0 Scan Set, the Channels Status
bits will not be transferred and channel operations will not complete.

4.2.3.2 RS232 Port (Station Manager) Tab

These parameters are for the R332 Station Manager serial port. The following defaults
should be used for most applications.

Baud RateData rate (bits per second) for the port. Choices are 1202400, 4800, 9600,
19.2k, 38.4k, 57.6k, 115.2k The default value is 9600.

Parity: Type of parity tobe used for the port. Choices are None, Even, or Odd; the default
value is None.

Flow Control: Type of flow control to be used for the port. Choices are None or Hardware.
(The Hardware flow control is RTS/CTS crossetihe default value is None.

Stop Bits:The number of stop bits for serial communication. Choices are One or Two; the
default value is One.
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4.2.3.3 Terminals Tab

Rfc Rcpkgl _jg r_" gq bggnj _wcb mljw ufcl rfec
is set toTrue.

Select View from the primary menu bar and check the checkbox next to Inspector to
enable to the Inspector pane. With the device selected, the Variable Mode value can be
configured.

When Variable Mode is enabled, the Ethernet Status bits are referecas I/O variables
that are mapped to the Ethernet status bits on this configuration tab.

The use of I/O variables allows you to configure the Ethernet interface without having to
specify the reference addresses to use for the status information. Insteaghu can directly
associate variable names with the status bits. For more information, refer to the section
on I/O Variablegn the PACSystems RX7i, RX3i and-BEBTCPU Reference ManGtk2222.

4.2.3.4 Time Tab

Coordinated Universal Time (UTC) and Day Light\#gs Time (DST) configuration
settings. Set the UTC offset and DST start/end times here.

UTC OffsetiLocal time zone offset with respect to UTC time. Valid range: Select the
closest appropriate time zonefor your location. Default: [UTG5] Eastern Standed Time.

DST Offset The offset between DST and standard time in hours and minutes. Minutes are
limited to the values 0, 15, 30, 45. Defaultzero.

DST Start/End MonthThe month when DST starts or ends. Valid range: January to
December. Default: January.

DST Start/End DayThe day when DST starts or ends. Valid range: Sunday to Saturday.
Default Sunday.

DST Start/End WeekThe week of the month when DST starts or ends. Valid range: 1 to 5.
DST Start/End TimeValid range: 0.00 to 23:59. Default: zero.

DST Ref Zonelndicates the time zone of reference for the DST Start and End times. Start
and End times may be relative to either UTC or Local time. Choices: UTC, Local Time.
Default: UTC.

4.2.3.5 SNTP Tab

CPU TOD Clock Syn&pecifieswhether the Ethernet module should sync with the TOD
ajmai ml rfc amlr pBEnahjledpDisgbled NS, Af mgacq _pc

SNTP ModeThe time stamp value for a consumed EGD exchange is obtained from a
central clock, located on a usesupplied SNTP time serverrothe network. All controllers
with this setting (SNTP) have synchronized exchange time stamps. Synchronized time
stamps enable you to compare groups of data to determine the order in which they were
produced or to determine which contain the most currentvalues. Choices ar&nicastor
Multicast

Primary IP Address(Only available inunicastmode.) The primary address identifies hosts
on a single network link. The primary address should specific the primary server. Use of
BOOTPmust be set to True for IP@dress of 0.0.0.0
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4.2.3.6

4.2.3.7

4.2.3.8

Secondary IP AddresgOnly available irunicastmode.) If the primary server is down, the
secondary address can be polled.

Poll Interval (Interval for unicast, in seconds, at which new time requests are sent to the
server): Low Limit =8, High Limit=1024, modulus 2

Poll Count (Number of retransmissions that will be sent when no timely response is
received from the serve): Low Limit =1, High Limit=100

Poll Timeout Poll Timeout(The time, in seconds, to wait for a response from the sea):
Low Limit =2, High Limit=100

Ethernet Global Data Section

Startup Delay Time for Produced Exchanges (mStartup delay time, for successive
produced exchanges. VBd range: zero through 65535. Default is zero.

Stale Consumed Exchangesndicates how to handle stale consumed exchanges. Choices
are Send Stale Status Do Not Send Stale StatuBefault value:Send Stale Status

TTL for Unicast MessagegPtime-to-live for unicast messages. Valid range: 0 through
255. Default is 16.

LAN1 Tab (ETMO001-Kxxx Only)

IP Address Should be assigned by the network administrator. Both subnetting and
supernetting are supported. If you have no network administrator and a simple, isolated
network with no gateways, assign a unique value to IP Addresdfie format 3.0.0.x
(where x ranges from 1 to 255).

Subnet Mask:Contact your network administrator for the value to assign. Both
subnetting and supernetting are supported. For an isolated network with no gateways,
use the default value.

Gateway IP addressContact your network administrator for the value to assign. For an
isolated network with no gateways, use the default value.

Ethernet Speed for Port 1The Ethernet ports on bottom of module can have their traffic
speed limited. Choices arduto-detect, 10 Mbpsor 100 Mbps.

Ethernet Speed for Port 2The Ethernet ports on bottom of module can have their traffic
speed limited. Choices aréuto-detect, 10 Mbpsor 100 Mbps.

Front Panel Tab (ETMOOXKxxx Only)

IP Address Should be assigned by the network administrator. Both subnetting and
supernetting are supported. If you have no network administrator and a simple, isolated
network with no gateways, assign a mique value to IP Address in the format 3.0.0.x
(where x ranges from 1 to 255).

Subnet Mask:Contact your network administrator for the value to assign. Both
subnetting and supernetting are supported. For an isolated network with no gateways,
use the defadt value.

Gateway IP addressContact your network administrator for the value to assign. For an
isolated network with no gateways, use the default value.
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4.2.4 Configuring Ethernet Global Data

For more information aboutEthernet GlobdData, seeSection 5:

Ethernet Global Data can be configured in two we. The most convenient way is to use
the Ethernet Global Data server that is provided with the PLC programming software. This
server holds the EGD configurations for all the devices in the EGD network. When the
Configuration Server is used, the EGD configation for the entire EGD network can be
validated for accuracy before the configuration is stored into the devices of the network.
This can greatly decrease the time needed to commission a network or implement
changes in a network.

EGD exchanges can aldze configured without using the server. Both methods are
described in this chapter. The choice of whether to use the Configuration Server can be
made individually for each device.

Note: Some items in this discussion do not apply to Ethernet network intice units
when using ENIU templates. For configuration of EGD with ENIUSs, refer to BlCSystems
RX3i Ethernet NIU User Man@ik2439.

4.2.4.1 Basic EGD Configuration

= PACT
..... ae Data Watch Lists

#-. @ Diagnostic Logic Blocks
If Ethernet Global [_)ata does not w-f Ethemet Global Data
appea as shown Figure31), open the 5 FAT/SAT

Project folder and expand the target '

node for the PLCRLCIin this = fii§ Hardware Cenfiguration
example). £-fiil Rack 0 (IC685CHS012)

_ _ . @) Slot 0 (ICAI3PSANLD)
1. Right-click the PLC icon and selec :

Add Component

To use an EGD Configuration, follow
the steps below:

Figure31: Expand Node to View Ethernet Global
2. Select Ethernet Global Data Data

3. To configure the Local Producer
ID, right-click the Ethernet Global
Data node and chooséProperties
The Local Producer ID is shown in
the Inspector pane. This
parameter must be unique on the
network.
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TheLocal Producer IgFigure32) is a 32bit value that [nspe o x
uniquely identifies this Ethernet Global Data device
across the network. It can either be expressed as a
dotted -decimal value in the same way an IP address vall
is specified or specified as an integer. It is recommended

Ethemet Global Data
Local Praduces D 1.000
Local Produces ID [Mun| 1

that this value be set tathe address of the Ethernet s Lonigurstion et | e

interface with the lowest rack/slot location in the system. Work Offine | True

The same Producer ID applies to all exchanges producec Collection | PACMotion

by this CPU, regardless of which Ethernet interface is Network Mames i
used to send the exchange to the network. Use Signatures True

While the form of the Producer ID is sometimes the same w
as that of an IP address and an IP address is used as its

default value, the Producer ID inot an IP address. See

Section 5; Ethernet Globabata, for more information on

how the Producer ID is used.

Figure32: Local Producer ID

4.2.4.2 Configuring Ethernet Global Data Using the EGD
Configuration Server

The EGD Configuration Server is supplied wiBACMachine Edition(PME)software, but it
is not automatically installed withPME To use the EGD Configuration Server and its
associated tools, the server must be installed on the computer as described below.

42421 Installing the EGD Configuration Server

To install the EGD Configuratin server, insert thePMEsoftware CD

(PAC MachineEdition_v9.50.0.7677_English or later). Browse to directofgGD Server and

Toolsand locate the Windows Installer fillPACEGDComplete the install with the
installation wizard.

42422 Configuring the EGD Configration Server

To configure the Ethernet Global Data, click on the Options tab located at the bottom of
the Navigator window. In theMachineEditionfolder, select theEGDOtem to display the
configuration options for the configuration server.
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Inspector o =
EGD Freferences

Local Server Cache Path | C:AUsershPublichDocumentzhGE Intellio
Base Path /EGD
Host Hame 127.0.01
Server Port #3338
Timeout 20000
Configuration Server Located
Fublish onalidate True

Figure33: Configuring the EGD Configuration Server

Local Server Cache Patlthis parameter sets the path to be used for caching data from
the configuration server. This cache is used if the server becomes inaccessible. (For
example, if the server is on another machine and that machine is inaccessible due to loss
of network communications.) You can also choose to work offline from the server and use
this cache. This mode of operation is explained below.

Base PathTypically, this field shaild not be changed from the default ofEGD This is the
path portion of the URL used to get to the server. This is the default Base Path set by the
Windows Installer.

Host Name The host name for the computer on which the configuration server runs. This
a_| "c gncagdgcb _q Tjma_jfmgqrdo gd rfc qgqcptcp

Server Port This parameter is typically left at the default of 7938. If changed, it must be
changed on both the programming software and on the server. This value is global and
not project-specific. It will be used as the default by other projects created on that
computer and by other tools such as the EGD Management Tool that require access to
the server.

Timeout: The number of milliseconds the programming software will wait for a rdg from
the server before deciding that the server is not going to respond.

Configuration Server This readonly parameter displays the valud.ocatedf the
configuration server can be accessed arldnable to Locat# the server is not accessible.

When udng the configuration server, the producer of data normally defines the

exchange. See below for a stepy-step description of defining an exchange in the
producer. After the producer of the data defines the exchange, consumers may make use
of the exchange.Each consumer selects the desired exchange from the list of produced
exchanges and defines the local PLC memory to be used for the variables of interest from
the exchange. Consumers can be resynchronized with any changes in the producer on
reguest. Consisency between the producer and consumer(s) is verified during the build
and validate process.

42423 Enabling the use of the EGD Configuration Server for a Device

To enable the use of the configuration server for a device, riglatick the Ethernet Global
Data node and choose Properties. To use the EGD Configuration Server, selected True
next to the Use Configuration Serveption.
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To work offline from the configuration server, select thaVork Offlingparameter and set it
to True The programmer keeps a local copgr cache of the EGD configuration
information at a configurable path (seeConfiguring the EGD Configuration Server).

Setting the Local Server Cache P#dha location on the local machine and setting th&Vork
Offlineto Trueallows EGD configuration data to be updated using the cached information
without accessing the server. Setting théVork Offlingparameter to Falseand performing

a Validatecommand will synchronize the server with the data from the cache.

42424 Network Names and Collections

To perform validation between producers and consumers, it is necessary to verify
whether the producer and the consumer are on the same network. The EGD
Configuration Server and its validation libraries use the network name to perform this
check. The validation assumes that two devices that have the same network name are
connected to the same network. To set the network name, rightlick the Ethernet Global
Data node and choose Properties. The Network Name option is displayed in the
properties Inspector window. This parameter may be set to the name of the network to
which the device is connected. To assign or edit a network name for target, click

42425 Setting up Collections for the EGD Management Tool

The EGD Management Tool is an optional utilithat can be used to provide a system
level look at all the Ethernet Global Data devices in a system. Installation and use of the
EGD Management Tool are described iy
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Using the EGD Management Td®K@i Etherné¥lodule).

The EGD Management Tool can look at subsets of EGD devices, called a Collection. A
Collection is a logical grouping of EGD devices (for example a manufacturing cell or a
machine). To make an 6D device part of a collection, rightlick the Ethernet Global Data
node and choose Properties. The Collection option is displayed in the Properties Inspector
window. This parameter may be set to the name of the collection for the device (by

default the collection for a device is theMachine Editioproject name).
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4.2.4.2.6 Configuring an Ethernet Global Data Exchange for a Producer
The information to be sent by the producer and the exchange details are defined in the
Properties for each produced exchange. When andividual produced exchange is
selected, the Properties Inspector window permits user configuration of the following
information.
Name ? | _kc _gqgelcb dmp rfgq cvaf | ec, Bcoa
number.
Exchange ID A unique IDnumber that identifies a specific exchange to be sent by the producing

device.

Adapter Name

The Adapter Name is the name of a specific Ethernet interface, which is identified by
its rack and slot location within the consuming PLC.

Destination Type

Specdgcqg ufcrfcp rfc b_r_o0q bcqgrgl _rgml

1 AnIP address (Unicast)

-

A Group ID (Multicast)

-

All EGD nodes on the subnet (Broadcast). Choosing Broadcast will cause the E(
packets to be received by any node on the network. This can impgmrformance
iftherearenonCEB bctgacqg ml rfc |l crumpi, A
administrator if you are unsure about whether to use Broadcast.

Destination

Gbclrgdgcqg rfc b_r _o6g amlgskgle bctgac
above:

1 adotted-decimal IP address if Destination Type is IP Address

-

r f ¢ e p ms3RNifdesBtior&Tlpe is Group ID

1 the value 255.255.255.255 if Broadcast IP is the Destination Type.

Produced Period

The scheduled repetition period at which the data is produakon the network.
Configure a value in the range of zero or twi,600,000 (2 milliseconds to 1 hour).
The value zero means data will be produced at the end of each PLC scan, but not le
than two milliseconds from the previous production. Set the productio period to ¥2
the period at which the application needs the data in this exchange. Round this valug
up to the nearest two milliseconds (2 ms).

Reply Rate

Not used.

Send Type

Fixed atAlways.In the PLC, production of EGD is controlled by the 1/O state: when
enabled, EGD production is enabled, and when disabled, EGD production is disable
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Run Mode Store | When set to True, allows you to modify or delete this exchange and store the clpas
Enabled while in Run mode. You can add exchanges in Run mode regardless of the setting o
this parameter.

It is recommended that you keep this parameter at its default setting, False, unless
your application has a specific need to modify this exchange in Rorode.

Network ID Allows the user to select eithet AN1or LANZfor Multicast or Broadcast production.

Note: TheNetwork IDfield is only visible if theDestination Typés configured for
Multicast or Broadcast (not Unicast) AND th&daptor Nameselects a device rack/slot
that physically supports multiple LANs (for example, the CPE330).

42427 Configuring the Exchange Variables

Double-clicking on the produced exchange opens a widow to configure the variables
within the exchange. Each exchange has its own variable list. These variables contain the
data that is produced to the network. Each variable contains the following information:

Offset (Byte.Bit) The location within the dataarea for this exchange where the start of the data for
this variable is located. The offset is expressed Bgte.Bif where Byteis a zere
based byte offset andBitis a zerebased bit position within that byte. (Valid bit
values are 0 7. Bit0O is the leastsignificant bit within the byte; bit 7 the most
significant.)

Variable The name defined for this variable. It may be an existing variabte it may be
defined using the variable declaration facilities of the programmer such as the
variable list in the Navigator.

Ref Address The PLC memory reference address that contains the start of the data for this
variable.

Ignore Default value isFalseNot used for Produced exchange.

Length Size of the data for this variable, expressed in units of the data type.

Type Data type of the variable.

Description An optional text description of this variable.

To add a new variable to the end of the exchange, click téeldbutton. This does not
change the data offsets of any existing variables within that exchange.

To insert a new variable among the existing variables, on an existing variable adjacent to
where you want to insert the new variable. Click thinsertbutton and a new variable will

be created aheadof the selected existing variable. This changes the data offsets of all
following variables in the exchange and will change the signature major number if you are
using signatures.
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